DOM 258: Introduction to Information Security

Ch. 1: Basic Skillz Assignment

The goal of this module is to familiarize you with the basics of networking in the Microsoft Windows operating system. These commands are very useful to understanding the topology of the network you are working on, either here or in the field.

Assignment Due Date: Sunday, 02/08/09 by 11:59 PM
Total Points: 20
Submission Requirements: paste your answers in the body of a WebCT/Bb mail message (addressed to the instructor only)
	Open a command prompt by clicking:

Start -> Run

typing:

cmd

and clicking Ok.
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	Run the command:

dir /?

to list all the options for the dir command.
	[image: image2.png]\Docunents and Settings\Anonid>dir /7
Dicplays a list of files and subdirectories in a directory.

IDIR [drive:llpathllfilename] LALL:lattributes1] [/B] [/CI [/D] [/L1 /N1
[/0L[:Isortorder]] [/P1 L1 [/81 L/TIL: tinefield]] LA /X1 1/21

[drive:1lpath1[filenane]
Specifies drive, directory, and/or files to list.

) Displays files with specified attributes.

attributes D Directories R Read-only files
H Hidden files A Files ready For archiving
S Systen Files ~ Prefix meaning not

/B Uses bare format (no heading information or summary’

g Display the thousand separator in file sizes. This is the
default. Use /-C to disable display of separator.

23 Same as wide but files are list sorted by column.

s Uses lovercase.

N New long list format where filenames are on the far right.

70 List by files in sorted order.

sortorder N By name Calphabetic) $ By size (smallest First)
E By extension <alphabeticd D By date/time Coldest first)
G Group directories first  ~ Prefix to reverse order
Pauses after each screenful of information.
to continue . . .







	Now, pipe the output from dir to more by typing:

dir | more
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Légion . LNK

nIRC. Ink

Nessus-3.0.3-betab .exe

optix
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BrutusA2.exe.lnk
GM51.exe. Ink
hfs.exe. ink
SuperScand.exe . Ink
Tepuieu.exe . Ink
TDIMON. EXE. ink
tFepd32.exe . Ink

: Updated Labs Images
13 FileCs) 14,213,991 bytes
4 Dirds>  82,202,472,448 hytes free







	Now, redirect the output from the dir command to a file by typing:

dir >> listing.txt

Open the listing.txt file in Notepad and view the contents.
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	Next, you will determine where you are on the network. At the command prompt type:

ipconfig

a) IP address: _________________________

b) Default gateway: ____________________
	[image: image5.png]Connection-specific DNS Suffix
IP Address. - . . . . . 192.168.253.1
Subnet Mask . . . . . 255.255.255.0
Default Gateway . . .

thernet adapter UMuare Netuork Adapter UMnetl:

Connection-specific DNS Suffix . @
IP Address. - . . . - - - . . 192.168.127.1
Subnet Mask . . . . . ... . 255.255.255.0
Default Gateway . - . . | .

thernet adapter Local Area Connection
Media State . . . . . . . . . .. : Media disconnected

thernet adapter Local Area Connection 2:

Connection-specific DNS Suffix

IP Address. - . . . - 192.168.89.20
Subnet Mask . . . .
Default Gateway . . . B R RO

:\Docunents and Settings\Anon19\Desktop







	The ping command requires an IP address or a fully qualified domain name (FQDN). To ping the IP address 192.168.89.5 you would type:

ping 192.168.89.5

Ping your default gateway (the IP address from the previous step)

a) Is your gateway alive?  ________________
	[image: image6.png]:\>ping 192.168.89.254

inging 192.168.89.254 vith 32 hytes of data:

192.168.89.254: bytes=32 time<ins
19211681891254: bytes=32 time<ins
19211681891254: bytes=32 time<ins
19211681891254: bytes=32 time<ins

192.168.89.254:
Packets: Sent = 4, Received = 4, Lost = @ <@

Approxinate round trip times in milli-seconds:
Mininum = Ons, Maxinum = @ns, Average = Ons







	To request a new IP address from a DHCP server (assuming one is running in your network environment) type the following commands at the command prompt:

ipconfig /release

ipconfig /renew
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thernet adapter UMuare Netuork Adapter UMnetl:

Connection-specific DNS Suffix . @
IP Address. - . . . - - - . . 192.168.127.1
Subnet Mask . . . . . ... . 255.255.255.0
Default Gateway . - . . | .

thernet adapter Local Area Connection
Media State . . . . . . . . ... : HMedia disconnected
thernet adapter Local frea Connection 2:
Gonnection-specific DNS Suffix
TP fddress, & o - -

0.0.0.0
Subnet Mask . . . . 0.0.0.0
Default Gateway . . .
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	Your ARP table maintains a cache of MAC-to-IP address pairings. To view your ARP cache type:

arp -a

a) What is the MAC address of your default gateway?

__________________________________


b) How many interfaces are listed?

_____________


c) How many entries are there for each?

_____________


d) What piece of hardware does the physical (MAC) address refer to in each entry?

________________________________

	[image: image8.png]:\Docunents and Settings\Anoni9\Desktopdarp —a

Interface: 192.168.89.20 — Ox5
Internet Address Physical Address Type
192.168.89.254 00-14-6a-21-h6-6F dynanic

\Docunents and Settings\Anon19\Desktop>






	Domain names are mappings between fully qualified domain names (FQDNs) and IP addresses. At the command prompt type:

nslookup

When the prompt appears type the name of your favorite news website (e.g. www.cnn.com, www.fark.com, etc.)

a) What is the IP address of the site (there may be more than one)?

_________________________________


b) Choose one of the IP addresses from above and type it into nslookup. What is the FQDN of your chosen IP address?

_________________________________

Type exit to leave the nslookup program.
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Default Server: nst.comcasthusiness.net
fddress: 64.56.37.246

> wuu.google .con
ns5_comcasthusiness.net
hdaress: 64.56.37.246
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