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 Review - Mapping
• New NSA/DHS requirements

• 75 Knowledge Units replace 6 CNSS standards
– KUs - targeted technology areas composed of 

Topics and expected Outcomes
– 3 KU categories: Core, Mandatory, and Optional
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Mapping in Brief
Knowledge Units 
Ways to demonstrate that a program meets/fulfills a Knowledge Unit 
• Course Syllabus 
• Prerequisite Course(s) 
• Prerequisite Degree 
• Student Assignments 
• Modules in a course/collection of courses 
• Certifications (CCNA, etc) 

A course may fulfill the requirements of multiple Knowledge Units.

From:  https://www.iad.gov/NIETP/documents/Requirements/CAE_IA-CD_KU.pdf
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KU Breakdown & Minimum Rqmts
• Core 2Y: 11 Mandatory KUs

– 2 year institutions must map to all 11

• Core 4Y: 17 Mandatory KUs
– 4 year institutions must map additional 6 

• Optional KUs: 53 Elective KUs
– 4 year institutions must select 5

• Summary of Minimums: 2Y – 11 KUs; 4Y – 22 KUs
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Mapping Resources
 Course Materials: syllabi, detailed course outlines, textbooks, 

lab exercises, handouts, ...

 KUs - download Reference Materials at
    http://www.cisse.info/news/cae-certification or
    https://www.iad.gov/NIETP/CAERequirements.cfm

 Content Experts: faculty who teach topics
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Sample Mapping Resource
Detailed Course 
Outline:
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Sample Mapping Resource
Syllabus Course Objectives:

● Describe gaining confidential information or unauthorized access through human intelligence (i.e. social 
engineering)

● Discuss counter measures to social engineering (training and education of users, administrators and personnel)

● Describe phishing

● Define organizational policies and procedures

● Describe security policies (guidance provided by security policies, points of contact, roles and responsibilities, 
enterprise, issue specific, and system specific security policies)

● Describe AIS and telecommunications systems policies (points of contact, references)

● Explain change management

● Explain classification of information

● Describe documentation, logs, and journals

● Explain acceptable use of resources, internet usage policy, and e-mail usage policy

● Discuss due care, due diligence, and due process

● Describe separation of duties, need to know and least privilege

● Discuss transportation of media 

● Explain monitoring of critical areas, communications centers, information systems centers (IT/data centers), 
protected distributed systems, stand-alone systems, peripherals, storage areas

● Describe Policies and Procedures for computers and users

● etc.
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Sample Mapping Resource
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Sample Mapping Resource



National CyberWatch Center | Prince George’s Community College1-10

Sample Mapping Resource
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Sample Mapping Resource
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Detailed Course Outline
Suggestions to expedite mapping:
• Show weekly chronology of topics
• List topics and subtopics
• Show schedule of labs, reports, presentations, group 

projects, etc.
• Stipulate objectives and expected outcomes
• Show exam schedule and material 
• Enumerate all above elements to simplify mapping 

references
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Mapping - Three  Steps

1.  Offline Phase: 
– Identifying KUs that are to be mapped
– Gathering and recording supporting course data

2.  Online Phase:
– Enter all courses (topics & objectives) into database

3.  Online Phase:
– Match courses to KU requirements
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Phase I – Offline Data Gathering
Next series of slides provides a step-by-step procedure for 

collecting/organizing institutional course data 
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KU Mapping Matrix - Main Screen    
(2014 CAE KU Mapping Matrix.ppt)

Click on name to jump to that KU
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Structure of KUs

Basic features of all KUs: 
Topics - Outcomes - Courses
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1st Time Mappers -
Initial Course Identification

Content Experts specify Course that covers Topic and Outcomes with “X”
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Map - Citations

Replace “Xs” with course content using specific references to text, 
syllabus, course outline, assignments, tests, ...
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NSA Recommended Process

• Fill in individual course numbers that a specific professor or 
instructor teaches

• Send the matrix to him or her to fill out the KUs 

• Insert a topic/objective/week/session/etc. number that 
relates to their courses

• Merge the documents into a master 

• Use the master to enter this information in the CAE 
application website
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Course Worksheet
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Textbook Worksheet

Textbook Form
1. Title of Book or Supplemental Material
2. Relevant Chapter(s)/Title(s)
3. Author
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Low Level (Specific - Each Topic)*
 Enter detailed supporting information into 
Topic/Course cells

 Identify Topic coverage by week, outline 
references, chapters, assignments, ...

 Outcomes evaluation procedures – tests, 
presentations, exercises, ...

*Include this info in the cells of the KU 
matrix!

Recap of Important Details
High Level (Overview)
 Text name and author
 Chapter title and number
 Description of material to be covered
 Supplemental material: handouts, notes, 
workbooks
 Course number & title, creation/review 
dates, http link, catalog description, course 
length (no. of hrs), evaluation & instruction 
methods, past & current enrollment, 
syllabus/outline, no. of hours
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Mapping Suggestions
• Involve as many faculty as possible to identify Course Topics and 

Objectives that satisfy KU Topics and Outcomes.
• Refer to textbook ToC, index and syllabus/detailed course outline 

to match Course Topics with KU Topics requirements. 
• Copy and paste author provided Course Objectives from instructor 

materials (e.g., presentations) into a text document that can later 
be used to facilitate entering objectives into the NIETP database.

• Identify how Outcomes will be measured. 
• Use the fewest number of courses possible; a single course is more 

desirable than two.
• One course may be used to map more than one KU.
• Consolidate all “mapping work-product” (i.e., completed 

spreadsheets, course worksheets, detailed course outlines, 
syllabus) to expedite data entry.
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Phase 2 - Enter Courses (topics & 
objectives) into database

o Go to NIETP - www.iad.gov/NIETP/
o Login 
o Select (or apply for admission to) institution

 First time: Specify institution information

o Add new or Edit existing course
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Phase 2: Enter Courses, Topics, & Objectives
Phase 2 (Enter Courses, Topics, Objectives)

Step Operation Note
1 Login (Welcome, Login/Join)

2 Select Institution to be mapped (Institution List)

3 Select “Apply CAE IA/CD” option (Welcome)

4 In opening screen, select “Add New Courses” (CAE Submission xYr Submission)

5 Enter all Course Information as required on form (Add Course)

6 Select “Save and Add Major Topics”  
7 Using the form, enter a general course topic from the current course that has been identified by 

content experts to address any Topic in any required KU
(Add Major Topics for xx) Course topics come from 
textbook, syllabus, supplementals, etc.

8 Select “Save & Add Another” and repeat until all relevant course topics have been entered  

9 After entering the last course topic, select the “Save and Add Objectives” option at the bottom of the 
form

 

10 Using the form, enter the general topic objectives keyed to the Outcomes requirements of every KU (Add Objectives for xx)
The terminology used in the Objectives should correlate 
closely with that in the KUs' required Outcomes

11 Select “Save & Add Another” and repeat until all relevant course objectives have been entered  

12 After entering the last course objective, select the “Save” option at the bottom of the form  

13 Once all courses have been identified with topics and objectives relevant to the KUs, the next phase 
starts.

This concludes identifying the courses, their topics, and 
objectives
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Phase 2 Overview

Enter Courses, Topics 
& Objectives into 
Database
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NIETP Welcome Screen



National CyberWatch Center | Prince George’s Community College1-28

NIETP Login (step 1) 
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Select Institution (step 2)
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Logged In Welcome Screen
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CAE Reference Documents
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Previous Submissions
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Previous Submissions
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Add or Edit Course (Step 3)



National CyberWatch Center | Prince George’s Community College1-35

Add Courses (step 4)
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Add Course (pg1, step 5)
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Add Course (pg2, steps 5 & 6)
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Add Course Topics (steps 7, 8 & 9)
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Add Course Objectives (step 10, 11, & 12)
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Added Course Example (p. 1 of 2)
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Added Course Example (p. 2 of 2) 
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Added Course Topic Example
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Added Course Objective Example
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Course, Topic, Objective 
In Progress - 1 Topic, 1 Objective

• 
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Completed Course Summary
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Phase 3 - Match Courses to Intended KUs

•Go to NIETP - www.iad.gov/NIETP/
•Login 
•Select institution
•Select “Apply CAE IA/CD” 
•Intent List - "Identify KUs"
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Phase 3: Step-by-Step Table 
Phase 3 : Map Courses to KUs

Step Operation Note

14 Repeat steps 1, 2, and 3 of Phase 2  
15 Under “Step 2: Identify KUs and FAs” of the opening form, select “Identify KU” box (Submission Progress)

16 The next screen selects all mandatory KUs for the level of your institution. If institution is 4 yr, 5 additional 
KUs must be selected. Select “Save Knowledge Unit Intent” at bottom of the page

(Submission Intent List)
At the conclusion of this step, all KUs that are intended to be 
mapped by this institution should have been identified

17 This screen returns to the Submission Progress screen lists all KUs that the institution plans to map.  “Start” 
identifies a KU, none of whose Topics or Outcomes has yet been addressed. “Continue” identifies a KU whose 
mapping has been initiated.

(Submission Progress)

18 Click “Start” (or “Continue”) on a KU to be mapped  
19 A screen appears with a list Topics and Outcomes defining that KU. Select a Topic or Outcome to map. (Map Knowledge Unit)

20 On the next screen, select a course from the drop down box which has course material (topics) that satisfy this 
KU's Topic

(Add KU Justification and Course Mapping)

21* In the “Major Topics” box, move the relevant course topics to the “Selected Major Topics” box by using the 
“Add” button.

 

22* Repeat the process for the “Objectives” section.  

* *Alternative to steps 21 & 22, enter “Justification” Use Justification when KU is satisfied by pre-req or means other 
than coursework.

23 “Save”  
24 Repeat the process from step 18 until every KU Topic and Outcome has been mapped by current course. (Map Knowledge Unit)

25 Repeat the process from step 17 until all KUs have been mapped for all courses.  
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Phase 3 Overview

Match courses to KU 
requirements
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Identify KUs to be Mapped (step 15)
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• By default, next screen selects all mandatory 
KUs for the level of the institution. 
 If 4 yr institution, 5 additional KUs must be selected
 Optional, if any, KUs must be identified in order to 

proceed 
 Select “Save Knowledge Unit Intent” (bottom of 

screen)
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2 Yr KU Submission Intent List (step 16)
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4 Yr KU Submission Intent List (step 16)
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KU Submission Intent List (step 16)



National CyberWatch Center | Prince George’s Community College1-54

Select KU That Course Topics and 
Objectives Will Map To (steps 17 & 18)
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Select KU Topic to Map (step 19)



National CyberWatch Center | Prince George’s Community College1-56

Select Course(s) & Course Topic(s) to 
Map to KU Topic (step 20 & 21)
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Select Course(s) & Objective(s) to 
Map to KU Topic (step 20 & 21)
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Select KU's Outcome(s) to Map (step 22)
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Select Course and Course Topic(s)
to Satisfy KU Outcome
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Select Course Objectives and Specify 
Justification to Meet KU Outcome

Only if Course is not mapped to KU
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Completed Mapping Sample
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Completed KU Mapping Sample 
Topic Drill Down



National CyberWatch Center | Prince George’s Community College1-63

Mapped Sample - Topic/Objective Detail
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Completed Mapping Sample 
Outcome Drill Down
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Mapped Sample - Outcome Detail
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End of Phase 3

Repeat the above… Adding 
and mapping Courses to KU 
Topics and Outcomes until 
mapping is complete.
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Entering Criteria
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Enter Criteria
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Criteria List (4 yr)
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Expanded Criteria
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Criteria List (4 yr)
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All Criteria Completions Use 
Same Format: “http:// links, pdf uploads, and/or keyb”
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All Criteria Completions Use Same Format: 
“http:// links, pdf uploads, and/or keyb”
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Identification of Entered Elements
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Criteria List
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Criteria Content
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Sample Letter of Intent

• http://www.rose.edu/Websites/rose2010/
Images/Academics/Business%20and%2
0IT/Networking/CAE2Y/RoseStateColle
geCAE2YLetterofInternet.PDF
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Examples of Previous Criteria
Hagerstown CC
http://www.cssia.org/userfiles/files/Criteria%20For%20Measurement%20CAE2Y%20-

%20HagerstownCC.pdf

Inver Hills CC
http://www.docstoc.com/docs/142155000/Inver-Hills-Community-College---cssia

Oklahoma CareerTech
http://www.okcareertech.org/about/initiatives/cyber-security/cae2y/cae2y-application

Richland College
http://www.cssia.org/userfiles/files/richland%20college%20cae2y%20application.pdf

Rose State College
http://www.cssia.org/userfiles/files/RSC%20CAE2Y%20Application.pdf
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 CAE Program Office
  askcaeiae@nsa.gov

 The National CyberWatch Center
 http://www.cyberwatchcenter.org/

 Fred Klappenberger 
 faklappenberger@gmail.com

 Cyber Watch West
 Corrinne Sande, Director/PI CyberWatch West
 csande@whatcom.ctc.edu

 The Center for Security and Information Assurance
  Susan Sands susands@sbcgobal.net

Resources


