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Lab 7: Breaking Windows Passwords

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical Hacker training.
The development of this document is funded by the Department of Labor (DOL) Trade Adjustment
Assistance Community College and Career Training (TAACCCT) Grant No. TC-22525-11-60-A-48.

By the end of this lab, students will be able to crack the passwords of user accounts on
Windows systems. A variety of techniques will be utilized to crack password hashes
including Rainbow Tables, Brute Force, and dictionary attacks. Students will also utilize
two tools, Windows Credentials Editor and Mimikatz, which may be used to dump the
passwords in plain text from RAM.

This lab includes the following tasks:

e 1-Creating Users in Windows
e 2 - Breaking Windows Passwords
e 3 - Dumping Windows Passwords in Clear Text

Domain: System Hacking

In many cases, the security of a device is tied to the user’s password on the system the
device resides. Many utilities can be used to break the passwords of accounts on a
Microsoft Windows operating system. It is always best to use a password that contains
a minimum of 8 characters and includes uppercase letters, lowercase letters and special
characters. Even when a very strong password is utilized, if an attacker has physical
access to the machine and is able to gain administrative rights to that machine, there
are tools available that can be used to display the password in plain text.

For this lab on Windows Password Cracking, the following terms and concepts will be of
use:

Cain — Cain is a password-cracking suite that will allow an attacker to crack passwords
through a dictionary attack, the use of brute force, or a rainbow table. Cain, which is
available from the website www.oxid.it, will not run on most computers that have anti-
virus software installed. Cain does not run on Linux or Mac OS X systems.

LM HASH — The LAN Manager, or LM, hash dates back to the days of MSDOS. It is the
default hash used for systems running DOS, Windows 3.11, Windows, 95, Windows ME,
Windows NT, Windows 2000, Windows XP, and Windows 2003. Some of the newer
operating systems in the list can have their security settings adjusted so that the LM
hash will not be used. However, their default setting is to use the LM hash, not NTLM.

NT HASH - The NTLM, or New Technology LAN Manager hash has been around for a

while but it was not until the release of Windows Vista that it became the default hash
used. Windows Vista, Server 2008, Windows 7, Server 2012, and Windows 8 all are set
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to use the NTLM hash by default. However, their security settings can be scaled back to
use the older, less secure, LM hash. It is more secure for the OS to use the NTLM hash.

WCE — Windows Credentials Editor will allow users to display hashes and the
corresponding passwords in plain text. There is a 32 and 64-bit version. The tool is
available via the following link: http://www.ampliasecurity.com/research/wcefag.html

mimikatz — This tool will dump the stored logon hashes and provide the corresponding
password that matched the hash in plain text. The tool, which is written in French, is
available from the following link: http://blog.gentilkiwi.com/mimikatz
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Lab 7: Breaking Windows Passwords

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows XP Pro machine.

Windows XP Pro 192.168.1.175

Windows XP Pro hacker password toor

7/18/2013 Copyright © 2013 NISGTC Page 6 of 36



Lab 7: Breaking Windows Passwords

1 Creating Users in Windows

Managing users and resetting their Windows passwords is one of the main tasks
performed by individuals in network administration or help desk positions.
In many situations, hackers will also often perform these tasks, including:

e Creating new accounts

e Enabling accounts

e Escalating User Privileges
e Dumping Hashes

e Dumping Passwords

This lab will provide you with an opportunity to create user accounts and assign
passwords.

1.1 Creating Users on a Windows System

Open the Local User Manager

1. Onthe Windows XP Pro system, click on Start, go up to the run box, and type

the following:
lusrmgr.msc

Run &|

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it Far wou,

Open: | lustrngr.msc| W

[ ok, H Zancel H Browse.., ]

14 start

Figure 2: The lusrmgr.msc command

The command, lusrmgr.msc, works on computers running Windows 2000, XP, Server

2003, Vista, Windows 7, Server 2008, Windows 8, and Server 2012. However, the

command will not work on Windows 2000, 2003, 2008, or 2012 Servers that are Domain
Controllers. The command will also not work on Home versions of the Microsoft client

operating system. Any Microsoft Windows operating system that has Home, Home
Basic, or Home Premium in its name will not have a local user manager.
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Lab 7: Breaking Windows Passwords

2. After you type lusrmgr.msc, the Local Users and Groups management console
will appear. Double-click on the Users folder to view the system’s user accounts.

*% Local Users and Groups

File  Action  Yiew Help

& = @@ 2

Local Users and Groups (Local)

|
[[7 Groups

Figure 3: The Local Users and Groups Management Console

Marne Full Marne | Description
.ﬁ.dministratur Euilk-in account For
%Guest Built-in account Far
mhackﬂr hacker

QHelpﬂ.ssistant Remote Deskiop Help Assi..,  Account For Prowidin
%SUPPORT_SBB%S&D CW=Microsoft Corporation,..  This is a vendaor's ac
@victim wickim

3. Users can be created from the Graphical User Interface (GUI) tool, Local Users
and Groups, or from the command line. To use Local Users and Groups, right-
click in the white space below the user list and select New User...

#2 Local Users and Groups

File  Acktion  Wiew Help

e = @(m 2,

Local Users and Groups (Local)
a Users
[ Groups

Arrange Icons  k
Line up Icons

Help

| ™

Marne Full Marne Descripkion
m.ﬁ.dministrator Built-in account faor ar
QGuest Builk-in account For gu
mhacker hacker
QHelp.ﬁ.ssistant Remote Deskiop Help Assi...  Account For Providing
ESUPPORT_SBSQ‘}S‘&D CM=Microsoft Corporation... This is a wendor's acc
gvictim wickim

Refresh

Expaort Lisk. ..

Wig L4

| ™

ICreates a new Local User account.,

Figure 4: Creating a New User within the Local Users and Groups Management Console
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Lab 7: Breaking Windows Passwords

4. Atthe New User screen:
a. Type bart for the username.
Type simpsons for the password.

Check Password never expires.
Click the Create button.
Click Close.

b.
C.
d.
e.
f.
g.

Type simpsons for the confirmation password.
Uncheck User must change password at next logon.

zer name: ||:'E"t

Full name: |

Dezcription: |

Faszword: |""""" Si m .DSO nS |

Canfirm pazsword:

[lger must change pazeword at next logon
[ ] User cannot change pazsword
Pazzword never expires
[ 12ccount iz dizabled

oo SIMDSONS

[ Create

J [ Cloze

Figure 5: Creating the new user bart

5. View the user list. The user bart should be listed directly under Administrator.

| # Local Users and Groups

File  Action Wew Help

e BE BB @

M7 Local Users and Groups (Lacal) Mare | Full Marne | Descripkion
a Users 5 sdministrator Built-in account for a
(0 Groups G bart bart

Figure 6: The User Bart has been Created
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6. Right-click in the white space below the user list and select New User...

% Local Users and Groups

File  Action Wiew Help

& - B 2

Local Users and Groups (Local) Marne | Full Mame | Description
{3 Users 9% Administrator Built-in account For ac
(3 Groups Qhart batt
l%Guest Builk-in account: For gu
lghau:ker hacker
QHelp.ﬁ.ssistant Remaote Deskiop Help Assi..,  Account For Providing

gvictim wickirn

|

Figure 7: Windows Firewall is on

7. At the New User screen,
a. Type lisa for the username.

b. Type mycat for the password.
c. Type mycat for the confirmation password.
d. Uncheck User must change password at next logon.
e. Check Password never expires.
f. Click the Create button.
g. Click Close.
HMewr Liser
Uzer name: ||i3a |
Full name: | |

Dezcription: | |

Fazzword: kbt [I’] !,£; : a l

Confirm passwaord: |""' m V C a t |
4

[]Uszer cannat change password
Pazsword newver expires
[ Account is dizabled

I Create ] [ Cloze ]

Figure 8: Creating the user list
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Lab 7: Breaking Windows Passwords

8. View the user list. The user lisa should be listed directly under HelpAssistant.
Click File from the Local Users and Groups menu bar and select Exit.

¥ Local Users and Groups

Action  Wiew  Help

Options. .. !l @

Exit r Groups (Local) Mame | Full Mame Description
SIS % adrrinistratar Built-in account For ac

[ Groups lgl:uart bart
%Guest Built-in account For gu
lghatlcuar hacker
EHelp.ﬂ\.ssistant Remote Deskitop Help Assi...  Account For Providing

lisa lisa

%5UPPORT_388945aD CM=Microsoft Corporation...  This is a wendor's acc
lg'-.-'in:tim wickirm

Figure 9: The user Lisa is Created

Users can also be created from the command line. Hackers tend to create their users
from the command line because the tools they use to connect to their victims do not
always have a GUI. Hackers tend to be proficient with commands.

9. Open the command prompt on the Windows XP Pro machine by clicking the
desktop shortcut for the Command Prompt.

-
.

Figure 10: A Shortcut to the Command Prompt

10. To add the user homer with the password of funny, type the following:
C:\>net user homer funny /add

Command Prompt

dd
sTully.

Figure 11: The User Homer is Successfully Added

You should receive the message that the command completed successfully.
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11. To add the user marge with the password of myblue, type the following:
C:\>net user marge myblue /add

C:hw=net user marge myblue

The command completed suc cssful Ty

Figure 12: The User Marge is Successfully Added

12. To add the user maggie with the password of y!, type the following:
C:\>net user maggie y! /add

Crhenet user maggi

e
The command complet

Figure 13: The show all command

13. To add the user moe with the password of !a, type the following:
C:\>net user moe !a /add

% ] =t USEpr Mo

0 r‘r_'|r'r| ‘1 g Iz_i Co d successTully.

Figure 14: Multiple OS Results

14. To display all of the users on the local system, type the following:
C:\>net user

For “WWINXP

Figure 15: The Net User Command
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1.2 Conclusion

User administration can be done through the command line or through the GUI. The
net user command can be utilized to add users and view all the accounts on the system.
Managing users and resetting their Windows passwords is one of the main tasks
performed by individuals in network administration or help desk positions.

1.3 Discussion Questions

What is the command to create the user Selma with the password of hair?

What is the command to launch the Local User Manager from the run box?
Will the Local User Manager work on a server that is a Domain Controller?

Will the Local User Manager work on Windows 8 Home Premium?

PwnNPE
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2 Breaking Windows Passwords

Users' passwords are not stored in the Microsoft Windows registry. Instead, their
password hashes are stored in the SAM file in C:\Windows\System32\Config. There are
programs, such as Cain, pwdump, and fgdump, which can dump these hashes. Cainis a
GUI based program while pwdump and fgdump are command line tools. Cain can be
downloaded from the following link: http://www.oxid.it/downloads/ca setup.exe

2.1 Breaking Windows Passwords with Cain
Launch Cain to Extract the Hashes from the Local Machine

1. Click the shortcut to Cain on the Windows XP Pro desktop.

B <
i

Figure 16: The shortcut to Cain

2. Click the Cracker tab (key icon) in the middle of the Cain program.

File ‘iew Configure Tools Help

O @ oy o B @ B,
@, QGHQBH—M* I@‘ﬂ Crau:k.eri

User Mame
a LM & MTLM Hashes (0)
g NTLMyZ Hashes (0)

Figure 17: The Cracker Tab of Cain
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3. Right-click in the white space and select Add to list.

4. Verify that Import Hashes from local system is selected and click Next.

7/18/2013

File Wiew Configure Tools Help

#  LCHALL CHALL
1 @ @ HTLM SPOOF SPOOF
AUTH PRESET HMTLH

& Bs.u. i‘ﬂ i L ER

_

@0 %

&% Decoders I@ Metwark, Iﬂ'ﬂ Sniffer I@f‘7 Cracker |ﬁ Traceroute um (ataln N Itﬁ’]

Lo Cracker

B LW & NTLM Hashes (0)
B WTLMYZ Hashes (0)

@ M3-Cache Hashes (0)

£ PwL files (0)

M Cisco I05-MDS Hashes (00
M Cisco PIX-MDS Hashes (0)
b APOP-MDS Hashes (0)
& CRAM-MDS Hashes {0}
+ OSPF-MDS Hashes (0)
+ RIPv2-MDS Hashes (0)
+f VRRP-HMAC Hashes (0)
YHC-3DES (07

md M0z Hashes (0)

md 104 Hashes (0)

md MDS Hashes (0)

R SHA-1 Hashes {0}

B8 SHA-Z Hashes (0}

B RIPEMD-160 Hashes ()
@ Kerbs Prefuth Hashes (0)

Add HT Hashes from

* |mport Hazhes from local system

[ Include Password History Hashes

" Import Hazhes fram a text file

# | | User Mame | LM Password |

Dictionary Attack
Brute-Force Atkack
Cryptanalysis Attack

Rainbowacr ack-Online
Activesvnc

Select Al
Make

€ nddrolist

Insert 2

Remove Machine Accounts
Remove all

Expork

Figure 18: Adding to the List within Cain

E3

" Import Hazhes from a SAM database

Cancel Mest -»

]LL L

Figure 19: Import Hashes from a Local System
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5. View the list of local Windows accounts and their corresponding hashes.

Figure 20: The Windows Users Accounts

User Mare | LM Passward | <8 | NT Passward | LM Hash | MT Hash

x Administrator S21AA366F261191078BETI0E0E4AC2OE  CBACDACOADA4F747E4507E0FEC0I0AE
x bart E60BEFSECEZFDTFIAGEE0T45B0EF4BAE6  FOBSS1VIZEDESOVEE0o000Ca3AZE00A0
%Guest * empty * * empty * AADEE435851404EEARDIB39E0144EE  31DECRENDI6AES31BT3CSA0PEOCOR3CD
x hiacker A341051080117701A4036435651404EE  AFCHMEET351 061000635 7I60A0661EBF
x Helpdssistant S6931ECIDEBENAZZSVITIICINA0006AT  S30BBASCE47ICET4T19RAI5299643014
x himer A24F150836EESAEBAADGE430B51404EE  CPOOFBDRFCE007A71508C0DCETA0B6ASC
x lisa DBC770C7E4592098A038435651404EE EECIERARE3206CO453F09152 1FOEABRS
x maggie CHEBES776A153FEBAADSE430B51404EE  BCOFI1SFDOBAS9336C31EL PEEE4B304
x marge 1C57594602332049084036435B51404EE DEFCE1D185733E59500F7 1 A359656444
x moe A49DCIFSR0CCAZIDAADIB4IoB1404EE 63203841 IFAL4ERDZR10ADACH202CYEY
x SUPPORT _38345a0 * empty * AADGE435851404EEARDIB4I0B01404EE  97A9ES4143F 42EENFECEICEESB4280CT
%Victim * empty * * empty * AAD3E435851404EEARDIB39B5144EE 31DECRENDI6AES31B73CSA0VEOCOR3CD

The two types of hashes extracted from the SAM file are the LM and NTLM hashes.
The LAN Manager, or LM hash, dates back to the days of MSDOS. It is the default hash

used for systems running DOS, Windows 3.11, Windows, 95, Windows ME, Windows NT,
Windows 2000, Windows XP, and Windows 2003. Some of the newer operating systems
in the list can have their security settings adjusted so that the LM hash will not be used.
However, their default operating system setting is to use the LM hash, not NTLM.

The NTLM, or New Technology LAN Manager hash, has been around for a while but it
was not until the release of Windows Vista that it became the default hash used.
Windows Vista, Server 2008, Windows 7, Server 2012, and Windows 8 all are set to use
the NTLM hash by default. However, their security settings can be scaled back to use
the older, less secure, LM hash. It is more secure for the OS to use the NTLM hash.

Three methods that can be used to crack passwords:

Method Description

Dictionary Attack In order for this method to be successful, the password must
exist in the dictionary. If the dictionary does not contain the

password, the password will not be cracked.

Cryptanalysis Attack
(Rainbow Table)

In this case, a large list of hashes and their corresponding
passwords are listed in the table. The time it takes to crack the
password depends upon the amount of time it takes to search
for the hash and corresponding password in the table.

Brute Force Attack This method, which is the most time consuming, will try all

possible combinations until the password is cracked.
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6. Right-click in the white space and click on Select All to select all accounts.

|Jser Hame | LM Passward | < f | MT Password | LM Hash | T Hash | rhallenge

Dictionary Attack
Brute-Force Atkack
Cryptanalysis Attack

Rainbowcrack-Orline

ActiveSync

Select Al @

Mot

Figure 21: Selecting All Users

7. Right-click and then Select Dictionary Attack, and then select the NTLM Hashes
choice from the list.

y Btack LM Hashes
Brute-Force Attack LM Hashes + challenge

Cryptanalysis Attack NTLM Hasheg
, NTLM Hashes + challenge

Rainbowcrack-Onling
NTLM Session Security Hashies

AckiveSync

Figure 22: A Dictionary Attack on the NTLM Hashes

8. Right-click in the top pane under the word Dictionary and select Add to list.

Dictionary Attack X

Diictionan

File | Position |

Add to lisk Insert i

Figure 23: Adding a Dictionary File to the List
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9. First, double-click on the Wordlists folder. Now, double-click on Wordlist.txt.

Look in: |l.f,\ “Wordlists ﬂ
"i:. | ordlisk, Exk

by Recent

Documents

Figure 24: The Wordlist.txt Dictionary file

10. Click the Start button in the bottom right corner to start the dictionary attack.

Dictionary Attack

Dictiohany

X]

File | Pasition |

r C:AProgram Files\Cainbafardlistz sy ordlist bt

k.ey Rate

=
=
=5
=
@

Az |z [Pazeword]

Reverze [PASSWORD - DROWSSAPF]

Double [Pazs - FazsPaszs]

Lawercasze [FPASSWIORD - password]

|ppercase [Pazsward - PASSWORD]

Murn. zub. perms [Pazs P4sz Pabs. . P45z P455E]
Caze perms [Pazz.phss paSs. . PaSs. PASS]
Two numbers Hybnd Brute [FPazs0....Paz=99)

Dictionarny Pozition

Current paszword

<l 1sl << <l<l«l

10 hashes of type HTLH loaded. ..
Fre=s= the Start button to begin dictionary attaclk

Figure 25: Starting the Dictionary Attack
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11. The plaintext passwords for three password hashes are revealed. Click Exit.

Plaintext of C700FBDFCO007A71S5DECODCEZ9DEBRASC i= funny
Plaintext of AFC44EE7351D61D0O0DG9E796DA0OGEBIERBF i= toor
Plaintext of FEBLSS1702EDELSO7E82D95D6CE3A2200A0 i= simpsons
Attack =topped!

3 of 10 hashes crachked

Figure 26: The Results of the Dictionary Attack
The wordlist.txt dictionary file that comes with Cain is located in the following directory:
C:\Program Files\Cain\Wordlists. If the plain text passwords are not located within the

dictionary file, the plaintext passwords will not be revealed. Another method, such as a
brute force attack or Cryptanalysis Attack (Rainbow Table) will have to be utilized.

@Back - .\_‘:] @ ﬁSearch H_L' Folders v

Address |9 C:\Program Files\Cain\wordlists

Wardlisk, bk
Text Document
3376 KB

File and Folder Tasks

1] '“l 1

Eﬂ Make a new Folder

@ Publish this Falder ko the
Weh

ket Share this folder

£ Wordlist.txt - Notepad
File Edit Format Wiew Help

|! B
| A
Other Places | ﬂi iﬂ&

R AR
Iy Cain w
4]

E:] My Documents
I Shared Documents
H My Compuker

&J My Network Places

Details

Oracls
Oracl3sg
Orac]38q
Orac]3o
Orac]3od
Oracle
Oraclelo
Oraclelod
Oracles
Oraclesdd
Oracled
Orac]esy
1

Figure 27: The Wordlist.txt Dictionary File
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Lab 7: Breaking Windows Passwords

In order to perform a Cryptanalysis Attack with a Rainbow Table, you will need

one or more Rainbow Tables. Rainbow Tables can be created with a program like
Winrtgen, which is located in the C:\Program Files\Cain\Winrtgen folder. This program
is placed in this folder when Cain is installed on the system. Double-clicking on the
Winrtgen.exe file will open up a Rainbow Table generator for Windows. By clicking the
add Table button, LM or NTLM rainbow tables can be generated. The time to generate
the Rainbow Table will depend on the character set used and the maximum password
length. Rainbow Tables can take a few hours or a number of years to generate,
depending on the options selected.

I3 C:YProgram Files) CainiWinrkgen "| 0 | LM Hash

charset ket ™ Tables.st 921AA366F2611910AADGE435E
Text Document LST File EB0SEFSEC227D7F393E287 456

6 EE OKE AAD3E435B51404EEAADIB435E

and Folder Tasks

u 'm 1

Renamne this file

E
Mowe this file Winrtgen.exe Rainbow Table properties X5
Comy this fil Rairbow Tables Generator —
D;yh I; |Fe| h " o<l Hash Min Len Max Len- -~ Index Chain Len Chain Count N* of tables
Publish this file ta the Wel
SR 7 0 2400 40000000 1
E-mail this file: im | | ‘

Delete this file

Fleieme | all-zpace j Edit

|ABEDEFGHIJ KLMNOPORST UV WY Z01 23456781 @H# 5% 8 ) _+=""TH}N "¢ 2/

E
E
5 5 E
E
(&
B

er Places

Table properties

Key space: 7555858447479 keys
Disk space: 610,35 MB

Success prabability: 0012580 [1.26%)

Cain

My Docurnents
Shared Documents
My Compuker

My Metwork Places Benchmark. Optional parameter

Hash speed:

Step speed

Table precomputation time:
Total precomputation time:
Max croptanalysis time:

4

Add Table | Remove |F\e _Benc:hmark Cancel |

Figure 28: Generating Rainbow Tables with Winrtgen

12. Hold down the CTRL key and select the accounts without revealed passwords.
Right-click, select Cryptanalysis Attack > LM Hashes via RainbowTables
(RainbowCrack)

T T | aeserossi07BETIRIEMCIE | CoACDICDADHETEASDISOFACARIDR

x Administrator

SIMPSONS simpsons En0BAFSEC2Z7DTFINE2E740006F 4040 FEROS1702EDESDTE209506CE3A22 0006
* empty * o Mempty AAD3E435651404EEAADE435051404EE  1DACREODEAES31B73CS007E0C0R90
ASA1DS10601177D1AADIB435E91404EE  AFCH4EET 3510610006957 960A06E1 EF

TOOR

Rhomer FLNNY Dictionary Attack 3

X ¢ =

X S I KT - b
o LM Hashes + challenge 3

x= Rainbowcrack-Online ] L

Xl HALFLM Hashes + chalenge
: AictiveSync b NTLM Hashes "B

MITIAA L mmbmm 1 aboallam . b

DFC007471506C00CETI0B643C

CAEM0] o

hiCrack

Figure 29: Cryptanalysis Attack
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13. Click the Add Table button in the right hand pane of the LM Hashes cryptanalysis

window.

LM Hashes cryptanalysis

Sorted Rainbow T ables

| Hash | Charset | Min | Max | Index | Chainlen || Add Tatle

Filenarme
Remove
Remowve All
< 5 Charsetz

Figure 30: Adding a Rainbow Table

14. Browse to the desktop, and choose the LM rainbow table with the name
Im_alpha#1-7_0_2400x40000000_oxid#000.rt. Double-click on it, then click

Start to begin the Cryptanalysis Attack.

Loak in: | @ Deszktop ﬂ

- Eil"-’ly Documents
| ﬁ :J My Compuker
by Fecent & My Nebwork Places
Dacuments ) winaz

ﬁ;% |ﬂ Irn_alphiat 1-7_0_2400:40000000_cxidA000, ¢

Figure 31: The LM Rainbow Table

3 hashe= of type LM loaded. . .
Pres= the Start button to begin cryptanaly=is

Benchmark,

Hazh zpeed: Step zpeed:

Benchmark, E uit

Figure 32: Starting the Cryptanalysis Attack
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15. View the results. Three more passwords in the list are revealed
Flaintexzt of 1=575548d2332d49 i= HYBLUE
Cryptanalv=i=s time: 13.05 =
T=ernamns Faz=sword
Helpi=s=i=stant <notfound:<notfound:
li=a MYCAT
naggie <notfound:
narges MYEBLUE
mos: ¢notfound »

Administrator ETHICAL<notfound >

Figure 33: The Results of the Cryptanalysis Attack

16. Hold down CTRL and select Maggie and Moe. (Don’t include Help

. Click Exit.

Assistant or

Support) Right-click, select Brute Force Attack, and then select LM Hashes.

e L —LCE T A

% marge MYBLUE riyblue 1E57554502 3320494
b 4moe m-— 1D27148804D4F 3924
x SUPPORT 388945l Dictionary Attack fA M IRAIERE 1 ANAFE

L ickim I BTLE T arce Aack I 4 LM Hashes

Figure 34: A Brute Force Attack

i

17. Click the arrow for the dropdown box for the character set. Pick the second
character set in the list. For the password length, change the maximum length
(Max) to 2 by using your mouse to reduce the max from the default. Click Start.

Brute-Force Attack
Charzet

{*+ Predefined
ABCDEFGHUKLMMOPARS TN W -ZE01 23456739 j

P azzword length

ABCDEFGHL KLMNDF‘E!FISTLIWN 23455?89
ABCOEFGHIELMMOPQRS T LW v

.-'-‘-.BEDEFGHIJKLMNEIF'E!HSTUWEH 23455?89'@1¢$/ ES [] +=""[lH
0123456783

abcdefghijklmnopgratusspz

abcdefghijklmnoparatuyweyz01 23456789

abcdefghijklrmnopgrstussaspz0l 23456789 @EHEL L) += b

Start from

e

Figure 35: Options for a Brute Force Attack
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18. View the revealed passwords. Click Exit to exit the Brute Force Attack.

Flaintext of A4AD3IB435B51404EE i=
Flaintexzt of 1D27148804D4F392 i= A
Flaintexzt of BO7CZ25F3DCE7AF46 1= Y
Attack =topped!

3 of 3 hashes cracked

Figure 36: Passwords Cracked via Brute Force

All of the passwords you assigned to the users in this exercise were cracked. The
HelpAssistant and Support Accounts were not cracked. These accounts are disabled on
the system anyway by default, so it is not really necessary to crack their passwords.
Although Brute Force could be used to crack these accounts, it is likely to take a long
time. The administrator password will be attacked in Task 3 using a different technique.

x Adrniniskrator ETHICAL 777y
hbart SIMPSONS Simpsons
%Guest * emphy * * * emphy *
%hacker TOOR * koor
x HelpAssistant
%%humer FLIMRY * Furirey
Fhlisa MYCAT * mycat
%maggie ¥l * ¥l

marge MY BLLUE * ryblue
%mue Ia * la
¥ sUPPCRT 355945a0 * apky * *
%victim * emphy * * * emphy *

Figure 37: Passwords Cracked via 3 Methods

19. Right-click in the white space and select Remove All to remove the accounts.

Select All
Mote
Add to list Insert

LM & MTL Remove Machine Accounts

=
= f

Figure 38: Removing the Accounts from Cain

We will now try the methods used in the previous examples to attempt to crack
passwords.
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20. Right-click in the white space of the Cracker tab and select Add to list.

|@‘ﬂI Cracker |ﬁ Tracerouke |M oL I[c,i']',

| LM Password | < 3 | NT Passt

Dickionary Akkack,

Brute-Force Attack 3
Crypranalysis Akback, 3
Rainbowerack-Cnline 3
ActiveSync 3
Select All

MNote

add ko list Inser

Remove Machine Accounks
Remove Al

Expiort

Figure 39: Select add to List within Cain

21. Click the radio button to Import Hashes from a text file.

Add NT Hashes from

" Import Hazhes fram local system

=

* |mpaort Hazhes fram a test file

" |rpaort Hazhes from a SaM database

Cancel et -»

B

-

| B
N

Figure 40: Select Import Hashes from a text file
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22. Click the Browse square on the right. Click Desktop and click accounts.txt.
Taceroute |0 CCOU |1 wireless_ |y Query | open
sword | <8 | NT Passward | LM Hash | NT Hash
Look ir: |@ Ceskiop ﬂ

' “EJ - LDM':.# Documents
uﬁ f My Computer

" Import Hashes from local system My Fecent \-_g My Metwork Places
= Documents ) Win32
I (4] accounts

* |rmpaort Hazhes fram a test file

J Desktop

Figure 41: Select Import Hashes from a text file

23. Click Next. You should see a large list of users, starting with pmanning.

_

File Wiew Configure Tools Help
JHOHBE +y B LV PMEESO%E |02
& Decodets I § Metwork |ﬂ‘ﬂ SnifFer I@/" Cracker |@ Traceroute um CCoU |[‘jj’] Wireless Iﬁj Query |
@/‘7 Cracker # | User hame | LM Password | <5 | MT Password | LM Hash | MT Hash
gl LM & NTLMHash | ['9¢ oranning * 4707FDODF3SA,,,  SGEFERGA9ZES,.
gl WTLMv2 Hashes (0} | 9€ bpynny * OD4EDISCRFFD..,  9606ED42E974.,
9 ms-Cache Hashes (| 9¢ i * F26BE65020F0,,.  3AF11ELBEED4.,
% E?:ELDF:EJSS:E\?DS ol 3 trard * 38542DCAC37E..,  BSOIS17B4234. .
T Cisco FI-MDS Host X blesnar * IFSOL2C44CCE...  417ATEFF2A43..
T APOP-MDS Hashes 3 kdurant * S3DA91CICES0... ECSFDSAEFDEE.
& CRAMMDS Hashes X rmmouse ESE175397049... EDBIDAIBSFSZ..
& OSPF-MDS Hashes | X dduck 930846E37CE7... 781720579490,
& RIPY2-MDS Hashes | | X lariffen B1CF4CDALSF,.. 46150030148,
3+ YRRP-HMAC Hashe: | | X dhoward DED222466824,,, 902523400270,
WWC-3DES (0) x privers * 64691 CO029E,,, B4DSOEFCOFDE.,
nd 102 Hashes (0) X dieter * SD3S72C04445, ..  AEOSI7DCELAS,
nd 10¢ Hashes (0) X lgaga * A345BADE04A, . 420302297670,
md DS Hashes (0) X blrowles * CBACDESAS919... 9PEOCTCFEOGH..
A SHA-1 Hashes (0] X liames * AZ118BBAFFAD... (Cl4F77945E10..
S8R SHA-Z Hashes (0) X ilopez * 2BPCI9FFDS0Z,..  EZ2ACEF3E25D..
% RIPEMD-160 Hashe X rflanders 05268A3E5E66,,,  G37OAETSE9E1.,
g KerbS Prefuth Hast | | 3¢ heimpsan BCEZ409CALAF,.. TOETF3380FF4.,
= Radius Shared-Key | | 9 oroonring * CEEEES77EA1S... BCDFL1SFDUBA.
IKE-PSK Hashes (00 | g¢ 5. 0o * 904EDISCFFFO..,  9696ED426974..
oy MasQL Hashes (0) 3 tebow * \76EFOP4CERE,..  3RIBATOSE4SD. .
oy Mysal Hashes (0) X msanches * PFSE363040A5. . ASI014D07953..
) Oracle Hashes (0) x - .
=%, Oracle TS Hashes simpsan 63EESE3944D2... EB7E313425C7D..
& SIF Hashes () X msimpsn - 1EBCIBCZADEF,., CE4765291602,,

Figure 42: Select Import Hashes from a text file
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In order to crack the passwords for all of the users, we can use one of three methods:

Cryptanalysis Attack (Rainbow Table)
Dictionary Attack
Brute Force Attack

First, let’s try to crack as many passwords from the list by using the Rainbow Table.

24. To crack the user’s passwords listed, right-click and choose Select All.

P omarng [ [+ [ [
bdbborey @+ 1
2 ELT N I N I

I O I

X I
x——
1

Brute-Force Attack »

Cryptanalysis sktack »
B rainbowcrack-Online »
AckiveSync 4

Figure 43: Select All

25. All the usernames in the list will be highlighted blue. To crack passwords, right-

7/18/2013

click and select Cryptanalysis Attack LM Hashes via RainbowTables

(RainbowCrack). You should receive the message that 37 hashes of type NTLM

loaded...

Lk Hashes cryptanalysis

Sorted Rainbow T ables

3

Filename | Haszh | Charset | Min | M ax | [ndex | ChainLen Add Table

LY

Statistics
Plaintest found: Tatal chain walk step:
Total disk acceszz time: Total Falze alarms:
Total cryptanalyziz time: Taotal falze alarm step:

D C:A\Documents and Settings\hackertDe... __

2400

Remove

Femove Al

5 Charsetz

37 hashe=s of tyvpe LM loaded. ..
Fress the Start button to begin cryvptanalysis

Figure 44: Cryptanalysis Attack

Copyright © 2013 NISGTC
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26. Click the Start button to begin the Cryptanalysis Attack on the hashes.

After the Cryptanalysis Attack is over, 32 of 37 plaintext passwords will be
revealed. Click Exit to leave the Cryptanalysis Attack screen to return to the user

list.

Statisticz

Plaintest found: 32 of 37 [36.43%

obal dizk. access bme: 12,64
Tatal cryptanalysiz time: 84.20 2

Tatal chain walk step: 238205605
Total falze alarms: 142267
Total falze alarm step: 147106768

nf landers MYTHOPASTORAL
lgriffen JARRIHGHESS
h=zimp=on MESOPOTAMIA
dhoward MESOPLANKTONIC
Eemanning ¢notfound:
jflacco ¢notfound >
phanning ¢notfound:
ttebaw EHEHEHE
bbunnw ¢notfound >
m=anchez SDESE

Drivers ¢notfound >
Emanning TCGEW

Figure 45: The Results of the Cryptanalysis Attack

27. Notice that all but six of the users' passwords have been cracked. Hold down
CTRL and select the remaining six accounts without revealed passwords. Right-
click, select Dictionary Attack, and then select the choice for NTLM Hashes.

Brute-Force Atkack
Cryptanalysis Akkack

Rainbowicr ack-Cnline
AckiveSync

Select Al
Moke

Test password

Add ko lisk

Remove

Remove Machine Accounts
Remowve all

b domanning e |+
b 4 bbunny m
Themanning YCGEW

%hward REGHREH

%blesnar EGEGEE

%kdurant RYTYT

%mmnuse COMMISSL

Yt dduck COMMITTE

Yl lgriffen JARRIMGE,
Fdhoward MESCOPLAR

X B

Fhlgaga SDFGH

%bknu:uwles SDFXCC

%Ijames BMMEMM

Thilopez DFFFF

%nﬂanders MY THOPA!
%hsimpson

MESCPOT,

nning

Export

Figure 46: Selecting the Users with Unrevealed Passwords

7/18/2013
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Insert
Delete

LM Hashes

LM Hashes + challenge

NTLM Hazhes

MTLM Hashes + challenge
MTLM Session Security Hashes

30545E37CET... 751720579440,

CF4CDA15Fe,.. 4615003601445,

sD222465524,., 902523400270,
CO0Z3E. ..

. | BEOS9YD
s43BADED4A... 4208DE297ETD...
SACDERSS919,.,. SZEOCFCFEDGY...
£1186BAFFAD.,. C14F7F7945610...

FC19FFDS02...  E22ACETY3IEZ25D...
22oAA3ESESS...  G3798EBT56951...

FIEYF3IS50FF4. ..
CDF115FD9BA. ..
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Before starting the Dictionary Attack, we need to reset the initial file position of the
dictionary. If this is not done, the dictionary attack will start from where the attack last
left off. It is always a good idea to reset the initial file position of the Dictionary file.

28. Right-click on Wordlist.txt dictionary file and select Reset initial File Position.

Dictionary Attack

Diictionary

File | Pasition |

EBE

Add tao lisk Insert

Zhange initial file position
| Reset initial file position |
Reset all initial file positions

Figure 47: Reset initial File Position of the Dictionary File

29. Click the Start button to attack the 5 loaded hashes of type NTLM.

L hashes of type HTLH loaded. ..
Fre=s= the Start button to begin dictiocnary attack

Start | E wit

Figure 48: Starting the Dictionary Attack

30. You will receive the message that 3 of 5 hashes are cracked. Click Exit.

Flainte=xzt of AE0S97DCA1ASCARABIANGOONCAOO44C445 i= 11
Flaintext of G88FEBS89288FB953BSFO94D47D156E5C 1= 12
Flaintext of BCDF115FD9BA99336C3I1E176EE34B304 i= 21
Attaclk stopped!

3 of § hashes crachked

Figure 49: Three of Five Hashes were Cracked!
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31. Notice that all of the users' passwords have been cracked except six of them.

32.

7/18/2013

Hold down CTRL and select the accounts without revealed passwords. Right-
click, select Brute Force, and then select the choice for LM Hashes.

xm-— SDAEDISCFFFD.. | 96EDZE974,. L [IM&NILN

%emannlng YOGEW yCgew F268065529F0,,,  3AFLIELIBEEM.., LM &NTLM
%hward REGHREH *  reghreh J8542DCOCETE,,  BBO3SI7E4234.., LM&NTLM
%blesnar EGEGEGE ¥ egegeqe JFS012C4400R.,,  417A7E7F2A43,. LM &NTLM
%kdurant RYTYT * bt S3DARICICER0.., ECGFDBAEFDAE.., LM & NTLM
%mmouse COMMISSURGTOMY cammissurakamy ERB178897049,..  BOBADE9BSFSZ... LM & NTLM
%dduck COMMITTEEWOM. ., committeewoman  930846E37CET... 781720579430, LM & NTLM
%lgriffen JARRINGMESS jarringness BICF4CDAISFY...  4618003ED145... LM & NTLM
%dhoward MESCRLANKTONIC mesoplankkonic DBD2Z224B8324..,  902523400270... LM & NTLM
m-—-m*ﬂ’-p & ILH
% dieter Dickionary Attack b i e
%Igaga S0FEH * sdfgh SiLiE Forc HHHM
%bknuwles SPRUCC P Cryptanalysis Attack b LM Hashies + challenge
%Ijames ENMENN * bnmbrn Rainbiowcrack-Orline LM Hashes
%]’Iupez OFFFF P . HTLM Hashes + cha!lenge
%nflanders MYTHOPASTORAL miwthopastoral Adtivesyne | NTLM Session Secuy Hashes
%hsimpsun MESCOROTAMIA mesopakamia Select Al LM & NTLM
%emannlng 21 Mate LM & NTLM
xm-— T

Figure 50: Brute Force Attack of LM hashes

Click the arrow for the dropdown box for the character set. Pick the second
character set in the list. For the password length, change the maximum length
(Max) to 2 by using your mouse to reduce the max from the default. Click Start.

Brute-Force Attack [z

Charget Pazsword length

{+ Predefined

ABCDEFGHMELMMOPORS TN Z01 23456723 j
ﬁ.EEDEFGHIJKLMNDPQHSTUWm 23456789 - Start
ABCODEFGHIELMMOPQRS TUWWSZ01 23456 7R3 iEH 25 (|- art from
.ﬁ.BEDEFGHIJKLMNDF‘DHSTUWW 23455?89'@%?’*& (="

0123456789

abcdefghijklmnoparatusaz
abcdefghiklmnopgratuswspz0] 23456789
abcdefghiklrmnopgratussseypz01 23456 7890 @HEL - += W

Figure 51: Options for a Brute Force Attack
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33. You will receive the message, 3 hashes of type LM loaded. Click Start.

Charzet Fazsword length
. 1 =

i+ Predefined bl —

5BCDEFGHIJELMMOPORSTU "1 22456 7231 @ - Max |2

" Custom Start from

keyspace Current pagsword

2550
ke Rate Time Left

3 hashes of type LM loaded. ..
Pre=s= the Start button to begin brute—force attaclk

Figure 52: The Hashes are Loaded

34. The three hashes will be cracked. Click Exit to view the entire passwords list.

Flaintext of A4AD3IB435B51404EE i=
Flaintext of 9D4BDISCFFFOEZ0C 1= 33
Flaintext of eC4691CO029EBESF i= 88
Attack =topped!

3 of 3 hashes crachked

Figure 53: The Hashes are Cracked

35. Close Cain by selecting File from the menu bar and select Exit. Click Yes you are
sure.

2.2 Conclusion

There are many techniques that can be used to crack passwords, including Dictionary
Attack, Cryptanalysis Attack (Rainbow Table), and a Brute Force Attack. The dictionary
attack only works if the password is contained within the dictionary. A Rainbow Table
must first be generated in order to perform a Cryptanalysis Attack. The Brute Force
Attack will take the longest of the three methods. Cain has support for all three attacks.

2.3 Discussion Questions

1. What file can be used to generate a Rainbow Table?

2. Why would you want to change the character set before you attempt a Brute
Force Attack?

3. Where is the dictionary file located that comes with the Installation of Cain?

4. Which Microsoft operating systems are unlikely to have LM hashes present?
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3 Dumping Windows Passwords in Clear Text
When we used Cain in Task 2, Cain dumped the hashes and we had to use a
Cryptanalysis Attack, Dictionary Attack, or a Brute Force Attack to convert the hashes
into plain text passwords. However, there are two tools, Windows Credentials Editor, or
W(CE, and Mimikatz that allow users to dump passwords in plain text.

3.1 Viewing Passwords in Clear Text

1. Open the shortcut to the command prompt on the Windows XP Pro desktop.

i, i -

Figure 54: The Shortcut to the Command Prompt

2. Dragthe wce.exe file into the Command Prompt window.

Figure 55: Drag wce.exe into the Command Prompt Window
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3. Add a space and a question mark to the command to see the available switches:
C:\>"C:\Documents and Settings\hacker\Desktop\wce.exe" ?

y - by Hernan

Figure 56: The Options for the Windows Credentials Editor

4. Add a space and a -w to the command to dump the cleartext passwords:
C:\>"C:\Documents and Settings\hacker\Desktop\wce.exe" -w

R T

a (Windows ; tor) - (c) 2010,2011,2012 Amplia Security - by Hernan
hernan@amp1iase 1
for help.

Figure 57: Dumping the Password in Clear Text

The mimikatz tool can also dump the passwords of other users that have logged on.

5. Log off as hacker by clicking on the Start button and selecting Log Off.
Then, click Log off a second time when an additional log off box appears.

- ) f) Search
ain Zain

—J Run...

. Log Off G] Turn Cff Computer

All Programs D

l..'- start v Command Prompk

Figure 58: Logging off as Hacker
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6.

9.

7/18/2013

Log on as Administrator with the password of Ethicalhackin&.

{
{ ‘J Type your pa or

Figure 59; Logging in as Administrator

‘ Administrator

Log off as administrator by clicking on the Start button and selecting Log Off.
Do NOT LOG OFF, Select Switch Users instead, which will leave Administrator
logged into the system.

D i I) Search

ERun...

All Programs D

@| Lag OFF |ﬁ| Turn OFf Computer

rI.‘-' start e Command Prompk

Figure 60: Logging off as Administrator

Log back into the XP system using the hacker account with the password of toor.

Figure 61: Logging in as hacker

Open the shortcut to the command prompt on the Windows XP Pro desktop.

—

Command §
Prompt

Figure 62: The Shortcut to the Command Prompt
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10. Double-click on the Win32 folder on the Desktop of the hacker account. Drag
the mimikatz file from the Win32 folder into the command prompt Window.
C:\>"C:\Documents and Settings\hacker\Desktop\Win32\mimikatz.exe"

mimikatz

File Edit View Favorites Tools Help

J 7 i‘r 7 ) Sgarch Folders mv

Address ||5) C\Documents and Settingsihacker|Deskkopwin32 v a Go
[ ka
p ppfree.di
File and Folder Tasks % 'Cn.\. 1.0,0.0
L) .
& | kappfres de mimikatz pour Wi,
Iim Rename Lhis File:
_¢- Mawve this File 4 B dock.di
o e | 1000
D Capy this file W | ok de mimikatz pour Windows
Y I T | et

Figure 63: Dragging the Mimikatz file into the Command Prompt Window

11. Double-click on the pass.txt file in the Win32 folder. Copy the first line,
privilege::debug and paste it into the mimikatz terminal:
mimikatz # privilege::debug

ebug
du priviléege : SebebugPrivilege

I pass.txt - Notepad
File Edit Format ‘iew Help

Jprivilege: :debug
ks sekurlsa::TogonPasswords full |

Figure 64: Listing the Files in the C Directory

If successful, you will receive the following message back from the mimikatz prompt:
Demande d'ACTIVATION du privilege : SeDebugPrivilege : OK
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12. Paste the second line from the pass.txt file into the mimikatz terminal:
mimikatz # sekurlsa::logonPasswords full

o+ mimikatz 1.0 x86 (RC)

LT

YoM
i 'j :l

W

O;4741133
thentification : MNTLM
principal D Administrator
thentification @ WINXP

i
wdigest
¥ Utilisateur
¥ Domaine
¥ Mot de

Figure 65: The Plain Text passwords for the administrator and hacker accounts are dumped

You may need to go back and redo steps 5-12 if you do not see the administrator’s
password dumped in clear text. These steps should be done in a timely fashion.
3.2 Conclusion
Windows Credentials Editor (WCE) and Mimikatz allow users to dump passwords in plain
text. These tools pull the passwords from memory in plain text. Even if a user has a
very complex password, the use of these tools will reveal their password easily.
3.3 Discussion Questions

1. What switch allows you to dump plain text passwords with WCE?

2. How does the WCE tool differ from the mimikatz tools?
3. What must a user do in order for mimikatz to retrieve a password from RAM?

7/18/2013 Copyright © 2013 NISGTC Page 35 of 36



Lab 7: Breaking Windows Passwords

References

1. Cain:
http://www.oxid.it/cain.html

2. Windows Credentials Editor:
http://www.ampliasecurity.com/research/wcefag.html

3. Mimikatz:
http://blog.gentilkiwi.com/mimikatz

4. Net User Command:
http://retrohack.com/net-user-command-reference-and-examples/

5. Rainbow Table:
http://en.wikipedia.org/wiki/Rainbow table

7/18/2013 Copyright © 2013 NISGTC Page 36 of 36


http://www.oxid.it/cain.html
http://www.ampliasecurity.com/research/wcefaq.html
http://blog.gentilkiwi.com/mimikatz
http://retrohack.com/net-user-command-reference-and-examples/
http://en.wikipedia.org/wiki/Rainbow_table

