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Introduction 

 

In this lab, students will become familiar with the location where Linux passwords are 
stored and learn about tools and techniques for breaking Linux passwords. 
 
This lab includes the following tasks: 
 

 1 – Cracking Linux Passwords with John the Ripper 

 2 – Creating an Additional Account with root Level Permissions 

 3 – Using the SSH Keys to Break into Linux  
 
 
Domain:  System Hacking  
 

Passwords help to secure systems running Linux and UNIX operating systems.  If an 
attacker is able to get the root password on a Linux or UNIX system, they will be able to 
take complete control of that device.  The protection of the root password is critical. 
 
passwd – User accounts on a Linux system are listed in the passwd file which is stored in 
the /etc directory.  The passwd file has less restrictive permissions than the shadow file 
because it does not store the encrypted password hashes.  On most Linux systems, any 
account has the ability to read the contents of the passwd file. 
 
shadow – The shadow file also stores information about user accounts on a Linux 
system.  The shadow file also stores the encrypted password hashes, and has more 
restrictive permissions than the passwd file.  On most Linux systems, only the root 
account has the ability to read the contents of the shadow file. 
 
auth.log – This log file tracks SSH, or Secure Shell, connections.  It provides information 
such as IP addresses, and date and time stamps.  It also tracks other events related to 
security, such as the creation of new user's accounts and new group accounts. 
 
John the Ripper – John the Ripper is an extremely fast password cracker that can crack 
passwords through a dictionary attack or through the use of brute force. 
 
SSH – The SSH protocol uses the Transmission Control Protocol (TCP) and port 22.  
Credentials and files that are transferred using SSH are encrypted.  Most Linux systems 
have native SSH client capabilities.  Some Linux systems also come packaged with an SSH 
server, often referred to as sshd, or Secure Shell Daemon.  Microsoft Windows systems 
do not have the built in capability to use ssh natively.  However, there are third party ssh 
client utilities, like putty, and ssh server utilities that can be utilized for Windows.  The 
Cisco IOS also has a built in ssh client and has the capability of running an SSH server.   

 

    

This lab is part of a series of lab exercises intended to support courseware for Ethical 
Hacker training.  The development of this document is funded by the Department of 
Labor (DOL) Trade Adjustment Assistance Community College and Career Training 
(TAACCCT) Grant No. TC-22525-11-60-A-48. 
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Pod Topology 

 
 

 
 

 Figure 1:  Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
Required Virtual Machines and Applications 
 
This lab requires the use of the Linux Internal and External BackTrack 5 machines. 
 
 
Internal BackTrack 5  
 

192.168.1.50 

 
Internal BackTrack 5 root password 
 

toor 

 
External BackTrack 5 
 

216.6.1.100 

 
External BackTrack 5root password 
 

 
Toor 
 

Windows 7 216.5.1.200 

Windows 7 student password password 
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1  Cracking Linux Passwords with John the Ripper 

 
Passwords help to secure systems running the Linux operating system.  If an attacker is 
able to get the root password on a Linux system, they will be able to take complete 
control of that device.  The password hashes on a Linux system reside in the shadow file.  
John the Ripper is an extremely powerful password cracker.  It comes loaded by default 
on all versions of BackTrack, but can be downloaded at www.openwall.com/john/. 
 

Keep in mind that Linux commands are case sensitive.  The commands below must be 
entered exactly as shown.  

 
 
1.1 Locating and Cracking Linux Passwords 

 
 
Open a Terminal on the External BackTrack 5 System 
 

1. Open a terminal on the External BackTrack 5 Linux system by clicking on the 
picture to the right of the word System in the task bar in the top of the screen. 

 

 

 Figure 2:  The Terminal Windows within BackTrack  

 
After you click on the shortcut to the terminal, the terminal window will appear below. 
 

 

Figure 3:  The BackTrack Terminal will appear  

 

http://www.openwall.com/john/
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First, we will examine the passwd file, which contains the list of all of the user accounts 
on the Linux system.  The passwd file is located within the /etc directory. 
 
 

2. To view the contents of the passwd file, type: 
root@bt:~#cat /etc/passwd 

 

 

 Figure 4:  The passwd file  

 
3. View the permissions on the /etc/passwd file by typing the following command: 

 root@bt:~# ls -l /etc/passwd 
 

 

 Figure 5:  The Permissions on the passwd file 

 
Notice that all users have at least read permissions.  Only root has write permissions. 
At one time, the password was stored in the passwd file.  However, due to the fact that 
that the passwd file does not have very restrictive permissions, the password is no 
longer stored there.  Instead, there is an X present, which designates that it is stored in 
the shadow file. 



   
Lab 8:  Using John the Ripper to Crack Linux Passwords 
   

 
7/18/2013 Copyright © 2013 NISGTC Page 8 of 33 

 

Figure 6:  Details of passwd 

 
4. To view the contents of the shadow file, type: 

root@bt:~#cat /etc/shadow 
 

 

 Figure 7:  The shadow file 

 
The two accounts, root and hax0r, that have passwords have password hashes.  
If we create some additional accounts, we can see how the passwd and shadow files are 
altered.  We can also view the information about account changes within the secure log. 
 

5. To create a new user named yoda, type the following command in the terminal: 
 root@bt:~# useradd yoda 
 

   

 Figure 8:  Adding an account 
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6. To create a new user named chewbacca, type the following command in the 
terminal: 

 root@bt:~# useradd chewbacca 
 

 

 Figure 9:  Adding an account 

 
7. Now, view the changes made to the passwd file by typing the following: 

 

 

 Figure 10:  The passwd file 

 
The tail command will display the last 10 lines of the file by default.  When users are 
added to a Linux/UNIX system, the entries are added to the bottom of the file.  On a 
typical Linux system, the first new user is given a User ID, or UID of 1001.  In this case, an 
account called hax0r had already been created on the system.  Yoda and Chewbacca 
were given the next available user IDs.  The root account has a UID of zero.  If another 
account were able to obtain an UID of 0, the account would also have root permissions. 
 

8. Next, examine the alterations to the shadow file by typing the following: 
 root@bt:~# tail /etc/shadow 
 

 

 Figure 11:  The shadow file 
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The “!” symbol (often called a bang) represents that fact the password has not been set.  
 

9. Examine the entries in the auth.log related to account changes by typing: 
 root@bt:~# tail /var/log/auth.log 
 

 

 Figure 12:  The auth.log file 

 
Next, we will give each user a password.  We will use simple passwords for the exercise, 
but that should never be done on a production system.  Avoid dictionary words because 
attackers can use programs like John the Ripper to crack short passwords or passwords 
that are found in a dictionary.  Stick to passwords with a minimum of eight characters, 
uppercase and lowercase letters, and special characters.  Retype the password and it 
will be accepted.  
 

For security reasons, the password will not be displayed.  

 
10. Set yoda’s password to green by typing "green" twice after typing: 

 root@bt:~# passwd yoda 
 

 

 Figure 13:  Setting a Password for the User 
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11. Set chewbacca’s password to green by typing "green" twice after typing: 
 root@bt:~# passwd chewbacca 
 

 

 Figure 14:  Setting a Password for the User 

 
12. Next, examine the alterations to the shadow file by typing the following: 

 root@bt:~# tail –n 2  /etc/shadow 
 

 

 Figure 15:  The shadow file 

 
The password hashes are salted, which means if you give two users the same exact 
password, a different hash will be displayed.  When salting is done, you will be unable to 
perform a rainbow table attack.  Instead, you will need to perform a dictionary or brute 
force attack.  You cannot use a rainbow table attack against a hash that has been salted.  
Both user’s passwords were set to "green" but are different because they were salted  
Changes to accounts, such as setting a password, will be logged in the auth.log. 
 

13. Examine the entries in the auth.log related to account changes by typing: 
 root@bt:~# tail /var/log/auth.log 
 

 

Figure 16:  The auth.log file 
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Results will vary, but in some cases, only one or none of the password changes will show 
up in the log.  They are in the log, but tail only provides the last ten entries of the file.  
Specific information within a file can be extracted by using the grep (global regular 
expression print) command.  The grep command is native to most Linux distributions.  
 

14. To look for specific information about password changes within auth.log, type:  
 root@bt:~# cat /var/log/auth.log | grep changed 
 

 

Figure 17:  GREP for change 

 
15. Switch to the john directory by typing the following command: 

 root@bt:~# cd /pentest/passwords/john 
 

 

 Figure 18:  Switching to the john directory 

 
16. Type the following command to see availble switches for the john command: 

 root@bt:~#./john 
 

 

 Figure 19:  The john command 
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17. Type the following command to attempt to crack the passwords with john: 
 root@bt:~/pentest/passwords/john#./john /etc/shadow   

 

 

 Figure 20:  Cracking the Passwords 

 
Notice that even though there were only 3 different passwords in the list, the messages 
from john indicated that it loaded 4 password hashes with 4 different salts.  If you need 
to view the password hashes and the corresponding revealed passwords at future time, 
you can always retrieve them from the john.pot file where they are stored. 
 

18. To view the password hashes and corresponding passwords, type the following: 
 root@bt:~/pentest/passwords/john#cat john.pot  
 

 

Figure 21:  The john.pot file 

 
Unfortunately, if you attempt to crack the password again, you will not have success. 
 

19. Type the following command to attempt to crack the passwords with john 
 root@bt:~/pentest/passwords/john#./john /etc/shadow   
 

 

Figure 22:  No Passwords to Crack 
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This is because hashes and their corresponding passwords are stored within the 
john.pot file; john will not crack the password hash again.  If you want the passwords to 
be cracked again, you will need to remove the information stored in the john.pot file. 
 
 

20. Type the following command to attempt to crack the passwords with john 
 root@bt:~/pentest/passwords/john#./john /etc/shadow   
 

 

 Figure 23:  Deleting john.pot 

 
21. Type the following command to re-crack the passwords with john 

 root@bt:~/pentest/passwords/john#./john /etc/shadow   
 

 

Figure 24:  Re-cracking the Passwords 

 
The first four passwords cracked were done via brute force.  A brute force attack on a 
password hash usually takes the longest.  If a password has a large number of characters 
and is very complex, the brute force attack can take a very long time.  John also gives 
the user the ability to utilize a password file.  It comes with a password file called 
password.1st, located in the john directory, with 3546 words in its list. 
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22. To view the first 20 lines of the file, type the following command in the terminal: 
 root@bt:/pentest/passwords/john# head -n 20 password.lst 
 

 

Figure 25:  The passwd.1st file 

 
If any account's passwords are changed, john will go through the cracking process again.  
We will set chewbacca’s password to a word contained within the password.lst file. 
 

23. Set chewbacca’s password to computer by typing "computer" twice after typing: 
 root@bt:/pentest/passwords/john# passwd chewbacca 
 

 

 Figure 26:  Setting a Password for the User 

 
24. Type the following to run john again and the new password hash will be loaded. 

 root@bt:/pentest/passwords/john# ./john /etc/shadow  --wordlist=password.lst 

 

 

Figure 27:  Using a Dictionary with John 
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Since that word was one of the first few in the dictionary, john was able to crack the 
password in less than one second.  Now we will try one of the last passwords in the list. 
 

25. To view the last 20 lines of the file, type the following command in the terminal: 
 root@bt:/pentest/passwords/john# tail password.lst 
 

 

 Figure 28:  The passwd.1st file 

 
26. Set chewbacca’s password to newcourt by typing "newcourt" twice after typing: 

 root@bt:/pentest/passwords/john# passwd chewbacca 
 

 

 Figure 29:  Setting a Password for the User 

 
27. Type the following to run john again and the new password hash will be loaded: 

root@bt:/pentest/passwords/john# ./john/etc/shadow –wordlist=password.lst  
 

You can hit Enter during the cracking process to see which word is being tested. 

 

 

 Figure 30:  The Cracked Passwords 

 
For the final step, we will use John the Ripper to crack the passwords from a shadow 
file. 
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28. To view the shadow file from another system stored on your computer, type: 
 root@bt:/pentest/passwords/john# tail /root/lab8/shadow 
 

 

 Figure 31:  The passwd file from another system 

 
29. To crack the passwords from the shadow file within you lab8 folder, type: 

 root@bt:/pentest/passwords/john# ./john /root/lab8/shadow 
 

 

 Figure 32:  The Revealed Passwords 

 
30. To view the password hashes and corresponding passwords, type the following: 

 root@bt:~/pentest/passwords/john#cat john.pot  
 

 

Figure 33:  Viewing the Passwords  

 
 



   
Lab 8:  Using John the Ripper to Crack Linux Passwords 
   

 
7/18/2013 Copyright © 2013 NISGTC Page 18 of 33 

1.2 Conclusion 

 
In Linux, the names of the user accounts are listed in the /etc/passwd file.  The hashes 
for the user’s passwords are stored in the shadow file.  The password hashes are salted, 
which means if you give two users the same exact password, a different hash will be 
displayed for each.  When salting is done, you will be unable to perform a rainbow table 
attack.  Instead, you will need to perform a dictionary or brute force attack.  John the 
Ripper is a password cracker that allows an attacker to use brute force or a dictionary 
file to try to find the password for the hash.  All cracked passwords and their 
corresponding hashes will be stored in the john.pot file.  Any account changes are 
recorded in the auth.log file. 
 
 
1.3 Discussion Questions 

 
1. What is stored within the shadow file? 
2. When a user is created on a Linux Ubuntu system, which file has a record of it? 
3. What is the command to change a user’s password on a Linux system? 
4. Where does John the Ripper store the passwords after they are cracked? 

 
 
 
 
 

 
     

  



   
Lab 8:  Using John the Ripper to Crack Linux Passwords 
   

 
7/18/2013 Copyright © 2013 NISGTC Page 19 of 33 

2  Creating an Additional Account with root Level Permissions  

 
On Microsoft Windows operating systems, you can create multiple accounts with 
administrative rights.  On a Linux system, there is usually only one root account.  
However, if another account is created with a UID of 0, that account will have root level 
permissions.  We will modify the /etc/passwd and /etc/shadow to create an account 
that is ‘equivalent’ to root.  In order to do this, you would need the password for the 
root account, physical access, or a local exploit that would elevate your permissions to 
root.  
 
 
2.1 Creating another ‘root’ 

 
If you are an attacker, and are able to get root level permissions, you can create another 
account with the same level of permissions by modifying the passwd and shadow files. 
 

1. Type the following command to open the passwd file located in the /etc folder: 
 root@bt:~# gedit /etc/passwd 
 

 

 Figure 34: Editing the passwd file  
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2. Copy the first line of the file.  Go down in front of the "d" in daemon and hit 
enter.  Go up one line to the blank line and paste the root account info into the 
2nd line. 

 

 

 Figure 35: Editing the passwd file  

 
3. Change the name on the second line from root to vader.  Save and close the file. 

 

 

 Figure 36: Saving the Edited File  

 
4. Type the following command to open the passwd file located in the /etc folder. 

 root@bt:~# gedit /etc/shadow 
 

 

 Figure 37:  Editing the shadow file  
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5. Put your cursor in front of the "d" in daemon.  Right-click on the first two lines of 
the file and click copy.  Go down in front of d in daemon, right-click and paste.   

 

 

Figure 38:  Editing the shadow file  

 
6. Change the name on the third line from root to vader.  Save and close the file. 

 

 

Figure 39:  Saving the Shadow file 

 
When we utilized the useradd and passwd commands during the first task, the 
commands triggered events in auth.log.  In this task, however, a user named vader was 
created with the password of toor, by editing the passwd and shadow files. 
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7. Type the following to see if there is evidence of the vader account in auth.log. 
 root@bt:~# tail /var/log/auth.log 
 

 

Figure 40:  The auth.log file 

 
8. To verify that there is no evidence of the vader account in auth.log, type: 

root@bt:~# tail /var/log/auth.log | grep vader 
 

 

 Figure 41:  Parsing for Vader in auth.log 

 
The reason that there is no evidence of the vader account being created or given a 
password is because the /etc/passwd and /etc/shadow files were manually edited. 
Another trick we used was the placement of the account.  When the yoda and 
chewbacca accounts were created, they were added to the bottom of the /etc/passwd 
and /etc/shadow files.  When new accounts are added, that is the location they are 
placed.  
 

9. Type the following command to display the last accounts created. 
 root@bt:~# tail /etc/passwd 
 

 

 Figure 42:  The last ten lines of the passwd file 
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By storing the account in the beginning of the file, we make it a lot less likely it will be 
discovered.  For example, when you cat the file you will only see the bottom of it. 
Also, we wanted to avoid putting our account at the top of the list where root goes. 
 

10. Type the following command to display the last accounts created. 
 root@bt:~# head /etc/passwd 
 

 

 Figure 43: The last ten lines of the passwd file 

 
To verify that the vader account works, we will ssh from Windows 7 to BackTrack. 
 

11. To generate the keys that will be needed for an SSH connection, type: 
 root@bt:~# sshd-generate 
 

 

 Figure 44: SSH Key Generate 
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12. To start the SSH server on the BackTrack 5 external machine, type: 
 root@bt:~# /etc/init.d/ssh start 
 

 

 Figure 45: Starting SSH  

 
13. To verify that the SSH server service is running on the machine, type: 

 netstat –tan | grep 22 
 

 

 Figure 46:  Verifying SSH is running  

 
14. On the Windows 7 system, login to the student account with the password of 

password.  Double-click on the putty.exe file on the desktop. 
 

 

 Figure 47: Putty File  
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15. In the Host Name Box, type the IP address of 216.6.1.100.  Click Open. 
 

 

 Figure 48: Connecting to the Server  

 
When you first connect to a new SSH host, you will be warned about the connection. 
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16. Click Yes to the PuTTY security alert because you trust this host. 
 

 

 Figure 49: PuTTY Security Alert  

 
Now, we will attempt to login with our vader account which has a UID of 0. 
 

17. You should receive as login as: prompt.  For the username, type vader. 
 

 

 Figure 50:  Login as vader  

 
The vader account has the same password as the root account, because we copied the 
password hash, and other information, when we edited the passwd and the shadow file. 
 

18. When you are asked for vader@216.6.1.100’s password, type toor.   
 

For security reasons, the password will not be displayed when you are typing it. 

 

 

 Figure 51: Providing the Password  

 
You should be able to get in successfully and see a Last Login message. 
 

mailto:vader@216.6.1.100's
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Figure 52: Logging in a Vader  

 
We were able to log in as our account with root level permissions, but we need to verify 
that we can perform tasks that only the root account is allowed to do on the system. 
 

19. Look at the permissions required to view the shadow file by typing: 
  root@bt:~# ls –l /etc/shadow 
 

 

 Figure 53: Listing the Shadow File Permissions 

 
20. To prove that you actually do have root level access, type the following:  

 root@bt:~# head /etc/shadow 
 

 

 Figure 54: Viewing the Shadow File  
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21. Even though there was no evidnece of the vader account in auth.log when the 
account was created by editing the passwd and shadow files, there will now be 
evidence of the account because of the ssh login.  To view the auth.log file, type: 

 root@bt:~# tail /var/log/auth.log 
 

 

 Figure 55:  Evidence of vader  

 
 
2.2 Conclusion 

 
Although the useradd command can be used to create users, it leaves evidence in the 
auth.log file.  When a user is created by manually editing the passwd and shadow files, a 
log entry is not created in auth.log.  If a user created is given a User ID, or UID of zero, 
then that user account will have root level permissions on the system. 
 
 
2.3 Discussion Questions 

 
1. Which account has a User ID (UID) of zero? 
2. When the useradd command is utilized, which file has a record of the event? 
3. When the passwd command is utilized, which file has a record of the event? 
4. Which file has a record of incoming SSH connections? 
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3 Using the SSH Keys to Break into Linux 

 
On the External BackTrack 5 system, you generated SSH keys and started the SSH 
server.  If we provide a user with the SSH keys, they will be able to log in remotely 
without a username or password.  This will be the case even if the user changes their 
root password.  In this scenario, the external Backtrack 5 machine will act as the victim 
machine.  
 
 
3.1 SSH Keys 

 
1. On the internal BackTrack 5 machine, type the following to generate an SSH key: 

 root@bt:~# ssh-keygen 
 

 Hit enter 3 times to accept the defaults for all of the questions asked. 

 

 

 Figure 56:  Generating the Key 
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Use SCP (secure copy) to copy the public key to the authorized_keys file on 216.6.1.100: 
 

2. Type the following to copy the key to the authorized_keys file on 216.6.1.100: 
root@bt:~# scp /root/.ssh/id_rsa.pub vader@216.6.1.100:/root/.ssh/authorized_keys 
 

Type yes to the question “Are you sure you want to continue connecting?” 

 

 

 Figure 57: SCP to the Remote Host 

      
3. When you are asked for vader@216.6.1.100’s password, type toor.  For security 

reasons, the password will not be displayed when you are typing it. 
 

 

Figure 58: 100% of the File Copied 

 
Now, you can ssh to the 216.6.1.100 machine without a username or password: 
 

4. Type the following to SSH to the remote Linux machine without authentication. 
 root@bt:~# ssh 216.6.1.100 
 

 

 Figure 59: SSH Without Authentication  

 
  

mailto:vader@216.6.1.100's
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5. Type the following command to leave the SSH session to 216.6.1.100. 
 root@bt:~# exit 
 

 

 Figure 60:  Exiting   

 
6. Change the root password on the External BackTrack 5 machine by typing: 

 root@bt:~# passwd root 
 

 

 Figure 61:  Changing the root password on 216.6.1.100  

 

For the password, type "123" twice.  For security reasons, it will not be displayed. 

 
7. Type the following to SSH to the remote Linux machine without authentication. 

 root@bt:~# ssh 216.6.1.100 
 

 

 Figure 60:  SSH Without Authentication Again 
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8. Type the following command to leave the SSH session to 216.6.1.100. 
 root@bt:~# exit 
 

 

 Figure 63:  Exiting   

 
9. On the External BackTrack 5 machine, type the following command: 

 root@bt:~# rm –rf  /root/.ssh/authorized_keys  
 

 

 Figure 64:  Removing the Authorized Keys  

 
10. Type the following to SSH to the remote Linux machine.  The authorized_key file 

was deleted from the 216.6.1.100 server, so you will be asked for a password.  
 root@bt:~# ssh 216.6.1.100 
 

 

 Figure 65:  SSH to 216.6.1.100  

 
 

3.2 Conclusion 

 
If a user stores their public key on in the authorized_keys file on a remote SSH server, 
they will be able to connect to the system without providing authentication.  Even if the 
root password is changed on the SSH server, the user will still be able to connect to the 
SSH server as long as their key resides in the authorized_keys file. 
 

 
3.3 Discussion Questions 

 
1 In what directory is the authorized_keys file stored?  
2 How does a user generate SSH keys in Linux? 
3 What effect will changing the root password have on an authorized key? 
4 How do you keep someone out who has an authorized key? 
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