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Lab 19: Using Certificates to Encrypt Email

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

By the end of this lab, students will be able to hide digital information as well as reveal
hidden data within pictures by using S-Tools . S-Tools is a steganography tool that can
be utilized to hide pictures or WAV files. Only users who know the password and

encryption algorithm used in order to reveal the hidden picture or the hidden WAV file.

This lab includes the following tasks:

e 1 - Capturing Plain Text Email Traffic with tcpdump
e 2 — Analyzing Plain Text Email Traffic
e 3 — Capturing Encrypted Email Traffic with tcpdump
e 4 — Analyzing Encrypted Email Traffic

Domain: Cryptography

If email is sent over a network without using encryption, then passwords and messages
can be viewed by anyone who is able to capture the email messages while they are
being transmitted. If encryption is used when email is sent, the message will be
unreadable. In this lab, students will view unencrypted and encrypted email messages.

Certificate Authority — Known as the root CA, or Certificate Authority, is the certificate
server that is the authority for all certificates requested within a Public Key
Infrastructure, or PKI. The Enterprise Editions of Windows Server can act as a CA.

Symmetrical Encryption — This is a form of encryption in which the same key is used to
encrypt and decrypt data. Examples of Symmetrical Encryption algorithms include
Advanced Encryption Standard (AES) algorithm and DES (Data Encryption Standard).

Asymmetrical Encryption - This is a form of encryption in which a different key is used
to encrypt and decrypt data. Examples of Symmetrical Encryption algorithms include
RSA, which stands for Rivest, Shamir and Adleman, the 3 original authors.

Public Key — The Public Key is used to encrypt messages. The user can send their Public
Key to another user by digitally signing an email message. The user will then use the

public key provided to them by the sender to encrypt messages sent to that sender.

Private Key — The Private Key is not distributed to other users. It is kept private and
used to decrypt email messages that were encrypted with the user’s public key.

7/18/2013 Copyright © 2013 NISGTC Page 3 0f34



Lab 19: Using Certificates to Encrypt Email

Pod Topology
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Figure 1: Lab Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows Internal attack machine running Windows 7.

Windows XP Pro 192.168.1.175
Windows XP Pro Administrator Ethicalhackin&
password

Linux Sniffer No IP Addresses
Linux Sniffer root password toor

Windows 2003 SQL 192.168.1.100
Windows 2003 SQL Administrator P@ssword
password

7/18/2013 Copyright © 2013 NISGTC Page 50f 34



Lab 19: Using Certificates to Encrypt Email

1 Plain Text Email Traffic - tcpdump

Part of a network administrator’s job can be to capture and analyze network traffic.
This is done for a variety of reasons, including the identification of the cause of
bottlenecks, determining who is responsible for certain download activity, or analyzing
an intrusion. There are also some ethical issues to consider as a network administrator
can view email messages and credentials. For this reason, email encryption is
important.

1.1 Capturing Plain Text Email Traffic with tcpdump

The Linux distribution BackTrack is installed on the sniffer machine. BackTrack is a
distribution used by security professionals for pentration testing and forensics.

Log on to the sniffer
1. Log into the Linux Sniffer with the username of root with the password of toor.
For security purposes, the password will not be displayed.

2. Type the following command to initialize the GUI, Graphical User Environment:
root@bt:~#startx

BackTrack 4 RZ Codename Nemesis bt ttyl

bt login: root

Faszuword:

Last login: Mon Dec 17 09:29:55 EST 2012 on ttyl

BackTrack 4 RZ (CodeName MNemesis) Security Auditing

For more information wisit: http:- - wuw.backtrack-linux.orgr
root@bt:"# startx_

Figure 2: Logging on to the Sniffer

3. Open a terminal on the Linux system by clicking on the picture to the right of
Firefox in the task bar, located at the bottom of the screen in BackTrack.

L@@ ¥ v

Figure 3: The Terminal Windows within BackTrack
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After opening the terminal, you may want to consider adjusting the size of the font.

4. To increase the font size within the terminal, click Settings from the Terminal
menu bar, select font, then select Enlarge Font. Repeat this step if necessary.

Session Edit View Bookmarks |Settings| Help
rir Hide Menubar

Tab Bar o
Scrollbar 3

" | Full Screen Mode Ctrl+5shift+F

L Bell 4

T ¥ 2 Enlarge Font

feé Encoding ¥ &% shrink Font
| Keyboard ¥ aa Select...

% Schema ¥ s Install Bitmap...

Figure 4: Increase the Font Size of the Terminal Windows

One of the nice features about some versions of BackTrack is they are not automatically
assigned IP addresses though the use of DHCP, or Dynamic Host Configuration Protocol.
The idea is to come on the network quietly, without being detected.

5. Only the loopback address, 127.0.0.1, is displayed when you type:
root@bt:~#ifconfig

root@bt: ~ - Shell - Konsole
Session | Edit View Bookmarks Settings Help

root@bt:~# ifconfig

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:® overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

root@bt:~# ||

& shell YJ

Figure 5: No IP address, other than the Loopback Address of 127.0.0.1, are Displayed
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6. Type the following command to view all available interfaces on the system:
root@bt:~#ifconfig -a

@bt -# 1T:anlg -a

Huaddr 00
MTU: 1S

Figure 6: All Available Interfaces on the System

A sniffer should be operating in promiscuous mode so it can see all network traffic.
Two ways to ensure that a sniffer will capture all traffic on a network segment are:

e Connect the Sniffer and other devices on the Network to a Hub
e Connect the Sniffer to a switch’s SPAN (Switched Port Analyzer Network) port.

In this lab, we will only be capturing traffic on the internal network (Network # 1 in the
figure below), so only interface ethO will be used to capture traffic. It will not be
necessary to capture traffic on the external network (Network # 2) with the ethl
interface.

Neither of the interfaces, ethO or eth1, are assigned IP addresses on their respective
networks. The reason the sniffer has two interfaces is that it is located on two
networks.

The Windows Firewall also has 2 interfaces and is connected to both networks.

7/18/2013 Copyright © 2013 NISGTC Page 8 of 34
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Windows Windows BackTrack Windows
XP Pro

2003 sQL 2008 Server

network # 1 - |

Windows

Ethical I‘m
[Flre

network # 2 J

EXTERNAL NETWORK

216.6.1.100 216.5.1.200
A
. -
S 0
BackTrack Windows
L 7

Figure 7: The Sniffer is Connected to Two Networks

7. To activate the first interface, type the following command:
root@bt:~#ifconfig ethO up

root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

fconfig etho up

Figure 8: Activating the First Interface
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8. To verify the first interface, type the following command:
root@bt:~#ifconfig ethO

root@bt:-# 1fcontfig etho
ethd Link ﬂnrqp Ethﬂrnﬂt Hqudr 29 4f:f2
ADCAS AS Metric:1

Loerro
Hrr“ra;u drnppwd.

0 t quﬂuﬂlﬂn'l

rﬂﬂ+ﬁh+: # I

Figure 9: The Interface is activated without an IP address

The Linux/UNIX utility tcpdump is commonly used by network administrators to capture
network traffic on a sniffer. Many sniffer machines do not have GUI, or Graphical User
Interfaces, so running GUI based tools like Wireshark or Network Miner is not possible.
Another benefit to using tcpdump is it handles very large capture files with no problem.

9. Type the following command to view several available switches for tcpdump:
root@bt:~#tcpdump --help

root@bt:-# tepdump --help
tepdump versi
' version 0.9
tepdump [-2 f IRStullvxX] [-c count] [ -C f1
[ -E 41ga : t ] [ -F file ] [ -1 1nter
[ -r file 1 [ -s =naplen 10 =T type 10l -w
[ F1 un y datalinktype 1 [ -Z
[

2x

Figure 10: The Available Options for tcpdump

10. To run tcpdump on the network segment interface ethO is connected to, type:
root@bt:~#tcpdump —i ethO

Wait until at least one packet is displayed before stopping the capture.

root@bt:~# tcpdump -i etho
tcpdump: WARNING: eth@: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), capture size 96 bytes
13:58:52.482211 IP 192.168.100.1.62891 > 192.168.100.255.1947: UDP, length 40

Figure 11: The output of tcpdump on the network segment interface eth0 is connected
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After a packet or more is displayed, hit CTRL+C to stop the network capture.

If the network 192.168.1.0/24 is displayed, eth0 is located on the first network.
If the network 216.0.0.0/8 is displayed, ethOQ is located on the second network.
Also, notice that the default for tcpdump is to only capture the first 96 bytes.

11. To capture traffic on the 192.168.1.0/24 network and send it to a file, type:
root@bt:~#tcpdump —i eth0 -nntttt -s 0 -w capnetl.pcap -C 100

roct@bt:-# tcpdump -1 ethQ -nntttt -s @ -w capnetl.pcap -C 100

tcpdump: WARNING: eth®: no IPv4 address assigned
tcpdump: listening on eth®, link-type EM1GME (Ethernet), capture size B5535 hytes

Figure 12: tcpdump syntax

The following details the switches used with the tcpdump command:

Switch Purpose

-i ethO Use Interface Zero

-nntttt Disable DNS Resolution, Date and Time Format
-s0 Disables Default Packet Size of 96 bytes, full packet size
-W Write to a capture file, instead of displaying to the screen
-C Split the captures into files of this size

tecpdump -1 ethO -nntttt -s O -w capnetl.pcap -C 100

Figure 13: Detailed tcpdump Syntax Explained

7/18/2013 Copyright © 2013 NISGTC Page 11 of 34
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12. Log on as Administrator to Windows XP Pro with the password of

Ethicalhackin& .

Figure 14: Logging in as Administrator

13. Click on the start button on XP and then select E-mail from the Start Menu.

7/18/2013

j Administrator

Internek ') My Documents
Inkernet Explorer :

e
Sl

] b My Recent Documents #

ﬁ My Pictures

MSH g 3'!; My Music

E-mail
Cutlook Express

Windows Media Player

w04

Windows Messenger
Set Program fccess and

Cefaulks

'@ Tour Windows <P .Q’é Printers and Faxes

Cammand Prompt 9) Help and Suppork

5 Files and Settings Transfer I) Search

5 Wizard
E Fur. ..

All Programs b

@| Liog FF |ﬁ| Turn OFF Camputer

iy start C B

Figure 15: Opening Outlook Express

Copyright © 2013 NISGTC

Page 12 of 34



Lab 19: Using Certificates to Encrypt Email

14. Click Create Mail to create an email message. The New Message box will open.

¥4 Inbox - Outlook Express

File Edit ‘“iew Tools

!

| Create Mail

Message Help

& & v L X S

Reply Reply All Forwg

BE New Message

% Inbox i

Edt  Wiew Inser: Format  Tools  Message  Help

Figure 16: Creating a New Email Message

15. Follow the steps below to successfully send the email to sperkins.

e Inthe To box, type sperkins@XYZCOMPANY.COM
e In the Subject type, Unencrypted Email
¢ In the message area, type:

Unencrypted emails can be read

After completing the three above steps, click Send to send the email.

B Unencrypted Email

File Edit Miew Insert  Formakt  Tools  Message Help #

$ OB 9 W&

Dl Copy Paste IIndi Check

o

[ To: Ispeans@X\"ZCOMP.ﬁ.N'\“.COM
EEce |

Subject: ILInenu:rypteu:I Ernail

|Aria| V||1|] V| E|B I UA | = i=-

Urnencrypted emails can be read|

Figure 17: Sending the Email Message
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16. Click the Send/Receive button to ensure that the email is sent.

¥ Inbox - Outlook Express

File Edit Wiew Tools Message Help

. & & 8 2 X | = .

Create Mail Reply Reply &l Forward Prink Delete Send/Recy

Figure 18: Sending the Email Message

If you receive an error message, it would mean that the email address was typed
incorrectly. The only way to fix this issue is to delete the message from the Outbox.

17. Log on to the Windows 2003 SQL Server. Use the PC menu in the NETLAB+
Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click the Send
Ctrl-Alt-Del link in the bottom right corner of the viewer window (version 1
viewer). Log on to the 2003 server with the username of sperkins and the

password of northcarolina.

Welcome to Windows

! 7 Windows Server2003
¥ Standard Edition

Capyright © 1885-2003 Microsaft Corparation
& Press Ctrl-altDelete to begin,

Requiring this key combination at startup helps keep your
computer secure. For more information, click Help,

Connected

N  Windows Internal Server | Windows Server 2003 | MSEC POD

Figure 19: Send Ctrl-Alt-Del to the Windows 2003 Server

7/18/2013 Copyright © 2013 NISGTC Page 14 of 34
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18. Click on start on 2003 and select Outlook Express from the Start Menu.

sperkins
J Manage Your Server 5! My Computer

M Command Prompt E’ Conkraol Panel 3

- % Admiristrative Tools 3
'__,J Windows Explorer

};_;é Printers and Faxes

@ Mokepad .
y) Help and Suppark
I f ;"l Cutlook Express I () conrch

% Enterprise Manager E Bun...

all Brograms  #

Log OFf E Shut Daowven

Iit-;’Start | & & |

Figure 20: Opening Outlook Express

19. Click the Send/Receive button to receive rmiller’s email.

¥ Inbox - Outlook Express

File Edit Yiew Tools Message Help

¥ . & @& 8 @ L X

Create Mai Reply Reply Al Farward Print Send/Recy

Figure 21: Sending the Email Message
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20. The email from rmiller should appear in the Inbox with the subject and message.
Click the Reply button to reply to the email message from sperkins.

= Inbox

Folders X | t @] % | From | subject
[_‘;ﬂ Cutlook Express 24 sperkins kesk
=2 Local Folders =1 rmiller Unencrypted Er
..... '@ Inbox .
% Outbox & Unencrypted Email - |I:I|£|
512 Sent Iter
P @ Deletad J File Edit Yiew Tools Message Help -"f
. =
------ S # | . X|[O
Reply &l Forward Prink Delete Previous
| @ OE removed access ko the Following unsafe atkachments in your mail: P.TTEIEI
From: rroiller
Date: Friday, December 28, 2012 4:39 PM
To: sperkins@iEy ZC0MPARNY  COM
Subject: Unencrypted Email
Conkacks =
[ Hirmiller _ :I
Thenctrypted emals can be read

Figure 22: Replying to the Email Message

21. In the message area, type Yes they can. Click Send to send the email message.

B Re: Unencrypted Email Y [m]
J File Edit Mew Insert Formak  Tools  Message Help 1"

o L L) 9| & Y

o
izt Copy  Paste  Undo Check Speling

To: Irmiller
Ce |
Subjeck; IRE: Unencrypted Email

Tes they ceml

————— Original Meszsage -----

From: "rmiller” =rmiller@ Y 2O OMPANY COM=
To: =sperkinsi@ 2V ACOWMPANY COM=

sent: Friday, December 28, 2012 4.3% P
subject: Unencrypted Email

Thencrypted emails can be read

|

Figure 23: Sending the Reply
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22. Click the Send/Receive button to send the reply to rmiller.

Using Certificates to Encrypt Email

& Inbox - Outlook Express

File Edt ‘iew Tools
¥ . &
Create Mail Reply

Message Help

& .8

Reply Al Forward

X & .

Delete Send/Recy

Figure 24: Sending the Email Message

23. On Windows XP Pro, Click the Send/Receive button to ensure that the reply is

7/18/2013

received.

¥ . &

Tl (d
& .8 = = ] W
Create Mail Reply Feply Al Forward Print Send/Recy Addresses
& Inbox
rolders x | ! O % From Subject
Sf] Cutlook Express =] Microsoft Dutlook Ex.. Welcome to Dutlook Express 6
El@ Local Folders 23 rrmiller best
o & Inbox (1) (1 sperkins Re: Unencrypted Email

...... @ Deleted Items

L '@ Dirafts

From: sperkins To: rmiller
Subject: Re: Unencrypted Email

Yes they can

Figure 25: Clicking Send/Receive

Copyright © 2013 NISGTC
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1.2 Conclusion

The tcpdump command is built into the Linux and Unix operating systems. It can be
used to capture network traffic. The benefits of using tcpdump include the fact that
many sniffer machines do not have GUI, or Graphical User Interfaces, so running GUI
based tools like Wireshark is not possible. Another benefit to using tcpdump is it
handles very large capture files with no problem, and it allows you to filter for specific
traffic. In the next task, you will be able to view plain text emails and passwords within
the pcap file.

1.3 Discussion Questions
1. Does a network interface on a Sniffer machine require an IP address?
2. In what mode does a Sniffer’s network interface operate?
3. How do you determine available switches for tcpdump?
4. How can you display all of the network interfaces in Linux?

7/18/2013 Copyright © 2013 NISGTC Page 18 of 34
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2 Plain Text Email Traffic - Wireshark

Wireshark is a GUI, or Graphical User Interface, tool that will allow you to capture and
analyze network traffic. Wireshark runs on Windows, Linux, and on Mac OS X.
Wireshark can be downloaded from the following link:
http://www.wireshark.org/download.html.

2.1 Analyze Plain Text Email Traffic Using Wireshark

1. After sending the plain text emails between rmiller and sperkins, we can stop the
capture. Press CTRL+C to stop tcpdump from running and capturing network
traffic. You should receive a message about the number of packets that were
captured by tcpdump.

The number of packets captured will vary.

root@t:~# tcpdump -1 eth® -nntttt -s @ -w capnetl.pcap -C 100
tcpdump: WARNING: eth@: no IPv4 address assigned
tcpdump: listening on eth®, link-type EN1OMB (Ethernet), capture size 65535 bytes

~C157 packets captured
157 packets received by filter
0 packets dropped by kernel

Figure 26: Opening the tcpdump capture with Wireshark

2. Toview the capture file, type the following command at the BackTrack terminal:
root@bt:~#wireshark capnetl.pcap

root@bt:-# wireshark capnetl.pcap

Figure 27: Opening the tcpdump capture with Wireshark

3. Check the Don’t show the message again box and click the OK button.

Running as user "root" and group "root".
This could be dangerous.

[] Don't show this message again.

Figure 28: Opening the tcpdump capture with Wireshark
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Email is often received by using the POP3, or Post Office Protocol version 3, protocol. By
default, most POP traffic is transmitted in clear text. Many organizations still use POP.

4. Type pop in the Wireshark filter pane and click Apply to view the traffic.

Filter:‘pop E]Expression... Clear Apply
No. | Time Source Destination Protoco  Info
115 1449,574735 192.168.1.100 192,168.1.175 PP S: 40K Microsoft Exchange Server 2003
116 1449,575338 192.168.1.175 192,168.1.100 PP C: USER rmller
117 1449,575514 192, 168.1.100 192,168.1.175 POP 5 40K
118 1449,575830 192.168.1.175 192,168.1.100 PP C: PASS PACERSIZ3

Figure 29: POP Traffic within Wireshark

Email is often sent by using the SMTP, or Simple Mail Transfer Protocol. By default,
most SMTP traffic is transmitted in clear text. Many organizations use SMTP, and many
SMTP servers do not require authentication, which can make them a target of
spammers.

5. Type smtp in the Wireshark filter pane and click Apply to view the traffic.

Figure 30: SMTP Traffic within Wireshark

7/18/2013

Copyright © 2013 NISGTC

Filter: | smip E]Expression... Clear Apply

Na, Time Source Destination Protoco | Info
27 178.09454] 192,168.1.100 192.168.1.175 SMTP S: 220 server.XYZCOMPANY.COM Microsof®
28 178.084823 192.168.1.175 182.168.1.100 SMTP C: HELO WINXP
29 178.065199 192,168.1.100 192.168.1.175 SMTP  S: 250 server. XYZCOMPANY.COM Hello [1¢
30 178.086095 192.168.1.175 182.168.1.100 SMTP  C: MAIL FROM: <rm1ller(aXyZCOMPANY.COM:
31 178.086606 192.168.1.100 192.168.1.175 SMTP S: 250 2.1.0 rm1ler@XyZCOMPANY . COM,
32 178.006893 192.168.1.175 192.168.1.100 SMTP  C: RCPT TO: <sperkins@XYZCOMPANY ,COM=
33 178.067212 192.168.1.100 192.168.1.175 SMTP S 250 2.1.5 Sperkins@XYZCDMPANY.CDM
34 178.007482 192.168.1.175 192.168.1.100 SMTP  C: DATA
35 178.089382 192.168.1.100 192.168.1.175 SMTP S: 354 Start mail input; end with <CR
36 178.009698 192.168.1.175 192.168.1.100 SMTP  C: DATA fragment, 1244 bytes
38 178.289294 192.168.1.175 192.168.1.100 IMF from: "rmller" <rmrller@XYZCOMPANY ., Ci

Page 20 of 34



Lab 19: Using Certificates to Encrypt Email

6. Right-click on the packet that says MAIL FROM: and select Follow TCP stream.

capnetl.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help
B @ el oWx O =% s 00 BE ®=80 -
Filter: [smtp E] Expression... Clear Apply
Mo, | Time | Source | Destination | Protoco | Info
27 178.084541 192.168.1.100 182.168.1.175 SMTR S: 220 server.XYZCOMPANY.COM Microsof-
28 178.094823 192.168.1.175 182.168.1. 100 SMTP C: HELO WINXP
29 178.085199 1592.168.1.100 182.168.1.175 SMTR
30 178.096085 192.168.1.175 1892.168.1
31 178.096606 192.168.1.100 192.168.1.175 SMTP =]
32 178.096893 192.168.1.175 152.168.1.100 SMTR C: RCPT TO Ignore Packet (toggle)
33 178.007212 192.168.1.100 192.168.1.175 sMTP  S: 250 2.1| (O Set Time Reference (toggle)
34 178.087482 192.168.1.175 152.168.1.100 SMTR C: DATA Manually Resolve Address
35 178.099382 192.168.1.100 192.168.1.175 SMIP  S: 354 Sta|  apply as Filter >
36 178.099698 192.168.1.175 192.168.1.100 SMTP  C: DATA fr{  prepare aFiter ,
38 178.200204 192.168.1.175 192.168.1.100 IMF from: "rmi Ermeereiemn Elker v
39 178.324056 192.168.1.100 192.168.1.175 SMTP S: 250 2.6 Erlies CrmErEEiem »
[ »
[¢ Frame 30: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) M@

Figure 31: Opening the tcpdump capture with Wireshark

Within the TCP stream, you will be able to view the unencrypted email within
Wireshark. After viewing the plain text message SMTP stream, click the Close button.

Follow TCP Stream

Stream Content

220 server.XYZCOMPANY .COM Microsoft ESMTP MAIL Service, Version: 6.0.3790.0 ready at Fri, 28 Dec 2012 =
16:39:30 -0500

HELD WINXP

250 server.XYZCOMPANY.COM Hello [192.168.1.175]
MATL FROM: =rmiller@XYZCOMPANY .COM=

250 2.1.0 rmiller@XYZCOMPANY .COM. .. .Sender OK

RCPT TO: =sperkins@XYZCOMPANY . COM=

250 2.1.5 sperkins@XYZCOMPANY . COM

DATA

354 Start mail input; end with <CRLF>.<CRLF=
Message-ID: =002601cdeS543$d167e930%aT01a8cO@WT NXP=
From: "rmiller" <rmiller@<yZCOMPANY . COM=

To: =sperklns@}XYZCOMPANY . COM=

Subject: Unencrypted Email

Date: Fri, 28 Dec 2012 16:39:30 -0500 i
MIME-Version: 1.0 |
Content-Type: multipart/alternative;

.boundary="----= NextPart 000 D023 01COES1S.ESSCFFI0"
X-Priority: 3

X-MSMail-Priority: Normal

¥%-Mailer: Microsoft Outlock Express 6.00.2900.2180
¥-MimeOLE: Produced By Microsoft MimeOLE W&.00.2900.2180

This 1s a multi-part message in MIME format.
------ = MNextPart_000_ 0022 01CDES19.EB8CFF30
Content-Type: text/plain;

.charset="1s0-8859- 1"
Content-Transfer-Encoding: quoted-printable

IUnencrypted emails can be readl@ @

[ Save As ][ Entire conversation (1790 bytes) - ]Q ASCIl () EBCDIC () Hex Dump () C Arrays (® Raw

[ Filter Out This Stream ] [ Close ]

Figure 32: The Plain Text Email Message is displayed within Wireshark
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7. Close Wireshark by selecting File from the menu bar and selecting Quit.

g capnetl.pcap - Wireshark
File | Edit \Wiew Go Capture Analyze Statistics Telephony Tools Help

#| € Copen... Ctrl+0 ‘i Eg\g @ =
Open Becent ’
‘ Merge...
; X Close Ctrl+w Destination Prot
& . I .
‘ o Save As.. shift+ctrlts 199 192.168.1.175 TCP
_ 75 192.168.1.100 TCP
File Set " loo 192.168.1.175 SMT
| Export Y |75 192.168.1.100 SMT}
d| = Print... Ctrl+p 192.168.1
@ Quit Ctrl+Q .
= = = 1

Figure 33: Closing the Wireshark Program

2.2 Conclusion

Wireshark is a GUI, or Graphical User Interface, tool that will allow you to analyze as
well as capture network traffic. Wireshark runs on Windows, Linux, and Mac OS X. The
Wireshark filter pane can be used to filter for various types of traffic, including pop and
smtp. In this exercise, we used Wireshark to display plain text usernames, passwords,
and email messages. By default, SMTP and POP traffic are transmitted in clear text.

2.3 Discussion Questions
1. How do you filter for Simple Mail Transfer Protocol traffic within Wireshark?
2. How do you filter for Post Office Protocol traffic within Wireshark?
3. Do POP usernames and passwords appear in clear text by default?
4. How do you open the Wireshark program from the terminal in Linux?
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3 Encrypted Email Traffic - tcpdump
In this task, we will once again use the Linux tcpdump program on the sniffer. This time
we should not be able to read the email message, which will be encrypted.
3.1 Capturing Encrypted Email Traffic with tcpdump
In this step, we will start the sniffer again using tcpdump with a different filename.
1. Open the Linux Sniffer machine again. To capture traffic on the 192.168.1.0/24

network and send it to a file, type:
root@bt:~#tcpdump —i ethO -nntttt -s 0 -w capnet2.pcap -C 100

root@t:~# tcpdump -i eth® -nntttt -s 0 -w capnet2.pcap -C 106

Figure 34: Running tcpdump with appropriate switches

2. Log back on to WindowsXP Pro as Administrator with the password of
Ethicalhackin& .

u
e J Type your orl

Figure 35: Log back in as Administrator

| Administrator

3. Click Create Mail to create an email message. The New Message box will open.

ﬂlnhux - Dutlook Express

|8 & o8 & X = . W B

:  Create Mail Reply Reply all Forwg

Figure 36: Creating a New Email Message

B New Message

File Edit ‘iew Insert  Format  Tools  Message  Help .',"’

A Public Key is used to encrypt messages. A user can send their Public Key to another
user by digitally signing an email message. The user will then use the public key
provided to them by the sender to encrypt messages sent to that sender. Rmiller can
send out his public key by digitally signing the email message he is sending to sperkins.
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4. Follow the steps below to successfully send the email to sperkins.

e Inthe To box, type sperkins@XYZCOMPANY.COM
e In the Subject type, Public Key
e Inthe message area, type:
Here is my digital signature
=  From the Tools menu, select digitally sign.
B Public Key M=1(E3
File Edit Miew Insert  Format BEEEN Message  Help .1.’
1 B I_='L oo ]
1 send Request Read Receipt
: Check Mames CErE
To: |sperkin5@><\"2CDMP.ﬁ.N\“.COM Select Recipients. ..
Co | Address Baok, . Chrl+Shift
Subject:  |Public Key Encrynt
|.ﬁ.rial v||1|:| v|
Here is my digital signature |

Figure 37: Digitally Signing the Email Message

5. Verify the email address is correct and click Send to send the email.

There should be a red ribbon to the right of the user’s email address.

Tae !speans@KVECOMF‘ANY.COM R
it |
Subject:  |Public Keyl

here is my digital signature

Figure 38: Sending the Email Message
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6. Click the Send/Receive button to ensure that the email is sent.

& Inbox - Outlook Express

File Edit Yiew Tools Message Help

¥ . &% & v L X | = .

Create Mail Reply Reply Al Forward Print Delete Send/Recy

Figure 39: Ensuring that the Email is sent

If you receive an error message, it would mean that the email address was typed
incorrectly. The only way to fix this issue is to delete the message from the Outbox.

7. Log on to the Windows 2003 SQL Server. Use the PC menu in the NETLAB+
Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click the Send
Ctrl-Alt-Del link in the bottom right corner of the viewer window (version 1
viewer). Log back on to the 2003 server with as sperkins and the password of
northcarolina.

Computer Locked

[ 7 Windows Server2003
J Enterprise Edition

Copyright @ 1885-2003 Microsaff Corparation

& This computer is in use and has been locked,

oy ¥YZCOMPARNY sperkins (sperkins) or an adminiskratar can unlock,
this computer,

Press Chrl-Alt-Del to unlock this compuker,

N Windows Intemal Server - Windows Senver 2003 MSEC POD Connected

Figure 40: Send Ctrl-Alt-Del to the Windows 2003 Server
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8. On Windows 2003 SQL, click the Send/Receive button to receive sperkins’s
email.

¥4 Inbox - Outlook Express

File Edit Wiew Tools Message Help

2 . & @& 8 @ X

Create Mail Reply Reply &l Forward Prinit Send/Recy

Figure 41: Sending the Email Message

9. The email from rmiller should appear. When you attempt to open the email you
will receive a message about a digital signature. Check the box that says Don't
show me this Help screen again and click the continue button.

=0T

P
Eile Edit Wi Tools Message Help | .1.'

er & .8 - X | 0 O WL

Renly Reply alll  Forward Prink Delete Previous Mexk Addresses

—

From: rrniller n
Dakte: Fridaw, December 25, 2012 9:55 PM

To: sperkins@xy 2COMPARY  CiOM

Subjeck: Public Kesw

Security: Digitally signed and werified

Security Help
Digitally Signed Message

Q This message has been digitally signed by the sender.

Signed e-mail from others allows you to werify the authenticity of a
message - that the message is from the supposed sender and
that it has not been tampered with during transit. Signed mail
messages are designated with the signed mail icon,

Ay problems with a signed message will be described in a
Security Warning which may follows this one. If there are problems,
you should consider that the message was tampered with or was
not from the supposed sender.

i Don't show me this Help screen again.

Continue |

:.§\|*|

Figure 42: Message about Digital Signatures

7/18/2013 Copyright © 2013 NISGTC Page 26 of 34



Lab 19: Using Certificates to Encrypt Email

10.

Read the email message, which has been digitally signed and verified.

& Public Key

File Edt ‘ew Tools Message Help

(=

g & «w | - X O O | w

Reply Reply &l Forward Prink Delete Previous Mext Addresses

| @ CE removed access ko the Follmwing unsafe attachments in your mail: ATTO0182.htm

From: rmiller
Date: Friday, December 23, 2012 253 PM
To: sperkins@ gy 2COMPARY  COM

Subject:  Public Key
Security: Digitally signed and werified

here 15 my digital signature

Figure 43: Message from rmiller including Digital Signature

|

11. In the contacts area in the left corner, right-click on rmiller and select Send Email

12.

7/18/2013

Contacks ~ * |

MNew Contack, ..
Find Peaple. ..
Address Book...

Properties

Figure 44: Sending the Reply

Follow the steps below to encrypt the email to rmiller.

e In the Subject type, Encrypted Email
e |nthe message area, type:

You need to decrypt to read

e From the Tools menu, select digitally sign.
e You will see a blue key appear to the right of rmiller’s name.
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it Encrypted Email =101 x|

J File Edit YWiew Insert Format Tools  Message Help 11.’

= bt = AB -
=6 0w 8 Y0 Y. RE S
Send Lk Copy  Paste  Undo Check  Speling | Attach  Priority Sign | Encrypt  OFfline
[ To: Irmiller B
[ Cc: I
Subject: IEncrypted Email
=]
Fou need to decrypt fo read
[~
&

Figure 44: Sending the Encrypted Email Message

13. On Windows 2003 SQL, click the Send/Receive button to send the encrypted
email to rmiller.

9 Inbox - Outlook Express
File Edit Yiew Tools Message Help

¥ . & @& w8 L X | =

Create Mail Reply Reply Al Forward Print Send/Recy

Figure 45: Ensuring the Encrypted Email is Sent

14. On Windows XP Pro, Click the Send/Receive button to ensure the message is
received. Open the email and read the statement that the message has been
encrypted by the sender. Check the Don’t show me this help screen again box

and click continue.
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beg sperkins Encrypted Email 12/28/2012 10:...

To: rmiller

I% This message has been encrypted by the sender

correct digital ID installed on your computer.

Continue

Security Help
Encrypted Message

When you receive an encrypted e-mail message yvou can be reasonably confident that the message was
not read by anyone else. Outlook Express automatically decrypts e-mail messages, provided you have the

R Don't show me this Help screen again.

Figure 46: A message about the Encrypted Email

If you receive the Security Warning below, click the checkbox next to “Don’t ask me
about this message again” and then Click Open Message

Viewer View PC Settings Help
& Encrypted Email =12 x|
J File Edit Wew Tools Message Help | .J:"
& & w | . X | @ O\
il Reply  Reply Al Forward Print Delete Previous Hext Addresses
I
From: sperkins ﬂ
Date: Friday, april 12, 2013 2:48 PM
To: rriller

Subject:  Encrypted Emai
Security: Digitally signed - signing digital ID is not trusted

Message has not been tampered with

You have not yet made a decision about whether to trust the digital ID used to

sign this message
The digital ID has not expired

The sender and digital ID have the same e-mail address

The digital ID has not been revoked or revocation information for this

certificate could not be determined.
There are no other problems with the digital ID

W D

Open Message “iew digital ID Edlit Trust

d_‘StartI @ (2} ) Inbox - Outlook Express I = Encrypted Email

Z|% R 251pm

Figure 47: Security Warning

Now, you should be able to read the email in clear text.
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Fron: sperkins [ﬁ
Date: Saturday, December 29, 2012 9:21 AM
T rmiller

Subject: Encrypked Email
Security: Encrypted

Touneed to decrypt to read

Figure 48: The decrypted Email message

3.2 Conclusion

The tcpdump command is built into the Linux and Unix operating systems. It can be
used to capture network traffic. The benefits of using tcpdump include the fact that
many sniffer machines do not have GUIs, or Graphical User Interfaces, so running GUI
based tools like Wireshark is not possible. Another benefit to using tcpdump is it
handles very large capture files with no problem, and it allows you to filter for specific
traffic. In the next task, you will view the cipher text used in the emails within the pcap
file.

3.3 Discussion Questions
1. How do you send out your digital signature using Outlook Express?
2. How do you encrypt an email using Outlook Express?
3. How is the email message decrypted when PKl is utilized?
4. How is the email message encrypted when PKl is utilized?
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4 Encrypted Text Email Traffic - Wireshark
In this exercise we will view the cipher text used to encrypt the email message sent from
sperkins to rmiller. Sperkins used the rmiller’s public key to encrypt the email message.
4.1 Analyzing Encrypted Text Email Traffic Using Wireshark
1. After sending the cipher text emails between rmiller and sperkins, we can stop
the capture on the Linux Sniffer machine. Press CTRL+C to stop tcpdump from

running and capturing network traffic. You should receive a message about the
number of packets that were captured by tcpdump.

The number of packets captured can vary.

root@bt:~# tcpdump -i eth® -nntttt -s @ -w capnetl.pcap -C 100
tcpdump: WARNING: ethO: no IPv4 address assigned
tcpdump: listening on eth@, link-type EN1OMB (Ethernet), capture size 65535 bytes

~C157 packets captured
157 packets received by filter
0 packets dropped by kernel

Figure 49: Stopping the tcpdump capture

2. Toview the capture file, type the following command at the BackTrack terminal:
root@bt:~#wireshark capnet2.pcap

root@bt:~# wireshark capnet2.pcap

Figure 50: Opening the tcpdump capture with Wireshark

3. Type pop in the Wireshark filter pane and click Apply to view the traffic.

Fiter: | pop v Expression.. Clear Apply
No. Time Source Destination Protoco | Info
115 1449,574735 192,168.1.100 162,168.1.175 POP  S: +0K Microsoft Exchange Server 2003
116 1449,575338 192.168.1.175 162,168.1.100 POP  C: USER rmller
117 1449,575514 192,168.1.100 192,168.1.175 POP S +(K
118 1449,575830 192.168.1.175 192,168.1.100 POP (. PASS PACERS1Z3

Figure 51: POP Traffic within Wireshark

Although the email message itself was encrypted, the authentication is still in plain text.
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4. Type frame contains Encrypted in the Wireshark filter pane and click Apply.

The case must match what you used in the subject of the encrypted email.

Filter: Iframe contains Encrypted E] Expression... Clear Apply

Mo, Time Source Destination Protoco | Info

o8 914.147728 192.168.1.100 '192.168.1.175

Figure 52: SMTP Traffic within Wireshark

Even though the email message is encrypted, the subject is not. Keeping the subject in
plain text will help email server software determine if an email message is spam.

5. Right-click on the packet and select Follow TCP stream. The email is encrypted.

MI AGCSqGSI b3DQEHAGCAMI ACAQAXggL2MI I BdwI BADBf MFEXEz ARBgoJkialk /IsZAEZFgNDT 00X
GjAYBgoJkialk/IsZAEZFgpYWVpDTOLQQUSZMRAWHAY DVQGDEX VZzZX ] 2ZXI uWF 1 aQOSNUEFOWSSD
TOOCCMGS X T SAAAAARACWDOY JK0ZT hvcNAQEBBQAEggEADL vEZ xW] VSdk doVOPLag81mlwZLSHAPK
cphHgFZ8T Ss5NuUxsRO3/ t+XevopaGI rbbkKBZBdxv3anVkPehIbi UZDxhp9wdzbPEBES1+0qI1Gan
1Mz ACSKdIh4ad] ttypwb2KmlrZ/qhpl 765tWWFEAR / cRXUSS AHBN 7Xzc gl Zwh A/ vMSAPTFFEKE/
2cDOUVUHIds ZvaN1WZe 2L E+hGHD A+ o tU01 OMns 4+ Y kvpCtNvvi Bel taPezet L ThdbEsHKL g+gcMe
E9Jx LhUg9n+bmov18elZY 0OXHT af w2 ] SwP+aHT mk HMUMnErbZU3D1 9f sGhsmA3EtWS/ 1W3IFdns4d
10gOMT CCAXc CAQAWXZBRMRMWEQY KCZI m1 ZPyLGQBGRY DQOSNMRowGAY KCZImL ZPyLGQBGRY KWFLa
QOSNUEFOWT EeMBwGA LUEAxMVe 2V y dmVyL Lh 2wk NPT VBET LkuQosMAgphxFf gAAAAAAAIMAGGCSYG
SIb3DOEBAGQUARI IBAASL bk j AKUbY /491 mY CLXIPnwGK 3nRV21W0ap22ch ZBxmPo 9dEZASZy 81 ME
NZeTyH7Kxul c2W 10+ V1+wpCaguldBSIkYETLZz 1 MpbMp OLhywSLPI T v X+ 9CNFSqVr 29xmWFZ1 0T 1
SnBJFoW/GT+9xChQQ8cq ] 3nUga] pgzppahHMI 2yc ] S8emH14obZXHeDGI 1V USvmXudhuulgaX+h
f Ap 3wGSH Bk XWT My pxk vpKHDWGr 6++ oY EgoWgP7I SRY 94hck nSGShmgn+DShyc 4U3eDx 1 VPI s4dSH
UAT32n1vsGXEEF2,/SSmUT dUNET gAY x 2Fa/ OBCON /+8K c 4K /hBI v2W ] Twg AY JKoZT hvcNAQCBMBQG
CCqGSIb3DQMHBAL UL X2adytJdKCABI IBaFI hAgV2) GnVpHSWEMdS3mS] /Y cyQwz7kgnESebalKs]
wCLK3K1ma,/RbkRRCNUy+gMN4wELnPb1 Ht 28 Nr7hSbPGx 306101 F7ho8BdoSY 3X0 ] MZeDgI nI X LNG
Enhe0JE8NCRSzZLE 1d2/d7Lvasx0Y ANwzFOsHLohDwWzz rvlLxoGESoNZEF2Ac L tn4Qvek AbzOBQIPb I x
yONRUZ+ct1vsdodaG24GEgMSSEVUIQXWSH NXFABMpY+2s0/LeVtw,/11 Ze I tNthMsEDUK 820K FdsL]
I PBVBpHz JUpCSvmn2e00mL X0Ze22IeEQvIa/nd jqT0s 71 rPIBV/ CLbP+VEAOKDHP 6cyPBAGAMI T
hTDtRxGL 4rtPbMSEZmEVCKpIIJgIs7/ VWvweSTthekk55072zC)DntNhEssT ) j 1 SkHEtEK Xk 2k f 6LT
BOnzdF48Llst+qZNSTOb3RmPTblgpdthgFbt+40UIMsHZPI DN/ Aws CEBS+AALARALALAAAL A=

Figure 53: The Encrypted Email Message
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6. Close Wireshark by selecting File from the menu bar and selecting Quit.

g capnetl.pcap - Wireshark
File | Edit \Wiew Go Capture Analyze Statistics Telephony Tools Help

#| € Copen... Ctrl+0 & —
Open Becent ’ ‘i % @ =
Merge...
; X Close Ctrl+w Destination Prot
& . I -
‘ o Save As.. shift+ctrlts 199 192.168.1.175 TCP
_ 75 192.168.1.100 TCP
File Set " loo 192.168.1.175 SMT
| Export Y |75 192.168.1.100 SMT}
d| = Print... Ctrl+p 192.168.1
@ Quit Ctrl+Q .
= = = 1

Figure 54: Closing the Wireshark Program

4.2 Conclusion

By default SMTP and POP traffic are transmitted in clear text. A PKI infrastructure can
be used to encrypt email messages so they are not compromised when they are in
transit.

4.3 Discussion Questions
1. What s a possible good reason not to encrypt the subject line of an email?
2. Does the use of a PKl infrastructure guarantee secure authentication?
3. Describe the term cipher text.
4. What does cipher text look like when viewed within Wireshark?
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