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Lab 4: Poison Ivy - Remote Access Trojan

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

1 - Setting up the Poison lvy Client (Server)
2 - Convincing the Victim to Launch the Malicious File
3 - Exploiting the Victim Machine with Poison lvy

Domains: System Hacking ,Trojans and Backdoors, Viruses and Worms

Hackers often utilize user-friendly malware programs like the Poison Ivy Remote Access
Trojan that will allow them to perform a variety of post exploitation tasks, including:

e Uploading Malware
e Running Programs

e Dumping Hashes

e Uninstalling Software
e Disabling Services

e Killing Processes

e Stealing Data

Poison lvy is an extremely dangerous piece of malware that will allow attackers to
maintain a persistent connection on a victim’s machine through an encrypted
connection. There have been several high profile cases where Poison Ivy was used as an
attack tool during an intrusion, including the attack against RSA’s (a division of EMC
Corporation) network in 2011.

Remote Access Trojan — A program that will allow a remote user, likely an attacker, to
connect to a victim’s machine and perform harmful actions to the computer’s operating
system. A Remote Access Trojan, or RAT, may allow the attacker to perform such tasks
as uploading or downloading files and stealing a user’s credentials.

Poison Ivy — Remote Access Trojan that has been used frequently in many high profile
intrusion cases. The tool has a Graphical User Interface, or GUI, that allows the hacker
to perform malicious tasks against a victim machine over an encrypted connection.
Poison lvy consists of two components, the server and the client.

Poison lvy Client — Although it may seem counterintuitive, the Poison Ivy client is

configured on the machine that will act as the server and accept client connections. Any
port may be used for the “client”, but a common port like 80 (Hyper Text Transfer
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Protocol) or 443 (Hyper Text Transfer Protocol Secure) or 443 will make the connection
from the victim to the attacker seem a bit less conspicuous than a port like 12345.

Poison lvy Server — A server executable, or payload, is created and then distributed to
one or more victims. Once the victim executes the payload, the malware will infect
their machine and they will connect to the computer running the Poison lvy software.

Wrapper — A program that allows you to combine multiple executable files into a single

executable. From a malicious standpoint, an attacker could package a malicious
executable with a legitimate one and use this to launch an attack.
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Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the machine running Windows XP and Windows 7.

Although you will not be logging on to the Firewall or the Windows 2003 Exchange,
these machines are being utilized during the lab.

Windows XP Pro

192.168.1.175

Windows XP Administrator password

Ethicalhackin&

Windows 7

216.5.1.200 (Public IP)

Windows 7 student password

password

7/18/2013
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Lab 4: Poison Ivy - Remote Access Trojan

1 Setting up the Poison lvy Client (Server)

Although it may seem counterintuitive, the Poison lvy client is configured on the
machine that will act as the server and accept client connections. In this case, our
Windows 7 machine will be the machine running the Poison Ivy Software. We will
configure the Windows 7 machine to run the Poison lvy software and accept incoming
connections from victim machines that execute the malicious payloads.

11 Configuring the Poison Ivy Client

1. Logon to Windows XP Pro as Administrator with the password of Ethicalhackin&.

Administrator
Type your a

!

Figure 2: Logging in as Administrator

Next, we will open the command prompt on the Windows XP Pro machine. In order to
fully understand how the attack will be carried out, we must further investigate how the
Network Address Translation, or NAT, process works and its relationship to attacks.
Note that your Windows XP machine has a private IP address and is on the Local Area
Network, or LAN, of the XYZ company’s network, which has a range of 192.168.1.0/24.

2. Open the command prompt on the Windows XP Pro machine, by clicking the
desktop shortcut.

Command#g
Prormpt

Figure 3: A Shortcut to the Command Prompt
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3. On the XP system, type the following command to view your private IP address:
C:\ipconfig

e pcontd q

wWindows IP Configuration

Ethernet adapter Local Area Connection:

cific DHNS sSuffix

Figure 4: The ipconfig command

4. Now, ping the Windows 7 machine on the External Network by typing:
C:\ping 216.5.1.200

Ciheping 21605,

Finging Z216.5.1.200 with

c Trom 216.5.1.200: b ==317 time=
- Trom 1., 1 yau: 1"| HI'-‘

Trom
Trom

L)
RSN RS RN R |

Fing
Approximate - in mi
: Amum = 1ms,

Figure 5: Successful ping of the Windows 7 machine

5. Open a command prompt on the Windows 7 machine by double-clicking on the
cmd-shortcut on the desktop.

Recycle Bin

cmd -
Shortcut

Figure 6: Opening a Command Prompt on Windows 7
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6. On the Windows 7 system, type the following to view your Public IP address
C:\ipconfig

Figure 7: IP address Information on Windows 7

7. From the Windows 7 machine on the Public Internet (simulated), attempt to ping
the Windows XP machine on the Internal Network by typing:
C:\ping 192.168.1.175

Notice, this will fail.

T

out.

Figure 8: Failed Pings to the Machine on the Internal Network

The Windows 7 machine is using a Public IP address and is on the Wide Area Network,
or WAN. Attackers trying to get on your internal network cannot directly attack the
Windows XP machine because it is NATed behind the Firewall. The XP machine is not
sitting on the Internet (simulated) with a Public IP address. The firewall is not
redirecting any incoming traffic to the Windows XP machine.
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Figure 9: Internal Machines on Private Network are Unreachable from WAN

The only way for the attacker to get to the Windows XP machine is to have that machine
on the internal network make a connection to the Public IP address of the Attacker.
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8. Open the Malware folder on the Windows 7 desktop. Right-click on the
P12.3.2.rar file, select 7-zip and select the 4™ choice down, Extract to “P12.3.2\".

. A -
(\ )“,\ ;J | , * Malware - l‘_{_]]l Search |
Crganize = | | Open  Sharewith = Burn Mew Folder
- Favorites Mame Drate modified Type | Size
B Deskiop || Bruker_1.1.72 4/29/2012 9:19 &AM 7Z File
& Downloads || DarkComet 72 12{23/2012 G:47 &M 72 File
| Recent Pl
s MECENL Flates Brcera ZU0P012 2145 AM RAR File
Open
L || shark_3.rar £ ST TT T o
= Libraries Open archive
& || ‘Wrapper, 7z Extrack files. .,
J Dacuments =hare with "
Jv, Music ; ; Extract Here
Restore previous versions Extract to "PI2.3.21"
= Pictures «ract 1o il %

Figure 10: Extracting the file with 7-zip

9. Double-click on the PI2.3.2 folder and double-click on Poison lvy 2.3.2.exe. Wait
10 seconds, click “Don’t show this in the future” and click | Agree.

x
Poizan vy 2.3.2 DISCLAIMER -
THIS DISCLAIMER REPRESENTS A COMTRACT BETWEEN YOU AMD poizonivy-rat.com. AFTER READING,
hyaju
"WILL BE ASKED TO ACCERPT THIS AGREEMENT AMD COMTIMUE TO USE THE SOFTWARE, OR, IF v'OU DO
MWOT WISH TO ACCEPT THIS AGREEMEMT, TO ExIT, IM WHICH CASE vOU WILL MOT BE ABLE TO USE,
IMSTALL OR OPERATE THE SOFTWARE. BY USIMG THIS SOFTWARE YO ACCEPT ALL THE TERMS AMD
COMDITIONS OF THIS AGREEMEMT.

Thiz dizclaimer iz a legal agreement between you [henceforth referred to as "the Uzer''] and poizonivy-rat. com,

regarding the

zoftware application Poizon vy [henceforth refered to az "'the Software"] which pou have downloaded, or othenwize

obtained through other resources or media such az CO-ROMs, floppy dizks, or through a netwark in object code form

or other related services.

By acceszing, downloading, storing, loading, installing, executing, dizplaving, copying the Software into the memaory of

a computer or othenwize benefiting from using the functionality of the Software in accordance with the documentation,

ol agree to be bound by the terms of this agreement. [F yow do not agree to the terms and conditions of this

Agreement, poigonivy-rat.com iz unwilling to grant uzage of the Software to vou. |1 such event, you may not Operate

or uze

the Software in any way.

B CLICKIMG THE "| AGREE" BUTTOM IT IS INTERPRETED AS A SYMBOL OF YOUR SIGHMATURE AMD vOU

ARE THEREBRY COMSEMTING TO BE BOUMD BY THIS AGREEMENT AMD AGREE THAT IT IS EMFORCEAELE J

-

| Agree | Decline v Dan't show this in the future

Figure 11: The Poison lvy License Agreement

Although it may seem counterintuitive, the Poison vy client is configured on the
machine that will act as the server and accept client connections. We will be configuring
the Windows 7 VM to be the Poison lvy Client (or Server, as it might be referred to).
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10. From the Poison Ivy Menu bar, click File and select New Client from the list.

pomoniy

File Preferences Window Help

=1 My Client | alf—

5 MNew Server

.p Manage Plugins
.o Manage Motes

Exit

Mersion 2,3, 2 |Nr. af Parts; 0 |Nr. af Plugins: 0O |Nr. af Connections: 0 o
Figure 12: Select New Client

Any port may be used for the “client”, but a common port like 80 (Hyper Text Transfer
Protocol) or 443 (Hyper Text Transfer Protocol Secure) or 443 will make the connection
from the victim to the attacker seem a bit less conspicuous than a port like 12345, or
the default port of 3460. In this example, we will set up Poison lvy to listen on port 443.

11. In the listen on Port box, type 443. Click Start to begin listening on that port.

Poison Ivy - [Mew Client] - |I:I|5|
Ef| File Preferences  Window  Help == =]
e

Lister on Part;  [443 = M

[~ Prompt far pazsword an new connection

Pagzward: Iadmin [ Hide Password
[~ Usze Key File L]
[Load /ey $ Start | Cancel |
I -
Version 2.3.2 |Nr. af Parts: 0 |Nr. aof Plugins: O |Nr. of Conneckions: O ]

Figure 13: Listing Files with Hidden Attributes on the Root of C

The net stat command can be used to determine which ports the machine is listening
on. If the —anb switch is added to the netstat command, the processes associated with

each listening port will also be listed. The find command can be used to filter your
results.
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12. To verify that the attack machine is listening on port 443, type the following:
C:\>netstat -an | find "443" && netstat -anb | find "Poison"

H443" && netstat -anb | find "Peoison”
0.0.0.0:0 LISTENING

Figure 14: Poison lvy is listening on Port 443

1.2 Conclusion

Poison Ivy is malware that has a server and a client component. The attacker first sets
up the client, which will listen on a port and wait for connections. Attackers on the
Internet cannot directly attack internal machines on an internal network. The only way
for the attacker to get to the victim machine is to have that machine on the internal
network launch a program so that will connect to an External IP address on the Internet.

1.3 Discussion Questions
1. How does someone on the Internet attack a machine with a private IP address?
2. What needs to be done after the Poison lvy software is initially launched?
3. What is the command to determine if your machine is listening on port 443?
4. What is the command to determine the port Poison Ivy process is listening on?
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2 Convincing the Victim to Launch the Malicious File

In this exercise, you will create the malicious Poison Ivy payload, and then convince the
victim to launch the malware. We will package the malicious payload with a legitimate
file in order to get the victim to “bite”. We will do this by using a program called a
wrapper. Wrappers are often used on the Internet to create special versions of open
source software that have a bonus file or program that causes harm to a user’s system.

2.1 Creating the Payload

1. From the Poison lvy Menu bar, click File and select New Server from the list.

D] i, New Server |

p Manage Plugins
..+ Manage Motes

Exit

Poison Ivy - [Listening on Port: 443 {(Connections: 0)]
!EI File Preferences ‘Window Help

Ce = Mew Client

ings |

=10 x|
=18 x|

| Con. Type | Computer | Uzer Mame | Ace. Type

| o5

| cru

| Ra | erzion |

1

Yersion 2.3.2 |Nr.c|f Parts: 1 Mr, of Plugins: 0 |Mr, of Connections: O

Figure 15: Creating the Poison lvy “Server”

2. From the Profiles screen, click Create Profile. Name the Profile CEH and click OK.

Poison Ivy

b

Prafiles

Cannestion

[ Frzkall

Profiles

&; Create Profils ‘ |

[

Create Profile

Prafile Marme:

x|

||:EH

ak. I Cancel

Figure 16: Creating a Profile within Poison Ivy

7/18/2013
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3. Inthe DNS/Port box, carefully type 216.5.1.200:443:0, and click Next.

Poison Ivy

H Connection [CEH]

rr-
.

Irzkall

=

’

Advanced

Figure 17: The Connection Screen in Poison lvy

4. Check the box that states Start on system startup. Name the HKLM/Run Name
Norton to disguise its presence. Then, click the next arrow to advance.

Poison Ivy

5 |nstall [CEH]

EratTdEm,

Figure 18: The Install Screen in Poison Ivy
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5. At the Advanced Screen, leave all of the default options. Click Next to advance.

Poison Ivy 10l =l
; Advanced [CEH] : ]
&
Profiles Process Mutex: I]!VoqA.M @
I Inject server into the default browser
£
o ol I Persistence
onnection
I Iniect into a running process @
Frocess: Imsnmsgr. e
= I Key logger
Install
Format;
= PE
File &lignment [bytez]:  |512 =
Advanced
" Shellcode
¥ Binam
i CAray
B il = Delphi Aray
© Python Aray
e Cancel Meut =
Version 2.3.2 |Nr. of Porks: 1 |Nr. of Plugins: 0 |Nr. of Connections: O >

Figure 19: The Advanced Screen of Poison lvy

6. First, click Generate. Then, click the desktop icon on the left in the Save in box.
Name the file iexplorer and click save to save the generated payload.

I I
Save in: I- Desktop j [ s e

Libraries
Syskem Folder

3 student
—_—| Swstem Folder

i

o Ler | Metwork
Falder | Swstem Folder

Mozilla Firefax ’& Messus Server Manager
! Shortout Shaorkout

b

1.07 KB 2. 72 kB
Malware MebworkMiner_1-3 - I
I | File Folder File Folder

ﬁ skeg Zain 1
- Shorkcut
M " H File Folder 1.72 KB
rrowmmm| crd - Shorbout ——1 Microsaft OFfice Cutlook ;l

Filz name: Iiexplc\red LI I Save II
Save a3 type: IEHecutables [".exe] ;I Cancel I

Figure 20: Generating the Payload

The name of the executable for Internet Explorer is iexplore.exe. The name of the
executable for the Windows explorer is explorer.exe. We are using a similar file name.
After you click OK, Poison Ivy will return to the screen that indicates it is listening on
port 443.
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Poison Ivy - [Listening on Port: 443 (Connections: 0}] ;|g|5|
Ef| File Preferences  Window Help =&l =l
Cannechions | Statisticsl Settingsl
1] | i | LA | Con. Tvpe | Computer | |Jzer Mame | Ao Tupe | 05 | CPU | Rk

1| | i

Wersion 2.3.2  |Mr. of Ports: 1 M, of Plugins: 0 hr, of Conneckions: O L

Figure 21: Listening on port 443

7. Open the Malware folder on the Windows 7 Desktop. Right-click on the
wrapper.7z file, select 7-zip and select the 4™ choice down, Extract to Wrapper.

* Malware -

| | Tpen  Sharewith Burn  Mew folder

Mame - Date modified Type

B rapper 7= 119 4M  7ZFie

. el - o T
o I Fl2.3.2rar ) Eblcjtract files. ..
M| DarkComet. 72 zl;zizr:g:evinus YErSions Extract Here
L Bruter 1.1.7z Exkract bo "Wrappert"

Figure 22: Extracting the program.

8. Double-click on wrapper.exe to open the wrapper program.

_lalxi

File Edit Hezlp

Filz or process name | FParameters | Extract Dir | Fun | Extract | Delete k... | el after wi... | Add File

g
Add Crd

Add Reg
(w5
Edit:

Remowe
Zeleck Ioan

Make

Outpuk File:l Select oukput I

[output File Size: 19,00 KB |selected file size: 0,00 4

Figure 23: The Wrapper Program
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9. Click Add File. Click the box to the right of the world filename. Browse to the
desktop of your machine and select the iexplore.exe file. Click the OK button.

_io] x|

File Edit Help B R Al i x|
: —File Optian —Extract -
) File or pi Filename: W % Extract Add File
IE:'\LIsers"\stuu:lent'xDesktup'\ie:-:plnrer.e:-:e D ™| Delste after win rectart [in MTkemel] Add Crid
Parameters: [+ PBurwhen eshacted Add Feg
D I _ v Delste Edit
Special parameter keywords: & Delete after cl '
I1ze $[extfname]$ to return extractor file address. FIEIE aler Ciose S
I1ze $[extfdinl® to return extractor file path. " Delete after all programs closed
—Extract Directan Select Icon
" Extract to direcany —
A
IE:"\ | —
QutpuE F"E:I " Current Dir ™ "Win Sypstem Dir Select output
% i Temp Dir = Sfin Dir Cancel ] 4
Cutput file Sizes i

Figure 24: Adding a file

10. Click Add file. Click the box to the right of the world filename. Browse to the
desktop of your machine and select the putty.exe file. Click the OK button.

W, Add file x|

—File Optian —Extract

Filenarne: [ Ewxtract
I':iKUSETSKStUdE”t"DESkt':'F'I"'p”tt-""E”E D [ Delete after win restart [win NTkeme)
IF'arameterS: Iw Run when extracted

[+ Delete

Special parameter keywords;
o y . {+ [elete after cloze

|lze $lextiname)$ to return extractar file address.
Ize $extidinF to return extractor file path. " Delete after all programs closed

—Estract Directany
{~ Ewxtract to direcary

[c _|
" Current Dir £ Win Systern Dir
+ "wfin Termp Dir = fin Dir Cancel 1] 4

Figure 25: Adding an Additional file
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At this point, you should have two files in your list, iexplorer.exe and putty.exe.

Wi Wrapper 3.2

File Edit Help

File or process name

| Patameters | Extract Dir |

RFun

| Extrack | Delete £, .. | Cel after wi .. |

Diovan

CiUsersistudentDeskiophputty, exe
Eﬂc:'I,Llsers'l,student'l,Desktnp'l,iexplnrer. v

=Win Te...
=Win Te...

True
True

True
True

<Dl Aft. ..
<Dl Aft. ..

False
False

Cutput File:

=10l x|

&dd File
Add Crd
add Reg
Edit
Remowve
Select Icon

Make

Select oukpuk

Cutput file Size: 497,50 KB

Selected file size: 6,50 KB

Figure 26: Two Files are Listed

11. Click the select output button in the lower right hand corner of wrapper.
Navigate to Local Disk (C:) > inetpub > ftproot. Name the file ssh. Click Save.

Save in:

) ftproat

Wisaveas . 1

- e

= Recent Itemsz
PR Deszktop
i‘j M etwark,
- Libraries
A student
1M Computer
b Floppy Digk Drive [2:)
e Local Disk [C:)

e modified

ITI

ems makch wour s

. inetpub
& frproot
ood DWD R Drive (D)
. Malware
) MetworkMiner_1-3
. steq
File name: Issh j Save
Save as type: IF'ngramFiIe [* exe | Cancel |
A

Figure 27: Saving the File to the FTProot Directory
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12. Verify that the path is C:\Inetpub\ftproot\ssh.exe and click the Make button.

o Wrapper 3.2 -0l x|
File Edit Help
File or process name | Parameters | Extract Dir | Run | Extract | Delete k... | Dl after wi. .. | Add File
Up ?C:'I,Llsers'l,student'l,Desktu:up'l,puttv.exe <Win Te..., | True True <Del Aft,,,  False PETT
Eﬂc:'I,Users'l,student'l,Desktu:up'l,iexplu:urer.... <WinTe... True True <Del Aft,.. False m
Add Req
Do
Edit
Remove
Seleck Icon
Make
Dukput File:|C:Iinetpub'l,Ftpruut'l,ssh.exe Select output |
Qukput File Size; 497,50 K6 Selecked file size: 6.50 KB 4

Figure 28: Making the Single File

13. On Windows 7, open Outlook by clicking the desktop shortcut.

o [

le Bin  crnd - Shortcut  iexplorer, exe

Figure 29: Opening Outlook

14. Click Next at the startup screen. Click Next to configure an email account.

¥ou can configure Qutlook to connect to a Microsoft Exchange Server, Internet
E-mail, or other E-mail server. ‘Would you like to configure an E-mail account?

+ Yes
" No
Figure 30: Opening Outlook
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15. Select POP3 (Post Office Protocol) as the server type. Click the Next button.

Server Type
You can choase the bype of server wour new e-mail acount will wark with,

{” Microsoft Exchange Server
Conneck ko an Exchange server bo read e-mail, access public folders, and share

documents,
¢ * poP3
Conneck to a POP3 e-mail server ko download your e-mail,

—

Figure 31: POP 3 Server

16. Fill out the following fields:

e For your name, put Director

e For your Email Address, put Director@CEH.com

e For your User Name, put Director

e For your Password, type password

e For the Incoming and Outgoing Server, put 216.1.1.1 (Firewall IP)

Click Next and Finish. You will receive a welcome to Outlook message.

E-mail Accounts X1
Internet E-mail Settings (POP3)
Each of these settings are required to get wour e-mail account warking.,

User Information Server Information

Your Mame: IDirectn:nr Incaming mail serwer (POP3): |215. 1.1.1

E-rnail Address: IDirectnr@CEH.COM Dutgoing rmail server (SMTR: |215. 1.1.1

Logon Information Test Settings

Liser Mame: IDirectu:ur After Filling out the infarmation on this screen, we
recaommend wau kest your account by clicking the

Passwiord; I********| butkon below, (Requires network conneckion)

¥ Remember password
Tesk Accounk Setbings ...

I Log on using Secure Password

Authentication (SPA) Mare Settings ...

= Back I Mexk = I Cancel

Figure 32: Mail Settings
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In the next step, we will use a spear-phish attack, to get the administrator to open our
ssh.exe software, which is putty wrapped with the iexplorer.exe Poison lvy payload.

17. Click the new button in the top Left corner of Outlook.
18. Follow the steps below to send the email to rmiller.
a. Inthe To box, type rmiller@XYZCOMPANY.COM
b. Inthe Subject type, Great SSH Utility
c. Inthe message area, type:

Reggie,

| was thinking this ssh utility will really help you with your CEH Studies.
ftp://216.5.1.200/ssh.exe .

Sincerely,

CEH Director

d. Click Send to send the email.

Do not click the Send/Receive button. The director email account does not exist.

o -15 = " &Reply §Replyto Al (o) Forpard | ' SendfReceive - |

[ % Great SSH Utility - Message (HTML)

© Fle Edt  Wiew [nsert Format  Tools  Actions  Help
ci=A%nd | [ | £ G2 @ Hogﬁom...Einrial » |10

; To.. | [mer@xyzcompany.con
Lo | |
Subject:

| Great 55H Uity

[
%

Reqyie,
I'was thinking this ssh utility will really help you with your CEH Studies.

s | Sincerely,
. 4 | CEH Director

Figure 33: Spear Phish Email

19. Click on the start button on XP and then select Email from the Start menu.

/% Internet
Internet Explorer
#] E-mail
d Tutlook Express

Figure 34: Opening Outlook Express
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20. On the Windows XP Pro machine, Click the Send/Receive button to ensure that
the email is received.

& Inbox - Outlook Express

File Edit Yiew Tools Message Help

¥ . &% & v L X | = .

Create Mail Reply Reply Al Forward Print Delete Send/Recy

Figure 35: Send/Receive Button on Outlook Express

21. The email should appear in rmiller’s inbox. Click on the hyperlink.

& Inbox - Outlook Express

o Fle Edt View Took Message Help

: ! g
: @ v B‘J ﬁ‘ v8 'iﬁ x & ) @ .
. Create Mai Reply Reply Al Forward Print Delete Send/Recy fddresses Find

= Tnhox

Faldzrs X | ¥ From Subject Received
@5 Outloak Express {5 Micrasaft Qutlook Expre..,  Welcome to Outloak Express & 12/27)2012 9:59 PM
B@ Local Folders (S Director (Great S5H Uil
----- 2 Inbox
@ Outhos
----- {13 Sent Ttems
----- @ Deleted Ttems
5B Drafts
From: Director To: rmiler@iyZCOMPARY . COM
Subject: Great 55H Utiity
Regyie,
Contacts + = | |'was thinking this ssh utility will really help vou with your CEH Studies.
ftp:A16.5.1 200/55h exe
There are no contacks ko display, Click, Sincerely,
an Cankacts to create anew conkact, | CEH Director

Figure 36: Spear Phish Email in the Inbox
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22. Click on the link. Save the file to your Windows XP desktop.

Do you want to run or zave this hle?

Mame: ssh.exe
Type:  Application, 497 KB
Fram: 216.5.1.200

Run ] [ Save ] [ Cancel

Wwhile files from the Intemet can be useful, thiz file tppe can
patentially harm wour camputer. [F you do not trust the source, do not
run or gave this software. What's the risk?

Figure 37: Save the ssh.exe file

23. Double-click on the ssh.exe file on your desktop. Click Run. Putty should open.

E2 PuTTY Configuration

Categony:

=l Seszion Bazic options far your PuT T session
L.l:ugglng Specify the dezstination pou want to connect o
=1+ Terminal
Hozt Mame [or [P addresz) Fort
K.evboard
Bel | |22 |
Features Connection tppe:
= Witidow (JRaw (2 Telnet () Rlogin &) 55H () Serial
Appearance
PP . Load, zave or delete a stored zeszion
Behaviour
Translation Sawved Seszsiong
Selection |
Colours 0 :
efault Settings Load
=+ Connection @
Data Save
b [_save ]
Rlogin
S5H
Seiizl Cloge window on exit;
always (O Mever (3 Only on clean exit

|

Open

J

Cancel ]

Figure 38: The Putty Program (With a Special Bonus)
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On the Windows 7 machine, you will notice a connection in the Poison Ivy window.

Poison Ivy - [Listening on Pork: 443 {(Connections: 1)] ;|g|5|
)| File  Preferences Window Help =]
Connections | Staistics | Settings |
| Wit LAN Con. Type | Computer |Jzer Mame Aee, Tope 05 CRU Fiibd

Yersion 2,32 |Nr, of Ports: 1 nr. of Plugins: 0 |Mr. of Connections: 1

B

Figure 39: A connection from the Victim

Notice that Poison Ivy has the IP address of the Firewall. This is the Public IP address
that the Windows XP machine connects to the Internet through. Also, notice that the
Internal IP address is listed under the Local Area Network (LAN) connection column.

Windows Windows BackTrack Windows
2003 50L 2008 Server 5 XF Pro

INTERNAL NETWORK 192.168.1,

Ethical
Hacking

EXTERNAL NETWORK

216.6.1.100

BackTrack
s

Figure 40: The WAN/LAN connections
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2.2 Conclusion

A malicious Poison lvy payload is coded with the IP address and listening port of the
attacking machine. A wrapper program can combine malicious and legitimate
executables so a user can be fooled into launching malicious code. Once the wrapped
program is executed, the legitimate program will run while the malicious code will run in
the background. This allows the attacker to connect to the victim inconspicuously. Do
not close the Poison lvy window, as it will be used in the next section.

2.3 Discussion Questions
1. What is the function of a wrapper program?
2. How does Network Address Translation, or NAT, affect Poison Ivy?
3. What does the acronym POP stand for?
4. What is a good name for a piece of malware to help disguise its presence?
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3

Exploiting the Victim Machine with Poison Ivy

In this section, you will be using Poison Ivy to exploit the victim. Since not all of the
capabilities will be covered in this lesson, it is recommended that you consider
performing additional experimentation with the software within the isolated
environment.

Never use Poison lvy or the Wrapper software outside of the isolated virtual
environment.

3.1

7/18/2013

Exploitation with Poison vy

On the Windows 7 machine, double-click on the connection. A Window wiill
open with a large number of actions that you can perform against the victim
machine.

Poison Ivy - [Listening on Pork: 443 {(Connections: 1]

gﬂ File Preferences ‘window Help

Connections | Stati&ticsl Setting&l

1D | A | LA | Con. Type | Computer | Jzer Mame | Acc. Type | 0s | CPU | R

C_\}) CEH 2161.1.1 1921681175 Direct WiIN=P Administrator  Adrmin WinP 2395 MHz 11
=] |
g O fp =2 2 o] [y Information

(5 Managers Mame |Va|ue I
L_] Files

{4 Search
~[ab| Regedit
.2 Search
= Pracesses
R Services
-2 Devices
-~k Installed Applications
] Windowes
) Ji:’ Tools
58 Relay
-----&‘ Active Ports
-l Remate Shel
o Password Audit
i Cached
5 NT/NTLM Hashes
L wireless
= Surveilance
-] ¥ey Logger
@4 Audio Capture
|l Screen Capture
-l Webcam Capture
ik Pluginz
Eif| Adminigtration
g’ EditID
- Share
f-'?, Update
@ Restart

w3 Uninstall

Diownload: | 0B/ Upload: | 0B/ i

Figure 41: The connection to the Victim
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2. Right-click on the Information Pane and select Refresh. The Information of the
remote victim computer, such as operating system and patch level are displayed.

CEH [216.1.1.1] - Poison Ivy =10 =]
) Information Oty o 2 o () Information
E i Egnagers Mame | Walue -

- | Files

T Search System Information:
..[ab H_egedit as Microzoft Windows <P
L Jab Search E diticn Professional

%J Frocesses Semvice Pack Service Pack 2

-3 Services Build 2B00

- B Devices *windows 10 5H274-640-1464517-23796

3L, Installed Applications =

] Swdindows Logged on Uszer f" Refresh istrator
_/a,b Tools Account Type a Sawve Ta File

- HE'?&' | Computer Mame [/ Copy Ta Clipbaard F

¥ Ative Ports Workgroup WORKGROUP

'ﬁ Eemate ggeud' Syztern Uptime Bk 31mBls

=24 Passward Audit

|
> ﬁ?ﬁ?frdm e Pracessor InteliR) Core{TM) i7-27600M CPU @ .
= azhes
- wirelss Eiﬂ 1230923;;:;9
=) Survellance R— ! _lLI
i Ken | noner Jid || KX | B
Download: | 0B/ Upload: | OB/s S
Figure 42: Information Screen of Poison Ivy
3. Click on Files and then click refresh folder in the right most pane. You can use
this section to upload and download files over Poison Ivy’s encrypted channel.
You also can execute files (with switches) and securely delete files.
—L—J Files T AT TR =1u][=]] Name | Size | Tyvpe | AL
T 0 Search cee LA [Fimed. freer 1.85/4.99 GiE | [Z5] AUTOEXEC.BAT 1] BAT A
..[an| Fiegedit “ocgs Do [CDROMI 4 | boot.ini 211E IMI HS
CJa8 Search %] COMFIG 5¥5 0E S5 &
=], Processes %] 10,575 0E 575 AHF
% Services %] MSDOS.5YS 0E S5 AHF
-2, Devices [=NTDETECT.COM 4645KB  COM 2HF
5k, Installed spplications | nitldr 24417 KiB AHF
] wWindows | pagefile. sps 7E2 MiB =N AHE
& Toole [m T ssh. ene 497 92 KiB  ExE A
58 Relay
g ';Cti""e Pg:.s ; “':::'7 Refresh Folder
emote Shel 1
e 2 Password Audit Search...
L Cached Showe Thumbnails
25 NTA/NTLM Hashes ._ Doyl
L wireless (g Upload
= Surveillance _# Uploa
i Key Logger I Eecute L4

w7 Audio Capture B Renamne
|8 Screen Capture 8 |
L2 wWeboam Capture Delete
i Plugins ‘ Secure Delete

Figure 43: Managing Files on the Remote Machine
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4. Click the Processes Selection on the left and click refresh in the right pane.

CEH[216.1.1.1] - Poison Iv¥y = 0O] x|
& Information T g ¢ 2 L] g Frocess Manager
= Managers
_____ B Fi;?es Image Mame ¢ | Fath | PIC | Image Bz |
T Search ] Swstemnid... 0 0000C &
_____ ab| Fegedit E alg.exe C: A IMDODWwWShS petemn 32t alg. exe 1092 0100C
L3 Search E CEEE. EHE SEAC NN D OW S henstem32hoerss ene B32 4680
----- %J Frocesses [ esplorere.. CNwINDOWSME splorer EXE 354 o ooc
""" of Semvices [ iexplo™1...  CADOCUME~1TWADMIMI~TWLOCALS =T8T emphiexplo. . 712 a040c
-l -
Figure 44: Processes on the Victim Machine
Processes can be killed. An attacker's strategy may include killing processes associated
with anti-virus. The red process is the Poison Ivy payload running on the victim. As the
attacker, that is one process you do not want to kill on the victim machine. Services can
also be stopped, started, and uninstalled. Applications can also be uninstalled.
5. Click the Services Selection on the left and click refresh in the right pane. Find
Automatic Updates in the list of services. Right-click and select Stop. This will
prevent the machine from receiving windows updates and service packs.
..... 2 Services By Whdware Vista P... | wmrawdsk WG AProgram FilesWhdware® . Whware Vista Phwsic..  Device Dr...  STOFPPED Automatic
----- 2 Devices % WINECE ¥M3Cs “SpstemBoothsystem32ADRIVER. . Device Dri..  RUNNING Autornatic
------- Inztalled Applications %VMware Tools W T ools "C:\Program Filez\Whware’WMw. . Provides suppart for . Standard 5.0 RUMKNING Autarnatic
----- ] Windows %VMware Phusic...  Whware Physi..  "C:\Program Files\WMware'WMw. . Enables supportforr..  Standard 5.0 RUMKNING Automatic
< Tool: %VMware Ethern...  wmanet spatemI2NDRIVERS wmznet sy Device D, RUMKNING b anuial
58 F‘E'?}' % WIN_Svida WM EW08 aystemIZORMNMERS wrin_svoa ays Device Dri.. | RUNNIMG b anial
""" 4" Active Forts 8 VolSnap WalSnap Device Dii.. | RUMMING  Automatic
""" @ Remote Shell &8 Volume Shadow... VS5 CAWINDOWS\Systern32iwssve... | Manages and imple... | Standard 5. STOPPED  Manual
""" -~ Password Audi B Windows Time  W32Time CAWINDOWS\System32isvcho... | Maintains date and .. Shared Ser..  RUNNING  Automatic
1 E?I'j}r?lerLM Hash % Remote Access.. Wanarp aystemIZNDRIVERS wanarp. sy Remote Accesz [P A, Device Dni..  RUMMING tanual
- S WDICh WDICA Device Dii..  STOPPED  Manual
Sur:eillanl:e % Microzaft WIMK. .. wdmaud gystem32hdriverswdmaud. syz Device Dni..  RUMMING tanual
_____ Key Logger %Webl:lient WebClient CAWINDOW S hspstern32hevechos..  Enables Windows-b.. | Shared Ser..  RUMNING Automatic
‘4; fudio Capture %Windnws tana...  winmgmt CAWAMD W Shapstem32hevehos.,. | Provides a commoni.. | Shared Ser...  RUMMING Automatic
..... 4| Screen Capture % Fortable Media ... WmdmPmSH CAWIND WS Spsterm32hsveho... | Retieves the serial .. | Shared Ser..  STOPPED Manual
..... 2l 'wehcam Caphure %Windnws Mana.. Wi CAWIND WS Spstem3hevcho...  Provides spstems ma... | Shared Ser..  STOPPED Manual
i Plugins %WMI Performarn...  wmidpSre CAWAND W Shapstem32hwbemt... | Provides performanc... | Standard 5., STOPPED tanual
B Administration %Windnws Sock..  WS2IFSL “SystemB oot System32hdriversh. . Device D, RUMMING Autoratic:
----- & EditID % Security Center WECTVE NI DS S pzbern 22h evcho, Monitars sustem sec...  Shared Ser..  RUMMING Automatic:
----- 4 Share pd = R NI TR L : Enab e downloa... | Shared Ser.. | RUMMING Automatic
425 Update 8 wireless Zera C.. WZCSWL e Refresh Provides automatic ©... | Shared Ser..  RUMNING Ay tamatic
""" “Z Restart 8 Netwark Provisi.. | smiprov =] save To File Manages #ML confi.. | Shared Ser..  STOPPED b ariuial
----- L Uninztall
1] 28 Start |
wrload: | 0B/ @ Stop pload: | DB/ v

Figure 45: Stopping Automatic Updates
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6. Right-click and refresh the Services pane. Automatic Updates should be stopped.

%.ﬁ.utumatic pda... wuausery CnfIMD DWW S hapstern32hevchos. . Enables the downloa.. | Shared Ser.. | STOFFED Autormatic
Figure 46: Automatic Updates are Stopped
Poison lvy also allows you to interact with a command prompt and dump hashes.
7. To dump the hashes on the remote machine. Select NT/NTLM Hashes in the left
hand pane. Right click in the white space on the right pane and click refresh.
= Managers - — =
[ Files Uzer Mame | Lk Hazh | MT Hazh
Tl Search Adminiztrator 921AA4366F261191078BEYI0EDE 44, CBACDACDAD 44F747EABD YEOFSCABADAR
-[ab) Regedit ezt AaD3IB43RRRT404EEAADIB4IRERT . 3IDECFEODTBAEA3TBFICRA0YEOCORICO
L.Jab Search hacker A3410510B01177D1AAD3B435B51...  AFC44EE73I51DE1DO0EIE7IEDADEE 1EBF
% Processes Helpdzsistant BRI ECADEREQAZZITIVRIACITA0R. . RIREBARCEATICETA71ERATI2R0623614
w3 Services SUPPORT_3339.. AADSR43GBST404EEAADER43IGRET..  AVERER4143F42EEO7ECEACEE SR 428003
M_%JJ_ Devices wvichim AsD3IB4IEBAT404EEALDIBA3EEET ...  F1DECFEODIEAEIZ1EF3C530 FEOCOZICH
3L, Installed Applications
T dindowes
~ Tools
38 Relay
¥ Active Ports
-l Femote Shell
Pazsword Audit
------ .} Cached

Figure 47: Dumping the Password Hashes

3.2 Conclusion

Poison vy provides a Graphical User Interface (GUI) through which users may perform
malicious tasks against a victim machine over an encrypted connection. The attacker
can perform tasks such as uploading and downloading files, dumping hashes, as well as
killing processes and stopping services. Poison lvy should only be used and tested on
machines running in an isolated lab environment. It should not be used "in the wild".

3.3 Discussion Questions
1. What does the red colored process in Poison Ivy’s list of processes indicate?
2. How do you dump hashes within Poison lvy?
3. In what section of Poison Ivy would you stop Automatic Updates?
4. s it advisable to use Poison Ivy outside of an isolated lab environment?
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