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Lab 7: Configuring the pfSense Firewall
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Lab 7: Configuring the pfSense Firewall

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career
Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to configure a pfSense software firewall.
This lab includes the following tasks:

1 — Configuring ICMP on the Firewall
2 — Redirecting Traffic to Internal Hosts on the Network
3 — Setting up a Virtual Private Network

Objectives: Explain the security function and purpose of network devices
and technologies

Companies need to protect their internal resources. This is often done by using a
hardware or software firewall. Certain types of traffic can be blocked or allowed
through the firewall. Understanding how a firewall operates and its relationship to the
internal and external networks is critical to having an understanding of network
security.

ICMP — The Internet Control Message Protocol, or ICMP, is used by ping, tracert, and
traceroute. Network utilities like ping and tracert can be used to test for connectivity. If

ICMP is blocked by the firewall, testing for connectivity becomes more difficult.

Firewall — In Networking, a firewall is a software or hardware device that regulates
traffic. Certain types of traffic can be blocked or allowed through the firewall.

Redirection — Most firewalls can be configured to allow incoming traffic on their
external interfaces to be redirected to internal hosts.

NAT — Network Address Translation will allow internal hosts to reach the external
network through a single IP address. Most firewalls can be configured to perform NAT.

Port Scanning — A Port Scan can be used to determine which ports are open and closed
on the firewall. Tools like Nmap can be used to perform port scanning.
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Lab 7: Configuring the pfSense Firewall

Pod Topology

BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

|
Firewall
|
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: Topology
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Lab 7: Configuring the pfSense Firewall

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

192.168.100.3

password

192.168.100.201

password

192.168.100.147

password

10.10.19.1
192.168.100.1

admin/pfsense

10.10.19.148

password

10.10.19.202

password
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Lab 7: Configuring the pfSense Firewall
BackTrack 5 Internal Attack Login:
1. Click on the BackTrack 5 Internal Attack icon on the topology.

2. Type root at the bt login: username prompt and press enter.
3. Atthe password prompt, type password and press enter.

ackTrack 5 R1 - Code Name

bt login: root
Password: _

Figure 2: BackTrack 5 login

For security purposes, the password will not be displayed.

4. To start the GUI, type startx at the root@bt:~# prompt and press enter.

[+] To start a graphical interface, type
[%] The default root password is " £

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up

Windows 2003 Server Login: (internal and external victim machines):

1. Click on the Windows2k3 Server Internal Victim icon on the topology

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del
(version 2 viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of
the viewer window (version 1 viewer).

3. Enter the User name, Administrator (verify the username with your instructor).

4. Type in the password, password, and click the OK button (verify the password
with your instructor).

5. Repeat these steps to log into the Windows 2k3 Server External Victim.

Copyright © 1885.2003 Microsoflt Carporation

User name: I Administrator

Password: Ioooooooo|

I ag I Cancel Options ==

e

Figure 4: Windows 2k3 login
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Lab 7: Configuring the pfSense Firewall
Red Hat Enterprise Linux Login:
1. Click on the Red Hat Linux Internal Victim icon on the topology.

2. Type root at the rhel login: prompt and press Enter.
3. Type password at the Password: prompt and press Enter.

For security purposes, the password will not be displayed.

4. To start the GUI, type startx at the [root@rhe ~]# prompt and press Enter.

ed Hat Enterprise Linux Serwver
Kernel 2.6.18-388.e15 on an i686

rhel login: root

assword:

Last login: Sat Jun 16 11:48:58
[rootBrhel ™ 1# startx_

Figure 5: RHEL login

BackTrack 4 External Attack Login:

1. Click on the BackTrack 4 External Attack icon on the topology.
2. Type root at the bt login: username prompt and press enter.
3. Atthe password prompt, type toor and press enter.

For security purposes, the password will not be displayed.
4. To start the GUI, type startx at the stroot@bt:~# prompt and press enter.

BackTrack 4 Beta bt ttyl

bt login: root

Password :

ast login: Sat Jun 16 12:07:06 EDT
inux bt 2.6.28.1 #2 SMP UWed Feb 4 4
+ WELCOME TO THE BACKTRACK LIVE CD

[*] To start Networking - “setcsini
[*] To start KDE - “startx”
[*] To start FUWM - “bt4-crystal”

[+] http://wuwu.remote-exploit.org/
stroot@bt:"# startx

Figure 6: BackTrack 4 login
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Lab 7: Configuring the pfSense Firewall

1 Configuring ICMP on the Firewall

There are many firewall solutions that companies can use. PfSense is an open source,
FreeBSD based operating system, which requires minimal disk space. You can download
the pfSense Live CD or Virtual Machine. It can be downloaded from the following link:
http://www.pfsense.org/index.php?option=com_content&task=view&id=58&Itemid=4/

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.
1.1 Configuring ICMP on pfSense

1. Open aterminal on the BackTrack 4 External Attack Machine by clicking on the
image to the left of Firefox in the task bar, in the bottom of the screen.

root@bt: ~ - Shell - Konsole

Session Edit ‘View Bookmarks Settings Help

Baae@ ~| & root@bt: ~ - Shell - Ko
il

Figure 7: The BackTrack Terminal

2. Type the following to display the IP address for the Backtrack 4 External Attack
Machine:
root@bt:~#ifconfig

root@bt:-# 1fconfig

etho Link encap:Ethernet Hwaddr 00:50:56 o
inet addr:10,10.19.148 Bcast:10.10.1 » (1 255.255.255.0
P BROA RUNMING MULTICAST MTU:1 Metric:1
RX :0 errors:0 dropped:0 overruns:Q frame:0

:0 errors:0 dropped:0 overruns:0 carrier:0
colly ) txqueuelen: 1000
RX bytes:0 0 B) TX bytes:0 (0.0 B)
Interrupt:19 Base address:O 0

Figure 8: IP address of External BackTrack
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Lab 7: Configuring the pfSense Firewall

3. Log on to the Windows 2k3 Server Internal Victim Machine. Use the PC menu in
the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click
the Send Ctrl-Alt-Del link in the bottom right corner of the viewer window
(version 1 viewer). Log on with the username of Administrator and the
password of password.

If you have already logged into the machine, as described in the Lab Settings section,
you may skip this step.

Welcome to Windows

[ 7 Windows Server2003
¥. Standard Edition

Copyright © 1395. 2003 Microssl! Corporation
&= Press Ct-Alt-Delete to begin,

Requiring this key combination at startup helps keep your
computer secure. For more information, click Help,

N Windows Interal S Wir Server 2003 MSEC POD Connected

Figure 9: Send Ctrl-Alt-Del to the Windows 2003 Server

4. Double-click the shortcut to the command prompt icon on the Windows 2003
desktop.

Carmmand
Praompk

Figure 10: Windows 2003 Command Prompt
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Lab 7: Configuring the pfSense Firewall

5. Type the following command to view your IP address:
C:\>ipconfig

Command Prompk

C:h=ipcontig

Windows IP Configura

Ethernet adapter Local Area Connecticn:

specific DN suffix

Figure 11: The IP address information

6. From the Windows 2k3 Server Internal Victim Machine, ping the internal
pfSense IP address by typing:
C:\>ping 192.168.100.1

C:hyxping 192.168.100.1

Pinging 1592.16

= TTL=64
TTL=64

Figure 12: Pinging the Internal Address of the Firewall
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Lab 7: Configuring the pfSense Firewall

7. From the Windows 2k3 Server Internal Victim Machine, ping the external
BackTrack IP address by typing:
C:\>ping 10.10.19.148

Figure 13: Pinging the External IP address

Internet Control Message Protocol, or ICMP, is allowed from any of the four Internal
clients to the two machines on the External Network. While ICMP is commonly allowed
out within most organizations, | have worked in several places where you cannot ping
out.

BackTrack 5 Windows 7 Red Hat Linux Windows 2k3 Server
Attack Attack Victim Victim
'~ ~
Ny NS -
o o ° *
= = > -
3 - 147 .201

B—

IEMP™ [Allowed

MSEC A
\‘li‘l‘ i Firewall @I

Multi-Purpose

Security Pod : _——'/_")
Domain: GVPC.local
EXTERNAL NETW K 10.10.19.0/24

£
»
.148

y

Figure 14: ICMP is Allowed OUT
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Lab 7: Configuring the pfSense Firewall

Now that we have determined ICMP is allowed out, it is also a good idea to determine
which TCP ports on the pfSense firewall are accessible to clients on the internal

network. Although the pfSense firewall is fairly locked down, some ports are accessible
internally.

8. To determine what ports are accessible on the internal network, login to the
BackTrack 5 Internal Attack Machine with the username root and the password
of password.

Skip to the next step if you have already logged into the machine.

9. Open a terminal window and type:
root@bt:~#nmap 192.168.100.1

:~# nmap 192.168.100.1

Starting Nmap 5.59BETAl ( http://nmap.org ) at 2013-05-21 11:25 EDT
Nmap scan report for pfSense.localdomain (192.168.T00wk)

Host is up (0.00030s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

MAC Address: 00:0C:29:21:4A:E0 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 4.67 seconds

Figure 15: Two TCP ports are Accessible Internally

An internal scan reveals that only 2 TCP ports are accessible from the Internal Network

Protocol Port Number
Domain Name System 53
Hyper Text Transfer Protocol 80

The default settings of pfSense keep the external settings fairly locked down. By
default, external machines will not be able to ping the external IP of the firewall.
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Lab 7: Configuring the pfSense Firewall

10. From the Windows 2k3 Server External Victim Machine, attempt to ping
pfSense by typing:
C:\>ping 10.10.19.1

=ping 10.10.159.1

Pinging 10.10.19%.1 with 32

Request timed out.
timed out.
Request timed out.

Request timed out.

Ping s

Figure 16: The Pings Fail

11. On the BackTrack 4 External Attack Machine, Determine if the pfSense firewall
is allowing any incoming ports by typing:
root@bt:~#nmap 192.168.100.1

ﬁﬁiﬂi:#lﬂﬁpl@d@dgd
S-27 18:40 EDT

C Addre

Mmap done: 1 IP address (1 host up) scanned 1n 49.80 seconds

Figure 17: No Ports are Open

We will now configure the pfSense Firewall to allow ICMP from external hosts.

12. On the Red Hat Enterprise Linux Internal Victim Machine, open Firefox by
clicking Applications in the top left menu, selecting Internet, then selecting
Firefox Web Browser.

@ Accessories
@ Graphics »

Internet

Q Firefox Web Browser

Figure 18: Opening Firefox
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Lab 7: Configuring the pfSense Firewall

13. Type the following URL in the browser: http://192.168.100.1

2 Login - Mozilla Firefox =8 |x
Fle Edit View History Bookmarks Tools Help
@ o @ O @ ¥ nupsno21681001/ | [#q~Googie @,

[ Most Visited > MlRed Hat MMlRed Hat Magazine MMRed Hat Network MllRed Hat Support

& Login x Red Hat Enterprise Linux x |9 b

Figure 19: Opening pfSense

14. For the username, type admin. For the password, type pfsense. Click Login.

Figure 20: Logging in to pfSense

15. From the Interfaces Tab of pfSense, select Wide Area Network (WAN).

- Interfaces b Firewall

WAN

Figure 21: The WAN Interface
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Lab 7: Configuring the pfSense Firewall

16. Scroll down to Private Networks. Uncheck the option to Block Private Networks
and click Save.

Private networks

iL_I: Block private networks

'When s2t, this option blocks traffic from [P addresses that are reserved for private networks & per RFC 1918 {10/,
172.16/12, 192 168/16) &5 well &5 loopback addresses (127/8). You should generally leave this option turned on,
unless your WAN network lies in such a private address space, too.

Block bogon networks
‘When szt, this option blocks traffic from [P addresses that are reserved (but not RFC 1918) or not vet assigned by JANA.
Biogons are prefixes that should never appear in the Internet routing table, and obviously should not appear &s the source
address in any packets you receive.

Figure 22: Unchecking Block Private Networks

17. In order for the new configuration to take effect, click the Apply changes button.

Interfaces: WAN 00

The WAN configuration has been changed.

“ ‘You must apply the changes in order for them to take effect. Apply changes

Don't forget to adjust the DHCP Server range if needed after applying.

Figure 23: Applying the New Configuration

18. Create a rule to allow incoming ICMP traffic by selecting Firewall, then Rules.

b Interfaces + Firewall

Aliases

NAT
Firewall: Rules Rules

Figure 24: Configuring Firewall Rules
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Lab 7: Configuring the pfSense Firewall

19. Click the + button

to create a new Firewall rule for the WAN interface.

(2 v )

ID Proto  Source Port  Destination Port Gateway Queus  Schedule

X| W Reserved/not | * & * * * *
assigned by
TANA

¥ F b

Description

¢ bogon

Figure 25: Adding a New Rule

20. In the Protocol menu, select ICMP from the dropdown box. In order to save the
changes, click the save button directly above the Advanced features section.

Action

Firewall: Rules: Edit

Edit Firewall rule

pass W
Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject ts that with reject, a packet (TCP RST or ICMP port
unreachable for UDP) 15 returned to the sender, whereas with block the packet s dropped silently. In etther
case, the original packet ts discarded.

o 0o

Disabled

[ pisable this rule
Set this option to disable this rule without remaoving it from the list.

Interface

waN T

Choose on which Interface packets must come In to match this rule.

Protocol

[

TCP protocaol this rule should match.
e &5, you should specify TCP here.

ICMP type

TC R UCP
v

ESP [rp for the protocal above, you may specify an [CMP type here.
AH

GRE

IGMP
DSPE to Invert the sense of the match.
any
carp ¥

Ltire | HEES

Destination

Dnm

Use this optlon to Invert the sense of the match.

Type: | any v |
Address: | HEED|

D Log packets that are handled by this rule
Hint: the firewall has Imited local log space. Don't turn on logging for everything. If you want to do a lot of
logging, consider using a remate syslog server (see the Diagnostics: System logs: Settings page).

Cescription

N

You may enter a description here for your reference.

—_— I| Save I| Cancel

Figure 26: Saving the New Rule

8/2/2013
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Lab 7: Configuring the pfSense Firewall

21. In order for the new configuration to take effect, click the Apply changes button.

Firewall: Rules 600

n The firewall rule configuration has been changed. r 1

You must apply the changes in order for them to take efiect. |.M.l

Figure 27: Applying the Changes

22. From the BackTrack 4 External Attack Machine, attempt to ping 10.10.19.1

t:-# ping 10.10.19.1 -c 4
.10.19.1 10.19.1) S&(
from 10. '
from 10.
from

; from

time 2026ms

Figure 28: Successfully Pining the Firewall’s External IP address

After configuring the firewall, the pings to the eternal interface should be successful.

1.2 Conclusion

With a firewall, both incoming and outgoing traffic can be limited. In most cases, the
incoming traffic will be much more restricted than the outgoing. In the example
covered in Task 1, outgoing ICMP traffic was allowed while incoming ICMP traffic was
blocked. By configuring the firewall, we allowed incoming ICMP traffic.

1.3 Discussion Questions
1. What does ICMP stand for?
2. By default, how many TCP ports are open on a pfSense internal interface?
3. By default, how many TCP ports are open on a pfSense external interface?
4. What needs to be done in order for rule changes to take effect on pfSense?
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Lab 7: Configuring the pfSense Firewall

2 Redirecting Traffic to Internal Hosts on the Network

In many cases when a firewall is implemented, systems will re-direct traffic to machines
on the internal network hosting various internal services. This is done by configuring a
firewall to allow a port and by re-directing requests to clients on the internal network.

2.1 Configuring a Firewall to Allow a Port and Re-directing Requests

1. Red Hat Enterprise Linux Internal Victim Machine. From the pfSense menu,
choose Firewall, then choose NAT from the menu.

»  System r Interfaces  Firewall

Ali

NAT

Figure 29: Network Address Translation

2. From the Firewall: NAT: Port Forward menu, click the + button on the right.

Firewall: NAT: Port Forward 7]
pertrormard [EEY
i Profo Sre addr Sre. ports Dest addr DSt ports HATIP HAT Parts DS pti an e |_.|','

> Ll

Figure 30: NAT Port Forward Menu

3. Inthe Firewall: NAT: Port Edit menu, Change only these three options:

e Change Destination port range to SSH in the dropdown box menu
e Change Redirect Target IP to 192.168.100.147 (Internal Red Hat Machine)
e Change Redirect Target Port to SSH in the dropdown box menu

Destination
L et
Usa this option o inwvert the san=ze ol the match.

Type: WAN address =

Address: | HEES|

Destination port range Fomi [ ssH ;_]'
o S5H R

Spedity the port or port range for the dest nation ol the packet for this mapping.
Hint: you can leawve the o feld empty ifyou only want o map a single port

Redirect target 1P 192 1658.100.147
Enterthe inkernal |P address ofthe s=erweron which you wanto mapthe ports.
2.g. 12168112

Spadify the porton the machine with the 1P address enered above . In case o a port range, specy the beginning port o
the range (the end port will b2 calculated automatically).
Hint: thisis usually ide ntical bothe Yrom® port abowe

Figure 31: Setting the Redirected IP and Port
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Lab 7: Configuring the pfSense Firewall

4. Click Save. In order for the new configuration to take effect, click the Apply
changes button.

Firewall: NAT: Port Forward (7]

n The NAT configuration has been changed. | Apply changes |

You must apply the changes in order for them totake effect. ! )

S s cutbouns)

If Proto Sre. addr Sre. ports Dest. addr Dest. ports MNATIP NAT Ports Description [‘!"[__4;
[] & wen | TP . . WAM address | 22({55H) 192, 168, 100, 147 | 22({SSH) |
s
|l
s
O pe=s=
oz Inked rue

Figure 32: Applying the Changes

5. On the BackTrack 4 External Attack Machine, Determine if the pfSense firewall
is allowing any incoming ports by typing:
root@bt:~#nmap 10.10.19.1

root@bt: ~ - Shell - Konsole

Session Edit ‘Wiew Bookmarks Settings Help

10.10.19.1

/nmap.org
ting ports 3. 1:

1716 filtered ports
SERVICE

Mmap done: 1 IP address anned 1n 19.01 seconds

af shell

Figure 33: Port 22 is Now Open

During the scan prior to configuring the Firewall: NAT: Port Forward no ports were
accessible from the external network. Port 22 (SSH) is now accessible to external
clients.

When clients from the 10.10.19.0/24 network connect to the IP address of the pfSense
firewall of 10.10.19.1, they will be redirected to the Internal Red Hat Linux machine.
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Lab 7: Configuring the pfSense Firewall

BackTrack 5 Windows 7 Red Hat Linux Windows 2k3 Server
Attack Attack Victim Victim
K g - -
R - - -
3 S 147 J 201
|
B——
INTERNAL NETWORK Domain: MSEC.local

192.168.100.0/24

MSEC 3 -
NEEaRy Frover s==]

Multi-Purpose
Security Pod

Domain: GVPC.local
EXTERNAL NETW@RK 10.10.19.0/24
o

202
-
d

BackTrack 4 Windows 2k3 Server

Figure 34: Redirection Explained

6. On the BackTrack 4 External Attack Machine, Verfiy the configuration on the
pfSense firewall by typing the following:
root@bt:~#ssh 10.10.19.1

7. Type yes when you are asked if you are sure you want to continue connecting.
8. When you are prompted for the root@10.10.19.1’s password, type password.

you want to continue connecting
Permanently added '10.10.19.1' (RSA) to
10.19.1's ord:
1n: Thu A

Figure 35: SSH Connection to the Remote Host
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Lab 7: Configuring the pfSense Firewall

9.

Verify you are on the correct internal machine by typing the following command:
root@bt:~#ifconfig

[Poot@rﬁel ~1# 1fconfig
etho i e :Ethernet Hwaddr

Figure 36: IP address

Although the external configuration has been changed, performing an Nmap scan on the
Internal network will indicate that the ports that are accessible remains the same.

10.

2.2

To determine what ports are accessible on the internal network, on the
BackTrack 5 Internal Attack Machine type:
root@bt:~#nmap 192.168.100.1

:~# nmap 192.168.100.1

Starting Nmap 5.59BETAl1 ( http://nmap.org ) at 2013-05-21 11:25 EDT
Nmap scan report for pfSense.localdomain (192.168.T00wil)

Host is up (0.00030s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

MAC Address: 00:0C:29:21:4A:E0O (VMware)

Nmap done: 1 IP address (1 host up) scanned in 4.67 seconds

Figure 37: Two TCP Ports are Accessible Internally

Conclusion

Firewalls are often configured to redirect traffic to hosts on the internal network. Even
though external clients are connecting to the IP address of the pfSense firewall, they will
be redirected to a machine hosting the given service on the internal network.

2.3

PwnPE

8/2/2013

Discussion Questions

In what section of the pfSense firewall is internal redirection configured?
What tool can be utilized to verify ports have been open on the firewall?

Does changing the external configuration change the accessible internal ports?
What utility can be utilized to determine which internal machine you are on?

Copyright © 2013 CSSIA, NISGTC Page 21 of 39



Lab 7: Configuring the pfSense Firewall

3 Setting up a Virtual Private Network

A Virtual Private Network (VPN) allows clients from an external network to connect to
and utilize the resources of an internal network. Virtual Private Networks, which are
encrypted, allow individuals to work from remote locations. The encryption of a Virtual
Private Network allows external users to access internal resources in a secure manner.

A VPN can be configured on the pfSense Firewall to allow external users to access
internal resources on the network. After connecting to the firewall, the external user

will be assigned an internal IP address on the 192.168.100.0/24 network.

BackTrack 5 Windows 7 Red Hat Linux Windows 2k3 Server
Attack Attack Victim Victim

Domain: MSEC.local
192.168.100.0/24

INTERNAL NETWORK

11,

Security Pod

Domain: GVPC.local

EXTERNAL NETWG@RK 10.10.19.0/24

¥

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 38: Virtual Private Network Explanation
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Lab 7: Configuring the pfSense Firewall

3.1 Configure the pfSense Firewall to allow Virtual Private Network Traffic

1. Onthe Internal BackTrack machine open Firefox by clicking Applications in the
top left menu, selecting Internet, then selecting Firefox Web Browser.

\ Applications Places
v

[ale

Figure 39: Opening Firefox

2. Type the following URL in the browser: http://192.168.100.1

T

& ' S | hip:/192.168.100.1/

Figure 40: Opening pfSense
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http://192.168.100.1/

Lab 7: Configuring the pfSense Firewall

3. For the username, type admin. For the password, type pfsense. Click Login.

Figure 41: Logging in to pfSense

Two of the most common tunneling protocols for Virtual Private Networks are:

e Point-to-Point Tunneling Protocol (PPTP)
e Layer Two Tunneling Protocol (L2TP)

4. From the VPN Tab of pfSense, select PPTP.

x pfSense.localdomain - Firewall: NAT: Port Forward - Mozilla Firefox

@ pfSense.localdomain - Firewall:...

@ | S) %) htp:/192.168.100.fiewal natphp

Firewall: NAT: Port Forward

Figure 42: Selecting PPTP
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Lab 7: Configuring the pfSense Firewall

5. Click the radio button next to Redirect incoming PPTP connection to: which will
allow incoming PPTP connections, In the PPTP redirection box, type
192.168.1.201, which is the IP address of the Internal Windows 2k3 Server Victim
machine. Scroll down to the bottom of the web page and click the save button.

VPN: VPN PPTP

Configuration

) off

O Redirect incoming PPTP connections to:

PPTP redirection R; 192.168.100.201

Enter the IP address of a host which will accept incoming PPTP connections.

Figure 43: Allowing Redirection to the Client

6. Create arule to allow incoming PPTP traffic by selecting Firewall, then Rules.

kF Interfaces = Firewall

Aliases

Firewall: Rules

Figure 44: Configuring the Firewall Rules

7. Click the + button to add a new firewall rule to allow incoming PPTP Traffic.

Firewall: Rules 00
[ Frosting IOl Lan
1D Proto Source Port Destination Paort Gateway Queue Schedule
B & Reserved/not | * £ & & & &
assigned by
TANA
o ICMP * * * * * none
> TCP * * 192.168.100.147 | 22 * none
(S5H)

Figure 45: Adding a Firewall Rule
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Lab 7: Configuring the pfSense Firewall
7. In the Firewall: Rules: Edit menu, make the following configuration changes:
¢ In the Destination area, select Single host or alias from the drop down box.

e Inthe Address box, type 192.168.100.201
e Inthe Destination port range, select PPTP from the drop down box.

Destination O not
Use this option to invert the sense of the match.

Type: | Single host or alias ¥ |
Address: JERBIRIVE] /31 =]

Destination port from: |[PPTP ¥ I

range
to: [ PPTP v | I

Specify the port or port range for the destination of 1
Hint: vou can leave the 'to' field empty if you only w

Log [] Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't tu
lot of logging, consider using a remote syslog server

page].

Description r\

You may enter a description here for yvour reference

| Save || Cancel |

Figure 46: Configuring the Firewall to allow PPTP Traffic

8. Click Save. In order for the changes to take effect, click the Apply Changes
button.

The firewall rule configuration has been changed.
You must apply the changes in order for them to take effect. PRIy changes

Figure 47: Applying the Changes
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Lab 7: Configuring the pfSense Firewall

11. On the BackTrack 4 External Attack Machine, determine if the pfSense firewall is
allowing any incoming ports by typing:
root@bt:~#nmap 10.10.19.1

{ ap.org ) at 2013-06-07 23:15 EDT
on 10.10.19.
5 filtered ports

STATE SERVICE
open  ssh
losed pptp

Figure 48: Scanning the External IP of the Firewall using Nmap

Now, ports 22 (Secure Shell), and PPTP (Point-to-Point Tunneling Protocol) are shown
After we configure PPTP on the 192.168.100.201, thee port state will change to open.
Next we will configure a PPTP Server on the Windows 2k3 Server Internal Victim
Machine. Options such as NAT and PPTP can be configured in Routing and Remote
Access in Windows.

10. On the Windows 2k3 Server Internal Victim Machine, click on Start, select
Administrative Tools and select Routing and Remote Access.

LIUSTEr HAMINISTFaTar
Adminisiralor §® Component Services

Q Computer Management

E Manage Your Server _.)J My Computer H Configure Your Server Wizard
T H Data Sources (ODBC)
Distributed File Syskem

DMNS

(]

/ wWindows Explorer D Control Panel >
=4

o5 e
ﬁ i Administr akive Tools ,%
Command Prompt
j ) Printers and Faxes n% Domain Security Policy

:3| Ewvent wiewer

Domain Controller Security Policy

—:5"_‘ Motepad

|m]

R Routing and Remoke

F% DS

q) Help and Support E:ﬂ Internet Information Services (II15) Manager
& Licensing

y—) Search # Manage Your Server

=7 un... ﬁﬁ Microsaft .\MET Framework 1.1 Configuration
% Microsoft \MET Framework 1.1 Wizards
#& ] Microsoft SharePoint Administrator
g Metwork, Load Balancing Manager
@ Performance
3 POP3 Service

L2 Remote Desktops

Routing and Remote Access I

B Services
All%grams 3
T|§l Terminal Server Licensing

/ Log OFF @ Shut Down 5 Terminal Services Configuration

F Terminal Services Manager
o start J & & J B Command Prompk I B Commar

Figure 49: Opening Routing and Remote Access
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Lab 7: Configuring the pfSense Firewall

11. Right-click on WIN2k3DC and select Configure and Enable Routing and Remote
Access

;' Routing and Remote Access

File  Ackion ‘iew Help

- = Im| 2

Routing and Remote Aoces:

iConfigure and Enable Routing and Remote Access

Walcname to D'r[

Figure 50: Configuring Routing and Remote Access

12. At the Routing and Remote Access Server Setup Wizard, click Next.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

This wizard belps pou set up pour server so that you can
connect to ather networks and allow connections fram
remate clients.

To continue, click Mesxt.

< Back

Cancel |

Figure 51: Remote Access Server Setup Wizard
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Lab 7: Configuring the pfSense Firewall

13. At the configuration screen, select Custom configuration and click Next.

. Routing and Remote Access Server Setup Wizard

| Configuration

.
“rou can enable any of the following combinations of services, or you can &J
cuztomize this zerver.

" Remate access [dial-up or YPN]

Allow remote clientz to connect to this zerver through either a dial-up connection or a
zecure Yirtual Private Mebwork WPM] Intermet connection.

" Metwork address tranzlation [MAT]
Allowe internal clients to connect to the Internet uzing one public IP address.

 Wirtual Private Metwork [WPM] access and MAT
Allow remaote clientz to connect to this zerver through the Internet and local clients to
connect to the [nternet uzing a single public IP address.

{~ Secure connection between bwo private networks
Connect this network to a remate network., such az a branch office.

Select any combination of the features available in Routing and Remote Access.

Far more information about these options, see Bouting and Bemote Access Help.

< Back I Hext > I Cancel

Figure 52: Custom Configuration

14. At the Custom Configuration, check the VPN access checkbox and click Next.

Routing and Remokte Access Server Setup Wizard

Custom Configuration

o
welhien thig wizard clozes, you can configure the selected zervices in the Routing &_,'
and Remote Access conszale.

Select the zervices that you want to enable on thiz server.
v &

I Dialup access

I Demand-dial connections [ used for branch office mouting ]
I MAT and basic firewall

I L& routing

< Back I Hest = I Cancel

Figure 53: VPN Access
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Lab 7: Configuring the pfSense Firewall

15. Click Finish on VPN Access, to close the routing and remote access wizard.

Routing and Remote Access Server Setup Wizard

Access Server Setup

Aocers Server Setup wizard.

Sumrmary of zelections:

Completing the Routing and Remote

Wizard

You have succezsfully completed the Routing and Remote

WPM access

To cloze this wizard. click Finizh.

[—

[

After you close this wizard, configure the selected services
in the Routing and Remate Accezs conzale.

< Back

I Firizh I

Cancel

Figure 54: Completing the Routing and Remote Access Server Setup

16. Click Yes to start the Routing and Remote Access service.

Routing and Remote Access

]

TT The Routing and Remote Access service has now been installed, Do wou want ko skark
L

the service?

Mo |

Figure 55: Stating the Routing and Remote Access Service

The VPN server needs to be configured to assign IP addresses to clients that connect so
they can access internal resources. The internal clients currently have IP addresses of:

8/2/2013

192.168.100.1
192.168.100.3
192.168.100.147
192.168.100.201
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Lab 7: Configuring the pfSense Firewall

We will configure other external clients who VPN to receive a 192.168.100.0/24 address.

17. In Routing and Remote Access, right-click on WIN2K3DC and go to properties.

% Routing and Remote Access

File  Action Wiew Help

- = ||m| 2
E {Routing and Remate Access! Fouting and Remate Access
FH] Server Skatus
= e B 1 N Lilnlraman fa Dobsa o

..... =) Netwu:ur Il Configure and Enable Routing and Remote Access
..... = Remote At Disable Routing and Remote Access

..... B Ports
E‘]E E_RDLIHI‘IQ
..... g GEMEr  Delete
..... g Skatic Refresh
b = DHCP

or [x=]<a

Figure 56: Selecting the Properties in Routing and Remote Access

all Tasks »

18. Within the local properties of WIN2K3DC, click on the IP tab.

{ WINZK3DC (local) Properties
| ¥¥IN2K3DC {local} Properties el
Generall Secuity 1P | FFPF I Loggingl

¥ Allow IP-bazed remote access and demand-dial connections
— IP* address assignment
Thiz gerver can azzign IF addrezzez by using:
" Diynamic Host Configuration Pratocol [DHCP)
" Static address poal

From | To | Humber | IP'.-'l'«ddre...l b azk |

sdd. | Edie | [ Eemeve |

v Enable broadcast name rezolution

ok I Cancel Ay

Figure 57: Selecting the IP Tab
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Lab 7: Configuring the pfSense Firewall

19. Click the Static Address Pool Radio button. Click the Add Button.

WIN2K3DC (local) Propertie d

Generall Security  IP |F'F'F' I Ln:nggingl

¥ Enable IF routing

¥ Allow |P-based remote access and demand-dial connections

— |P addresz aszignment
Thiz zerver can assign P addrezzes by uzing:

™ Dynamic Host Configuration Pratocal [DHCE)
¥ Static address pool

From | To | Humber | IF'.-“-‘-.-:Idre...| M azk |

Add. Edi. || Eemove |

Figure 58: Adding a Static Address Pool

20. Type the following in the New Address Range box:

e For the Start IP address, type 192.168.100.240
e Forthe End IP address, type 192.168.100.249
e For the number of addresses, type 10

Click the OK button so the New Address Range will be accepted.

Type a starting IP addrezz and either an ending IP addrezz or the number of
addreszes in the range.

Start |P address; 192 168 . 100 . 240
End IP address: 192 . 168100 249
Mumber of addresses: 10
OF. Cancel

Figure 59: The Static Address Range
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Lab 7: Configuring the pfSense Firewall

Now, we will need to give the administrator account dial-in permissions to VPN in.
21. Click on Start, then run and type dsa.msc to open Active Directory.

- Tvpe the name of a program, Folder, document, or
.-E Internek resource, and Windows will open it For wou,
open:

el

Cancel

=1

Figure 60: Opening Active Directory

22. The Active Directory Users and Computers snap-in will load. Expand the
msec.local domain if necessary. Click on the Users folder in the left-hand pane.

Double-click the administrator account in the pane on the right.

@ Eile  Action  Wiew  Window

-.“.'_; Active Directory Users and Compukters

Help

e = | Bm s e X G2

BiflsTRE

!ﬁDDmain Adrnins

mDDmain Camp.
mDDmain Conkr...

ﬁDDmain Guests
ﬁDDmain Users

!ﬁEnterprise ad...

Security Group ...
Security Group ...
Security Group ...
Security Group ..,
Security Group ..,
Security Group ...

@ Active Directory Users and Computer: | Users 50 objects
[:l Saved Queties Marne | Tvpe | Description |
E|" EE;'I'_:IEE'I ﬁ Adminiskrakor Built-in account For admini. ..
¥ wilkin
i ﬂ ASPMET User Account used For running ...
I:I Computers ﬂ bFuller User
B-(&] Domain Contrallers G bi
B[ ForeignSecurityPrincipals blighty=ar Lser
‘23 Users €2 bobnielson ser
ﬂ bward Lser
mCert Publishers  Security Group ... Members of this group are...
ﬂ chawkins User
ﬂ ddraper User
ﬁDns.ﬁ.dmins Security Group ... DNS Administrators Group
!ﬁDnsUpdatePr. .. Security Group ... DMNS clients who are permi. ..

Designated administrators., ..
All workstations and serve...
All domain controllers in th. ..
All dornain guests

All domain users

Designated administrators, ..

ﬂ ereed Lser
ﬂ ghopper User
Group Policy ... Security Group ... Members in this group can...

%Guest

User

Built-in account For guest ..

Figure 61: The Administrator Account
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Lab 7: Configuring the pfSense Firewall

23. Click the Dial-in Tab. Change the Remote Access Permissions from Deny to
Allow. Click OK.

i dministrator Properties 2=
Remote control I Terminal 5ervices Profile I COM+
General I Address I Account | Profile I Telephones I Organization
kember OF Dial-iry I E rvironmert I Seszions

Femote Access Permizzion [Dial-in or YPH]

" Deny access

Figure 62: Allowing Remote Access

24. BackTrack 4 External Attack Machine Determine if the pfSense firewall is
allowing any incoming ports by typing:
root@bt:~#nmap 10.10.19.1

# nmap 10.10.19.1

arting Nmap 4.588 ( http://nmap.org J at 2013-06-05 23:40 EOT
ng ports on 10. H
1715
STATE

ZHw

=]
1

M

Mmap done: 1 IP address

Figure 63: Scanning the Firewall

Notice that the PPTP port is now in the open state.

24. On the Windows 2k3 Server External Victim Machine, Click on Start, then run
and type ncpa.cpl to open Network Connections.

run 2| x|

— Twpe the name of a program, Folder, document, or
Internet resource, and Windows will open it Far wou.

open: Im LI

Ok I Cancel Browse, ., |

Figure 64: Opening Network Connections
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Lab 7: Configuring the pfSense Firewall

25. Click the New Connection Wizard to order to create a VPN connection.

Address ﬂF Mebwork Connections

LANM or High-Speed Internet

Local Area Connection

. Enabled
- InkelR PR/ 1000 MT Metwar. .,

Mew Connection Wizard;

Figure 65: New Connection Wizard

26. Click the next button at the Welcome to the New Connection Wizard Screen.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:
* Connect to the Internet,

* Connect to a private network, such az your workplace
nietwork.

To continue, click Mesxt.

< Back

Cancel |

Figure 66: The New Connection Wizard
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Lab 7: Configuring the pfSense Firewall

27. Select the middle choice to Connect to the network at my workplace.

Mew Lonnection Yizard

Metwork Connection Type
wwhat do wou want bo do’?

= Connect to the Internet
Connhect ta the Internet 2o pou can browse the *“eb and read email.

i+ Connect to the network at my workplace

Connect to a buziness network, [using dial-up or WPMN] =0 vou can work, from home,
a field affice. or another location.

" Set up an advanced connection

Connect directly ko another cormputer uzing wour zerial, parallel, or infrared port, ar
zet up thiz computer =0 that other computers can connect to ik,

< Back I Me=t > I Cancel

Figure 67: Selecting VPN as Connection Type

28. Select the bottom choice of Virtual Private Network Connection.

Hetwork Connection
How do you want to connect ta the netwark, at your workplace?

Create the following connection:

" Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Netwark [ISDM] phone line.

+ Airtual Private Metwork connection:

Connect to the netwark, uzing a wirtual private network [WFM] connection aver the
Internet,

Figure 68: VPN Connection

29. For the name of the company you are establishing a connection to, type XYZ.

Click Next.

Type a name far thiz connection in the fallowing box.

Compatny Mame

orE

Figure 69: Identifying the company name
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Lab 7: Configuring the pfSense Firewall

30. Type 10.10.19.1 for the IP address. Click Next. On the next screen, select My
use only and Click Next. On the final page, click Finish.

YPH Server Selection
‘Wwihat iz the name ar address of the WP server?

Type the hozt name or Internet Pratocol [IP) address of the computer to which you are
cohnecting.

Hoszt name or IF address [for example, microsoft.com or 157 54.0.7 :

10.10.1941

Figure 70: Entering the Remote IP address

31. In the Connect XYZ box, type password for the password and click connect.

21|

Lzer name: I.-'l'«dminiatratur

Passward: I--------l

[T Save this uzer name and password for the following users:

= b only

) Anyone whio wses this computer

Connect I Cancel Froperties Help

Figure 71: Connecting to the Server

In the right corner of your screen, you will see that XYZ is now connected.

i) X¥2Zis now connected x|

Click. here for more information, .,

Figure 72: Connection Established
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Lab 7: Configuring the pfSense Firewall

32. Open a command prompt on the Windows 2k3 Server External Victim Machine
External Windows server and type ipconfig.

ommand Prompt
Fr_wAn
-3 ght
ipcontig

Windows IP Configuration

Ethernet adapter Lc Area Connecticn:

Connecti specific DNE Suffix

oHs suffix

Figure 73: The VPN IP address is Displayed

3.2 Conclusion

When you use a Virtual Private Network, or VPN, users can connect to internal systems
and access resources. Users must have accounts with proper credentials in order to
successfully authenticate to the server. After establishing a VPN connection with a
remote server, the client will be issued a new IP address allowing internal access.

3.3 Discussion Questions
1. What port does Point-to-Point Tunneling Protocol use?
2. Does Point-to-Point Tunneling Protocol use TCP or UDP?
3. What tool can be used to determine if the port for PPTP is open?
4. What still must be configured if PPTP shows up as closed during a scan?
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