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Lab 3: Protocols and Default Network Ports - Transferring Data Using TCP/IP

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career
Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to transfer files using the FTP, HTTP, and SCP
protocols. Protocols like HTTP, FTP, and SCP can be used to transfer files from one
computer to another. File transfers are unencrypted by default when the FTP or HTTP
protocols are used. File transfers will be encrypted if SCP is used. In this lab, the
student will have the opportunity to configure servers and utilize file transfer client
utilities.

This lab includes the following tasks:

1 - Using Hyper Text Transfer Protocol (HTTP) to transfer files
2 - Using File Transfer Protocol (FTP) to transfer files
3 - Transferring Files Securely Using SCP

Objectives: Implement and Use Common Protocols
Identify Commonly Used Default Network Ports

It is important to know how files can be uploaded, downloaded, and securely
transferred using protocols within the TCP/IP suite. Windows, Linux, UNIX, and the Mac
OS X operating systems can be used as HTTP, FTP, and SSH servers. Some of the
operating systems have the ability to run these servers without needing any third party
applications. Windows comes with FTP and HTTP clients, while Linux, UNIX, and Mac OS
come with clients for HTTP, FTP, and SCP. The third party application pscp.exe can be
used on the Windows operating systems to perform secure file copies.

For this lab, the following terms and concepts will be of use:
FTP — File Transfer Protocol, or FTP, can be used to transfer files from one computer to
another. The FTP protocol uses the Transmission Control Protocol (TCP) and two ports,

20 and 21. Port 21 is used for the commands and port 20 is used for the data transfer.
Credential and files that are transferred using FTP are sent in clear text.
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HTTP — Hyper Text Transfer Protocol, or HTTP, can be used to download files. The HTTP
protocol uses the Transmission Control Protocol (TCP) and port 80. HTTP clients include
browsers and wget.exe. Web Server software includes Microsoft’s Internet Information
Services (lIS) and Apache.

SCP — The Secure Copy Protocol, or SCP, can be used encrypt file transmissions. In order
to use the SCP protocol the destination server must be running the SSH protocol. The
SSH protocol uses the Transmission Control Protocol (TCP) and port 22. Credential and
files that are transferred using SCP are encrypted.

IIS — Microsoft’s Internet Information Services, or IIS, is available on their server and
some of their professional client operating systems. The administrator can configure
various servers within 1S, such as FTP and HTTP servers. When IIS was first introduced,
there were many vulnerabilities. However, Microsoft has improved the security of IIS
over the years.

Apache — This is web server software commonly used on Linux machines. However,
Apache can be utilized on Windows, Mac OS X, and UNIX. The name Apache came from
the Native American tribe and the software can be used to host a website.

Netcat — The utility, which works in Windows and Linux, is often referred to as a "Swiss
Army knife", because it has many capabilities. Netcat can be used to scan for open ports on
a remote machine, transfer a file between machines, and send a command shell from one
system to another. The tool is often classified as a virus by AV vendors

Wget - A program that provides non-interactive download of files from the Web. Wget

supports HTTP, HTTPS, and FTP protocols. Wget can work in the background, while the
user is not logged on.
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Lab 3: Protocols and Default Network Ports - Transferring Data Using TCP/IP
Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

192.168.100.3

password

192.168.100.147

password

192.168.100.201

password

BackTrack 5 Internal Attack Login:

1. Click on the BackTrack 5 Internal Attack icon on the topology.
2. Type root at the bt login: username prompt and press Enter.
3. Type password at the Password: prompt and press Enter.

For security purposes, the password will not be displayed.

3 R1 - Code Name

: root

Figure 2: BackTrack 5 login
4. To start the GUI, type startx at the root@bt:~# prompt and press Enter.

t a graphical interface, type "
ault root passuword is " &

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Red Hat Linux Enterprise Internal Victim Login:

1.
2.
3.

Click on the Red Hat Linux Internal Victim icon on the topology.
Type root at the rhel login: prompt and press Enter.
Type password at the Password: prompt and press Enter.

For security purposes, the password will not be displayed.

4.

To start the GUI, type startx at the [root@rhe ~]# prompt and press Enter..

Red Hat Enterprise Linux Server
ernel 2.6.18-388.el5 on an i686

rhel login: root

Password:
LLast login: Sat Jun 16 11:48:58
[rootBrhel " 1# startx_

Figure 4: RHEL login

Windows 2k3 Server Internal Victim Server Login:

8/2/2013

Click on the Windows 2k3 Server Internal Victim icon on the topology

Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del
(version 2 viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of
the viewer window (version 1 viewer).

Enter the User name, Administrator (verify the username with your instructor).
Type in the password, password, and click the OK button (verify the password
with your instructor).

£ 5 WindowsS

¥ Standard Edition

Copyright © 18852003 Microsolt Carparation

User name: | Administrator

Password: I ooooooool

| g I Cancel Options == l

B

Figure 5: Windows 2k3 login
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1 Using Hyper Text Transfer Protocol (HTTP) to Transfer Files

Most people are familiar with the process of how to download a file from a web server.
However, people who don’t do network administration might not know how to
configure a HTTP server. In this exercise, you will configure an Apache server on a Linux
machine so that a client can download files to their machine. Apache is web server
software which runs on a variety of operating systems. A version of Apache is included
with BackTrack so the machine can perform web server functions.

Keep in mind that Linux commands are case sensitive. The commands must be entered
exactly as shown, or errors will occur.

1.1 Transferring Files with HTTP
Start the Apache Server on the Attack Machine
1. Open aterminal on the in BackTrack 5 Internal Attack system by clicking on the
picture to the right of the word System in the task bar in the top of the screen.

Start the Apache server by typing the following command at the terminal:
root@bt:~#apache2ctl start

“\Applications Places System [>_]

A v X root@bt: ~

File Edit View Terminal Help

Figure 6: Starting Apache

2. To verify that the Apache server is listening on port 80, type the following:
root@bt:~#netstat —tan | grep 80

:~# netstat -tan | grep 80

5] 0 6.0.0.0: B.0.0.0:% LISTEN

Figure 7: Verifying that the Apache Web Server is Running

To test that the web server is functioning with a valid home page, you can attempt to
connect to it from the Windows 2k3 Server Machine by connecting to it from your
browser.
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3. Logon to the Windows 2k3 Server Internal Victim Machine. Use the PC menu in
the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click
the Send Ctrl-Alt-Del link in the bottom right corner of the viewer window
(version 1 viewer). Log on with the username of Administrator and the
password of password.

‘ If you are already logged into the machine, you may skip this step.

Welcome to Windows

- - Windows Server2003

Standard Edition

Copyright © 1985.2003 Microsclt Corporation

&= Press Cil-alt-Delete to begin,

Requring this key combination at startup helps keep your
computer secure. For more informaticn, cick Help,

IN Windows Intemal Server Windows Server 2003 > 0D Connected

Figure 8: Logging on to Windows 2k3

2. On the Windows 2k3 Internal Victim Machine, open Internet Explorer, by
clicking on the shortcut to Internet Explorer in the Quick Launch toolbar, and
type the following URL: http://192.168.100.3 - You should see the message, It
works!, on the webpage.

a http://192.168.100.3, - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

QEBack - &3 - %] [2] @@ | ) Search - Favorites % Media & | (A=
Address @ http:({192.168.100.3]

It works!

This 15 the default web page for this server.

The web server software 15 runming but no content has been added, yet.

Figure 9: Viewing the Default Web Page
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BackTrack comes with wget and several other Window’s executables in the
/pentest/windows-binaries directory. A binary file is an executable file.

* tools - File Browser

File Edit View Go Bookmarks Help

o ™ ® B pentest

Personal - B oo "
& root . ‘-F
@l Desktop 3 :‘@ & —
& Trash sbd.exe tftpd32.exe  vnc-ssh.rar

Devices =
£2 File System ) :‘@ ) ‘@ D ﬂ
— Floppy Drive vncviewer.exe wﬁjet.exe whoami.exe

Network - -
o Entire nete " 21items, Free space: 465.6 MB ———— 4

Figure 10: Windows Binaries on the BackTrack Distribution

3. To copy wget.exe to the Apache directory, type the following at the terminal of
the BackTrack 5 Internal Attack Machine:
root@bt:~#cp /pentest/windows- binaries/tools/wget.exe /var/www

Figure 11: Copying wget.exe to the WWW Directory

You will not receive a message that the file was successfully copied over.

4. To verify that the file in present in the destination directory, type the following:
root@bt:~#ls /var/www

Figure 12: Contents of the WWW Directory

5. Download the wget file from the BackTrack Linux Machine running Apache by
typing the following URL in your browser of the Windows 2k3 Internal Victim
Machine: http://192.168.100.3/wget.exe

; http://192.168.100.3, - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
QEack ~ &3 - [x] 2] @@ | ) Search =7 Favorites
Address hktp: /{192, 165,100, 3woet. exe

Figure 13: The URL in the Browser
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6. Click the Save button at the File Download Screen.

File Download x|

9

Saome filez can harm yaur computer. IF the file information below
looks suspiciouz, ar you da naot fully st the source, do not open ar
zave thiz file.

File name; woet,exe

File type:  Application

Fram: 192,145,100, 3

& Thiz bype af file could harm your computer if it containg
malicious code.

whold you like to open the file or zave it to your compuker?

Open |

¥ | iliways ask before apening this twpe af file

Cancel More Infao

Figure 14: File Download Security Box

7. Click on My Computer, then double-click Local Disk (C:) and Windows. Click

Save.

Saveas 21|
Savein: | ) WINDOWS = O &

EMSI31URInstall KES93803v2E  [ime IChschcache
$Reconfigd [hinf ISy security
addins Chjava [Csrchasst
Application Compatibilicy Scripks [T Media [Csvstem
AppPatch [CiMicrosaft MET [Csystemaz
assermbly [Cimsagent C5vsvoL
Cluster [Coimsapps C3TAPI
Config (i iTemp
Conneckion Wizard [CMTDS [Chtwain_32
Cursors [Cinkfrs Co)web
Debug [CSIPCHEALTH [Cwing=s
Driver Cache [C)Prefetch Fldearlogs.exe
Fonts |CSIReqistration @dialer.exe
Help [irepair :& explorer.exe

1I5 Temporary Compressed Files  [CJ)Resources

L4 |

|__§E) hh.exe
i

File name: Iwget. Exe

Save as type: I.-'i‘-.ppli-:atil:ur‘l

=l
=

Save

Cancel |
]

Figure 15: Downloading the Executable to the Windows Directory
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Click Close to close the download complete dialog box. Downloading executables to the
Windows or Windows\system32 directory is a good idea because that will place the
executable in the path. If an executable is in the path, you will be able to type the
command from any directory on the system.

Be cautious as to which executables you allow in the Windows or Windows\System32
directory, as this can pose a security risk to the system.

8. Open a command prompt on the Windows 2k3 Internal Victim Machine by
double-clicking on the Command Prompt shortcut on the desktop.

———n
| Ch_

Command
Prompk

Figure 16: Opening a Command Prompt on Windows 2k3

9. Type the following command to verify that the wget file transferred correctly:
C:\wget --help

¢ Shorbcut bo cmd.exe

Mandatory arguments to long options are mandatory for short options too.

startup:
Y ——yErsion diznlav

Figure 17: Displaying the options for the wget command

Weget is a command line utility that allows you to download web pages and files.

10. To copy netcat to the Apache directory on the BackTrack 5 Internal Attack
system, type the following at the terminal:
root@bt:~#cp /pentest/windows-binaries/tools/nc.exe /var/www

:~# Cp /pentest/windows-binaries/tools/nc.exe /var/wwu

Figure 18: Copying Netcat to the WWW Directory

You will not receive a message that the file was successfully copied over.
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11. To verify that the file in present in the destination directory, type the following:
root@bt:~#ls /var/www

~# 1s /va

beef index.html

Figure 19: Verifying that Netcat is in the WWW Directory

12. On the Windows 2k3 Internal Victim Machine, use wget.exe from the command
line to download nc.exe

C:\wget http://192.168.100.3/nc.exe

¢ Shortcut to cmd.exe

Connecting
HTTF reque
Length:

10

13:19:532 (56.64 ME/s.

Figure 20: Starting a Netcat Listener on Port 443

13. Type the following command to verify that the netcat file transferred correctly:
C:\nc-h

e Shortcut bo cmid.exe

Figure 21: Displaying the Options for the Netcat Command
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14. In the BackTrack 5 Internal Attack Machine terminal, type wireshark (all
lowercase) to bring up the wireshark program.

Applications Places System |[=_

* root@bt: ~
File Edit View Terminal Help

. ~# wireshark

Figure 22: The Terminal Windows within BackTrack
15. Click the button that says Don’t show this message again, and click OK.

Running as user "root" and group "root".
This could be dangerous.

® |Don't show this message again.|
OK

Figure 23: Allow Wireshark to run as root

Wireshark is a protocol analyzer that allows you to capture network traffic in real time.
You can also use it to analyze network traffic that you have captured previously.
We will examine a file containing previously captured data in the steps below.

16. Select file from the Wireshark menu and select open.
Double-click on the root folder, and then double-click on the lab3 folder.

Double-click on the file lab3.pcap

* Wireshark: Open Capture File

|i| < | [ root |Ia|:|El

Places Name

Q, Search mp- B 1ab3.pcap

&3 Recently Used

& root
@@ Desktop
L. File System

Figure 24: Selecting the lab3.pcapfile
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17. From the Wireshark menu, select File > Export > Objects > HTTP.

Export

12 6.188215

K

Frame 1: 62 bytes on wire (4
Ethernet II, Src: Vmware 98:
Internet Protocol Version 4, SSL Session k

+

o}

Objects

+

Figure 25: Parsing HTTP Objects

18. A new window will open with hostnames and filenames. You can see the names
of the two files that were downloaded, wget.exe and nc.exe. When finished,
click Cancel and exit Wireshark.

* Wireshark: HTTP object list

Packet num Hostname Content Type Bytes Filename
280 192.168.100.3 application/x-msdos-program 308736 wget.exe
345 192.168.100.3 application/x-msdos-program 59392 nc.exe

Help | Save As || Save All || Cancel

Figure 26: The HTTP Object List

1.2 Conclusion

Apache is web server software that is included with the BackTrack Linux distribution.
The HTTP protocol uses port 80, and files can be downloaded from an HTTP server with
a browser, such as Internet Explorer, or a command line utility like wget. You can parse
out objects that were transferred via the HTTP protocol over port 80 within Wireshark.

1.3 Discussion Questions
1. What is the command to check to see if the web server is running on Linux?
2. How do you parse HTTP objects out of Wireshark?
3. How can you display all of the options for the wget command?
4. What does HTTP stand for and what port does it use?
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2 Using File Transfer Protocol (FTP) to Transfer Files

File Transfer Protocol, or FTP, uses Transmission Control Protocol and ports 20 and 21.
FTP can be used to upload or download files. FTP sends everything across the wire in
clear text by default, so its use should be avoided in favor of SCP if at all possible.

2.1 Using FTP

You can use FTP from a browser or from the command line. FTP is more powerful from
the command line and offers many more options. You can use FTP to upload or
download files as long as the account you are using has permission. Some FTP sites
allow anonymous access while others require a username and password. By default, all
transmissions using the FTP protocol are sent over the wire in clear text.

1. Open a command prompt on the Windows 2k3 Internal Victim Machine by
double-clicking on the Command Prompt shortcut on the Desktop.

———n
| Ch_

Command
Prompk

Figure 27: Opening a Command Prompt on Windows 2k3

By default, users who connect to the FTP server on this Windows 2k3 system will see the
files and folders located within the C:\Inetpub\ftproot directory.

2. To view which files users will see when they connect to your FTP server, type
C:\dir C:\Inetpub\ftproot

¢+ Shortcut bto cmd.exe
lir C:ZInetpub®
ume in dr -
volume Serial

Directory of C:i\Inetpubi\ftproot

01, 10 10:19 am <OIR =
01, 2010 10:19 am <OIR =
EZI File(s’

Figure 28: Viewing the ftproot directory
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3. Copy the Bliss file to the C:\Inetpub\ftproot directory by typing the following:
C:\ copy c:\WINDOWS\web\Wallpaper\Bliss.jpg c:\Inetpub\ftproot

Figure 29: Copying a JPG file to the C:\Inetpub\ftproot directory

You should receive the message, 1 file(s) copied, if your file is copied successfully.

Now, we will transfer the file from the Windows 2k3 Internal Victim Machine to the
BackTrack 5 Internal Attack Machine.

4. Open aterminal on the BackTrack 5 Internal Attack Machine by clicking on the
picture to the right of the word System in the task bar in the top of the. Connect
to the FTP server by typing the following command:
root@bt:~#ftp 192.168.100.201

Applications Places Systenﬁlirl

"~ v  x root@bt: ~

File Edit View Terminal Help
:~# ftp 192.168.100.201

Connected to 192.168.100.201.

220 Microsoft FTP Service

Name (192.168.100.201:root):

Figure 30: FTP to a Remote Machine

5. For the username, type ftp. For the password, type securityplus.
For security reasons, the password will not be displayed when you type it.

Name (192.168.100.201:root): ftp

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230-Welcome to the ptest.org FTP site.

230 Anonymous user logged in.
Remote system type is Windows NT.
ftp>

Figure 31: Logging in as FTP

FTP sites allowing anonymous connections will allow you to login as ftp or anonymous.
Note: you should receive the message Anonymous user logged in.
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6. Type the following command to view the files on the remote Windows system:
ftp>ls

ftp> 1s

200 PORT command successful.

150 Opening ASCII mode data €opnection for
P3-25-03 07:00AM 51127 Bldss. jpg
226 Transfer complete.

ftp>

/biny/1s.

Figure 32: Viewing the files on the Remote FTP Site

Before the file can be transferred, you need to switch to binary mode if you are
downloading or uploading anything that is not a text file, like a picture or an executable.

7. Type the following command to switch to binary mode:
ftp>bin

Figure 33: Switching to Binary Mode

8. To download the file, type the following command (case sensitive):
ftp>get Bliss.jpg

ftp> get Bliss.jpg

local: Bliss.jpg remote: Bliss.jpg

200 PORT command successful.

150 Opening BINARY mode data connection for Bliss.jpg(51127 bytes)
sfer completeg

51127 bytes receivedin 0.04 secs (1223.6 kB/

ftp>

Figure 34: Downloading the File

9. Close the ftp session by typing the following command at the ftp prompt:
ftp>bye

s for-wisiting.

Figure 35: Leaving the FTP Site

View the file by looking within root’s home folder.
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10. Click on Places from the menu bar and select Home Folder, view Bliss.jpg. Close
the Home Folder when you are finished.

o . L
Applications Places System 1 f

File Edit Vi

Personal

= root
@ Desktop
&L Trash

Devices

x rDIE Home Folder

Connect to Server...

Figure 36: Viewing the Uploaded File

Bliss.jpg

This Windows 2003 FTP Server allows users to download, but not upload files. In order
to allow users to upload files, we must enable write permissions on the FTP server.

11. On the Windows 2k3 Internal Victim Machine, click on the Start button, select
Administrative Tools, and open Internet Information Services (1IS) Manager.

é Internet Explorer

Command Prompkt

: 1
_/ windows Explorer
.-"\.

‘;l Outlook EXpress

Eﬂ; Administrative Tools

ﬁ Printers and Faxes

-

all Programs  #

t__‘,} Help and Suppart
I') Search

distart (G & 5 ) BN

Internet Information Services (II5) Managet

) o 8 o o el - B @ R A T

Licensing

Manage Your Server

Microsoft \MET Framewaork 1.1 Configuration
Microsoft \MET Framework 1.1 Wizards
metwork Load Balancing Manager
Performance

POP3 Service

Remote Deskiops

Routing and Remokte Access

Services

Terminal Server Licensing

Terminal Services Configuration
Terminal Services Manager

Web Interface For Remaoke Administration

Figure 37: Opening Internet Information Services (IIS) Manager
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12. Click the plus (+) sign next to the server name to view all available sites. Expand
FTP Sites by clicking the plus (+) sign next to it. Right-click on Default FTP Site
and go to Properties. Click on the Home Directory tab. Check the Write box and
click OK to close the Default FTP Site Properties window. Close the Internet
Information Services (lIS) Manager.

_Iojx

Y9 Fle action Wiew windo[RETARIN: a. 1
= ] : .
e - | | = FTP Site I Security Accounts I Messages Home Directory |Directu:ur';.f Securityl

?'J Inkernet Information Services B

-5 WINZK3DC (lacal computer’ The content For this resource should come From: —
El_,_J FTP Sites % & directory located on this computer
& Cefaulk FTP Site " 4 directory located on another computer
G- Application Pools —FTP site directory
_._J Web Sites Local path: I c:hinetpubtftproak Browse. ., |
[H-__J Web Service Extension:

~Zis Default SMTP virtual Se ¥ pead

v Log visits

~Directory listing style
O UNIE ®
¥ M5-DOS @

=

| 4| | o I Cancel Apply Help |

Figure 38: Allowing Write Access for the FTP Site

13. On the BackTrack 5 Internal Attack Machine, copy the BackTrack wallpaper to
the root directory by typing the following:

root@bt:~#cp /usr/share/wallpapers/backtrack/Backtrack_5_blue.jpg /root

sr/share/wallpapers/backtrack/Backtrack 5 blue.jpg /root

Figure 39: Copying the Wallpaper file

You will not receive a message that the file was successfully copied over

14. Type the following command to view the file in the root directory:
root@bt:~#ls

Figure 40: Listing the File with the Is command
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15. Connect to the FTP server by typing the following command:
root@bt:~#ftp 192.168.100.201

Applications Places System [>]

A v | X root@bt: ~

File Edit View Terminal Help
~# ftp 192.168.100.201

Connected to 192.168.100.201.

220 Microsoft FTP Service

Name (192.168.100.201:root):

Figure 41: Copying a JPG file to the C:\Inetpub\ftproot directory

16. For the username, type ftp. For the password, type securityplus.
For security reasons, the password will not be displayed when you type it.

Name (192.168.100.201:root): ftp

331 Anonymous access allowed, send identity (e-mail name)
Password:

230-Welcome to the ptest.org FTP site.

230 Anonymous user logged in.

Remote system type is Windows NT.

ftp>

Figure 42: Logging in as FTP

FTP Sites allowing anonymous connections will allow you to login as ftp or anonymous.
Note: you should receive the message, Anonymous user logged in.

17. Type the following command to view the files on the remote Windows system:
ftp>ls

ftp> 1s
200 PORT command successful.
150 Opening ASCII mode data coppection for /bim/1s,

p3-25-03 07:00AM 51127981455 pg
226 Transfer complete.
ftp>

Figure 43: Viewing the files on the Remote FTP Site

Before the file can be transferred, you need to switch to binary mode if you are
downloading or uploading anything that is not a text file, like a picture or an executable.
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18. Type the following command to switch to binary mode:
ftp>bin

Figure 44: Switching to Binary Mode

19. To upload the file, type the following command (case sensitive):
ftp>put Backtrack_5_blue.jpg

ftp> put Backtrack 5 blue.jpg

local: Backtrack 5 blue.jpg remote: Backtrack 5 blue.jpg

200 PORT command successful.

150 Opening BINARY mode data connection for Backtrack,5 blue.jpg.
226 Transfer complete.

88011; bytes sent in .10 S&CS)(8345,1 kB/9)

ftp>

Figure 45: Uploading the File

20. Close the ftp session by typing the following command at the ftp prompt:
ftp>bye

tp= bye

21 Thanks for-wvisiting.
L~

Figure 46: Leaving the FTP Site
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21. On the Windows 2k3 Internal Victim Machine, double-click on My Computer and

22.

2.2

double-click on Local Disk (C:). Double-click on the Inetpub directory, then
double-click on ftproot. Double-click on the Backtrack_5_blue.jpg file to open it.

View Favorites Tools Help

(JBack v o - T | . search Folders | |& & X € | @)~

Address I_) Ci\Inetpubiftproot
MName “ | size | Type | Date Modified | att
) Backtrack_5_blue.jpg 860KB JPEG Image 2{12/20129:11PM A

- Windows Picture and Fax Yiewer

=

c< bhack | track [=

Figure 47: The Uploaded FTP File

Close all open windows.

Conclusion

Like HTTP, the FTP protocol can be used to download files. FTP also can be used to
upload files if the user has permission to do so. Many FTP sites allow users to login
anonymously. FTP uses Ports 20 and 21 and transmits data in clear text by default.

2.3

PwnNPE

8/2/2013

Discussion Questions

What are the two ports that FTP uses?

What is the command to upload a file to an FTP server?

Which ftp command should be used before uploading a picture file?
What is the default directory where Windows FTP files are stored?
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3 Transferring Files Securely Using SCP

In this section, you will securely copy a file from the BackTrack 5 Internal Attack
Machine to the Red Hat Enterprise Linux (RHEL) Internal Victim Machine using SCP.
Unlike FTP transmissions, SCP transmissions are encrypted. Port 22, Secure Shell, is
used for SCP.

3.1 Using SCP
SCP can be used to securely send a file to a remote system.

1. Open aterminal on the BackTrack 5 Internal Attack Machine by clicking on the
picture to the right of the word System in the task bar in the top of the screen.
Copy the BackTrack wallpaper to the root user’s directory by typing the
following:
root@bt:~#cp /usr/share/wallpapers/backtrack/Backtrack_5_camo.jpg /root

p /usr/share/wallpapers/backtrack/Backirack 5 camo.jpggfroot

Figure 48: Copying the BackTrack Wallpaper

2. Type the following command to view the file in the root directory:
root@bt:~#ls Backtrack_5_camo.jpg

:~# 1s Backtrack 5 camo.jpg

Backtrack_5 camo.jpg

Figure 49: The Wallpaper File in root’s Home Directory

3. Copy the file to the root directory of the RHEL Machine by typing the following:
root@bt:~#scp Backtrack_5_camo.jpg root@192.168.100.147:/root/Backtrack_5_camo.jpg

SCP command syntax: scp [filename to copy] [username]@[machine name or IP address
of machine]:[path to copy file to]

:~# scp Backtrack 5 camo.jpg root@192.168.100.147:/root/Backtrack 5 camo.jpg

Figure 50: Using the scp command

Hit the Enter key after you type the scp command on your BackTrack Linux Machine.
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4. If prompted, type yes when you are asked if you are sure you want to continue
connecting. If you do not receive the prompts (as seen below), continue to #5.

5 camo.]jpg root@192.168.100.147:

192.168.100. 14"’ (192. lOu. 100. 14

RSA key fingerprint is ¢8:79:74:50:d9:78:¢1:83:9c:e4:al:53:4c:7d:
Are you sure you want continue \_owqc\_tlvlg 'i.y_'lo’ yes

Figure 51: Connection Warning

5. Type the password of password. The file transfer status should go to 100%.

Figure 52: Transferred File Status

6. On the Red Hat Internal Victim Machine, click on Places and select Home Folder
to view the copied file. Close the window when you are finished.

Computer

| ") CD/DVD Creator .

m

-

a-ks.cfg Backtrack 5 camo.
fﬁ Metwork Servers jp_g -

-

Figure 53: Transferred File
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3.2 Conclusion

The Secure Copy Protocol is a way to securely transfer files from one system to another.
Unlike FTP, SCP encrypts the transmission so usernames and passwords will not be seen
going across the wire like they can be with FTP. Use SCP rather than FTP whenever
possible.

3.3 Discussion Questions

What port does SSH and SCP use by default?

What does SCP stand for?

How is SCP different from the FTP protocol?

What benefits does using SCP provide over other protocols?

PwnNPE
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