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Introduction 

 
This lab is part of a series of lab exercises designed through a grant initiative by the 
Center for Systems Security and Information Assurance (CSSIA) and the Network 
Development Group (NDG), funded by the National Science Foundation’s (NSF) 
Advanced Technological Education (ATE) program Department of Undergraduate 
Education (DUE) Award No. 0702872 and 1002746.  This work has been adapted by The 
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career 
Training (TAACCCT) Grant No.  TC-22525-11-60-A-48.  This series of lab exercises is 
intended to support courseware for CompTIA Security+® certification. 
 
During this lab, students will install and use TrueCrypt.  TrueCrypt is a type of disk 
encryption software for use with the Windows, Mac, and Linux operating systems. 
 
This lab includes the following tasks: 
 

1 - Installing TrueCrypt 
2 - Creating a TrueCrypt Container  
3 - Opening and Viewing Data within a TrueCrypt Container 

 
 
Objective:  Explain the importance of data security 

 
Data needs to be protected by businesses and government agencies.  When data theft 
occurs, companies and organizations can lose money, credibility and customers.  There 
have been several high profile cases mentioned in the media where a laptop was lost or 
stolen and a large number of individuals had their social security numbers compromised.  
Using disk encryption software can help protect sensitive data on desktops, laptops and 
mobile devices.   
 
TrueCrypt – TrueCrypt is a free, open source, disk encryption software for use with the 
Windows, Mac, and Linux operating systems.  TrueCrypt can encrypt the operating 
system drive, a data drive, or a file container within a partition. 
 
BitLocker – Included with the Enterprise and Ultimate versions of Windows Vista and 
Windows 7, BitLocker offers full volume Encryption.  BitLocker can be utilized with 
either a Trusted Platform Module (TPM) chip or a USB key at startup.  
 
FileVault 2 – Starting with Mac OS X 7 (Lion), FileVault version 2 was included with the 
operating system.  It will encrypt the full disk, not just the user’s home folder.  
 
FileVault – Included with Mac OS X version 3 (Panther) through version 6 (Snow 
Leopard).  FileVault only encrypts the user’s home folder when activated for the user.   
 
DMCrypt –Used to encrypt devices on the Linux operating system.   
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Pod Topology 

 
 

 
 

 Figure 1: Topology 

 
  
 
 



    
Lab 16:  Importance of Data Security - Securing Data Using Encryption Software 
   

8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 5 of 28 

 

Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
Required Virtual Machines and Applications 
 
Log in to the following virtual machines before starting the tasks in this lab: 
 
 
Windows 7 Internal Attack Machine  

 
192.168.100.5 
 

 
Windows 7 student password 

 
password 
 

 
 
Windows 7 Internal Attack Login: 

 
1. Click on the Windows 7 Internal Attack icon on the topology.   
2. Enter the username, student  (verify the username with your instructor).  
3. Type in the password, password and hit enter to log in (verify the password with 

your instructor). 
 

  

 Figure 2: Windows 7 login 

 

If prompted to Set Network Location, select “Work network” and then click “Close”.  
Click to reboot the Windows 7 machine when prompted. 
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1 Installing TrueCrypt 

 
TrueCrypt is free software that works on Windows, Mac OS X, and Linux operating 
systems.  It can be downloaded from http://www.truecrypt.org/.  After installing 
TrueCrypt, a user can: 
 

 Mount TrueCrypt Volumes 

 Create TrueCrypt Volumes 

 Encrypt their Operating System Drive 

 Encrypt a Data Drive 
 
 
1.1 TrueCrypt Installation 

 
To install TrueCrypt on your system, perform the following tasks: 
 

1. On the Windows 7 system, double-click on the TrueCrypt Setup 7.1a file on your 
desktop.  

 

 

 Figure 3:  The TrueCrypt Installation Package  

 
2. Click I accept the license terms and click Next. 

 

 

 Figure 4:  Accepting the License Agreement  

http://www.truecrypt.org/
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You can either install TrueCrypt or extract the files and run the executable.  This would 
be convenient if the user wanted to use the program without installing it.  
 

3. Select Install to install TrueCrypt and click the Next button. 
 

 

 Figure 5:  Installing TrueCrypt to the Hard Disk  

 
4. Accept the default installation path and click the Install button. 

 

 

 Figure 6:  Accepting the Default Installation Path 
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5. You should receive a message indicating TrueCrypt was successfully installed. 
 

 

 Figure 7:  TrueCrypt Installed Successfully 

 

6. Click Finish to close the installer.   

 

 

 Figure 8:  Click Finish to Close the Installer 

 
7. Click No to bypass the tutorial.  If you choose to view the tutorial, you would 

need a PDF viewer in order to read the file. 
 

 

 Figure 9:  View Tutorial 
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You will now be at the TrueCrypt screen where volumes can be created and mounted.  
Notice the TrueCrypt icon in the bottom right hand corner of the screen, which indicates 
that TrueCrypt is in use on the system. 
 

If TrueCrypt does not open after installation, click on the TrueCrypt shortcut to display 
the TrueCrypt interface shown in the figure below. 

 
8. Click Exit to leave the TrueCrypt program.  

 

 

Figure 10: TrueCrypt Icon in Right Corner of Taskbar  
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1.2 Conclusion 

 
There are many different disk encryption software packages that can be used to protect 
your data.  Microsoft offers BitLocker, but it only works with certain higher end editions 
of their operating system, such as Enterprise and Ultimate.  If you are a Mac user, you 
can use FileVault.  However, FileVault 1 only functions on Mac OS X, and it only encrypts 
the user’s home folder.  TrueCrypt is free to use and can be used on Windows, Mac, and 
Linux operating systems.  TrueCrypt can encrypt both volumes and containers.  
 
 
1.3 Discussion Questions 

 
1. Is it necessary to install TrueCrypt in order to use it? 
2. On what operating systems can you use TrueCrypt? 
3. How can you tell if TrueCrypt is in use? 
4. Can you encrypt your operating system drive with TrueCrypt? 
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2 Creating a TrueCrypt Container    

 
In order to store data in a protected area, a TrueCrypt container must be created.  You 
can create the container using a blank text file.   
 
 
2.1 Creating a Container 

 
1. Right-click on the Desktop and select New, then select Text Document. 

 

 

 Figure 11:  Creating a New Text Document 

 
2. Name the text document securityplus.txt.  Use a blank document for a 

TrueCrypt container because anything in the text file will be overwritten.  
 

 

 Figure 12: The Text File that will be the TrueCrypt Container 
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3. Double-click on the shortcut TrueCrypt icon on your desktop.  Click Create 
Volume. 

 

 

Figure 13:  The Volume Creation Process in TrueCrypt 

 
With TrueCrypt, you can: 
 

 Create an encrypted file container 

 Encrypt a non-system partition/drive 

 Encrypt the system partition or entire system drive 
 

If you encrypt the system partition, you will need to burn a recovery CD. 
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4. Select Create an encrypted file container and click Next. 
 

 

Figure 14:  Create an encrypted file container 

 
5. Select Standard TrueCrypt volume and click Next. 

 

 

Figure 15:  Standard TrueCrypt volume 
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6. Click the Select File button at the Volume Location screen. 
 

 

Figure 16:  Volume Location Screen 

 
7. Click the Desktop link on the Left side of Windows Explorer screen. 

 

 

 Figure 17:  Navigating to the Text File Location 
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8. Double-click on the securityplus.txt file on the Desktop. 
 

 

Figure 18:  Selecting the Text File 

 
At this point, you will be asked if you want to replace the text file.  
 

It is important to select the blank text file you recently created, in order to avoid 
inadvertently deleting some other text file, which could contain important information.  
Once Yes it clicked, information in the text file is destroyed. 

 
9. Click Yes to replace the text file 

 

 

 Figure 19:  Click Yes to Replace the Text File 
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10. Click Next at the Volume Location Screen after securityplus.txt is selected. 
 

 

Figure 20:  Volume Location Screen 

 
11. At the Encryption Options, accept the default Encryption Algorithm of AES; 

however, others can also be selected.  Click the Next button.  
 

 

Figure 21:  Encryption Options 
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12. For the Volume Size, type 50.  Verify MB is selected and click Next. 
 

 

Figure 22:  Volume Size Screen 

 
13. For the password, type password and confirm the password of password.  

Click Next. 
 

 

Figure 23:  Setting the Volume Password 
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TrueCrypt asks for a password that is a minimum of 20 characters.  You can use a 
shorter password, but it is not advised.  Use uppercase, lowercase, and special 
characters to make a stronger password for any production use of TrueCrypt. 
 

14. Click Yes to the warning about the short password (of password). 
 

 

 Figure 24:  Short Password Warning 

 
15. Accept the default for the File System and click Format. 

 

 

Figure 25:  Volume Format Screen of TrueCrypt 

 

A file 4 GB or larger cannot be stored on a FAT volume.  If you have files larger than 4 
GB, use an NTFS file system instead of using a FAT file system. 
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16. Click Yes to replace the blank text file with a TrueCrypt container. 
 

 

 Figure 26:  File Deletion Warning 

 
17. Click OK in response to the message that the TrueCrypt volume was successfully 

created. 
 

 

Figure 27:  Volume Successfully Created Message 
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18. Click Exit at the Volume Creating Wizard Screen to exit the TrueCrypt program. 
 

 

Figure 28:  Exiting TrueCrypt 

 
 
2.2 Conclusion 

 
Creating an encrypted file container is done by creating a blank text file, and then 
selecting that blank text file during the file container creation process.  
 
 
2.3 Discussion Questions 

 
1. What are the two types of volumes TrueCrypt can create? 
2. What will you need to do if you encrypt the system partition or drive? 
3. What is the default encryption algorithm used within TrueCrypt? 
4. What might make you decide you want to format your TrueCrypt container with 

the NTFS file system? 
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3 Opening and Viewing Data within a TrueCrypt Container 

 
In this section, you will open your newly created TrueCrypt container, store files on it, 
and unmount the volume.  Only a user with the password will be able to mount the 
volume and view the information stored on the encrypted file container.  
 
 
3.1 Using the TrueCrypt Container 

 
In order to protect your data, you will need to know how to mount and unmount your 
TrueCrypt volume.  In order to mount the volume, provide the correct password.  
 

1. Double-click on the TrueCrypt icon on your desktop. 
 

 

 Figure 29:  Opening TrueCrypt 

 
2. Click the Select File radio button so your TrueCrypt container can be located.  

 

 

 Figure 30:  Selecting the TrueCrypt File 
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3. Click the Desktop link on the left side of Windows Explorer screen. 
 

 

 Figure 31:  Navigating to the Text File Location 

 
4. Double-click on the securityplus.txt file on the desktop. 

 

 

 Figure 32:  Selecting the Text File 
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5. Click on any available drive letter, and then click the Mount radio button. 
 

 

 Figure 33:  Mounting the Container 

 
6. Enter password for the password, then click the OK button. 

 

 

 Figure 34:  Entering the Password for the Volume 

 
If the drive is successfully mounted, it will be listed in the TrueCrypt window. 
 

 

Figure 35:  The Volume is Successfully Mounted 
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7. Click on the Start button, and click on Computer. 
 

 

 Figure 36:  Clicking on Computer from the Start Button 

 
Your TrueCrypt volume is displayed as a logical drive on your system.  Items can be 
stored there.  After it is unmounted, no one will be able to see the files stored within the 
container unless they successfully mount the volume with the correct password. 
 

 

Figure 37:  The TrueCrypt Volume is Displayed 
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8. Navigate to Local Disk C:>Windows>Web>Wallpaper>Architecture.  Use the 
CTRL-A keys to copy all of the files within the Architecture folder. 

 

 

Figure 38:  Copying the Picture Files 

 
9. Click on Start and select Computer.  Double-click on the TrueCrypt Volume.  Use 

Control + V to paste all of the items from the folder into the TrueCrypt container. 
 

 

 Figure 39:  Pasting the files within the TrueCrypt Volume 

 
The files should now all be in the TrueCrypt container. 
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Figure 40:  The files within the TrueCrypt Volume 

 
10. Click Dismount to unmount the volume.  The only way someone will be able to 

view those files is if they mount the volume with the correct password. 
 

 

 Figure 41:  Dismounting the TrueCrypt Volume 

 
11. Complete the task by closing all open windows. 
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3.2 Conclusion 

 
Once an encrypted file container is created with TrueCrypt, it must be located, and then 
mounted.  In order to mount the drive successfully, you must provide the correct 
password.  Data can then be stored on the drive.  When you are finished using the drive, 
and want to prevent others from seeing the content within it, dismount the volume. 
 
 
3.3 Discussion Questions 

 
1. What drive letter can be used when mounting a TrueCrypt volume? 
2. How is a TrueCrypt volume displayed after it is mounted? 
3. After mounting, how do you prevent individuals from viewing the content? 
4. What two things do you need to successfully mount a TrueCrypt volume? 
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