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Lab 20: Cryptography

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career

Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

This lab includes the following tasks:
1 — Encryption with the Encrypted File System

2 — Backing up Encrypted File System Keys
3 — Encrypted File System File Recovery

Objectives: Explain the security function and purpose of network devices
and technologies

Companies need to protect their internal resources. This is often done by using
encryption. Encryption is a way of scrambling data so it cannot be read by others.

EFS — The Encrypted File System is a feature that can be utilized on NTFS volumes on
Microsoft Windows operating systems used to protect data from being accessed.

NTFS — New Technology File System, or NTFS. An NTFS Volume is required to use EFS.
Recovery Agent — A recovery agent can recover files that were encrypted using EFS
Pfx file — A Personal Information Exchange file. It can be exported in Windows.

net user — The command allows you to view, create, and delete users in Windows.
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Pod Topology

BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

|
Firewall
|
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: Topology
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Lab 20: Cryptography

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

192.168.100.5

password

Windows 7 Internal Attack Login:

1. Click on the Windows 7 Internal Attack icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

student

Figure 2: Windows 7 login
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Lab 20: Cryptography

1 Encryption with the Encrypted File System

The encrypted file system allows a Microsoft Windows operating system user to protect
their data so it cannot be read by anyone else using the system. EFS has been available

since Windows 2000 and is only supported on New Technology File System (NTFS)
drives. The user who encrypts the file does not need to provide a password to access it.

1.1 Using EFS

1. Onthe Windows 7 Internal Attack Machine, open a command prompt by
clicking on the shortcut on the desktop.

cmd - Nessus Client
Shortcut

Figure 3: Opening the Command Prompt
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Lab 20: Cryptography

2. Type the following command to make a directory called private on the root of C:
C:\mkdir private

oft Wi
ght (< j T ation. A1l rights

Figure 4: Making a Directory

3. Type the following command to list all files and folder on the root of C:
C:\dir

ume in drive C has no label.
volume Serial Number s EBD/-61EY

Directory of Ciy

11:13 PM 1,024
Ja: 4 PM 24
FM <OIR=

PM 10 co

FM <DIR:= fnarme

PM <DIR> PerflLog:
FM <DIR = F
AM <OIR =

FM <OIR=

AM <OIR =
File(s)
Dir(s)  1,410,7;

Figure 5: IP address of External BackTrack

o
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-
NNy

L o
e L T
I 1

4. Type the following command to enter the private directory on the root of C:
C:\cd private

Figure 6: Entering the Directory
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Lab 20: Cryptography

5. Create afile called SSN.txt that says 123-45-6789 by typing the following:
C:\private>echo 123-45-6789 > SSN.txt

Figure 7: Creating SSN.txt

6. Type the following to view the files and folders in the private directory:
C:\>dir

ve C has no label.

Mumber 1s

12:00
12
12:

1,410,404 352

Figure 8: Directory Listing

7. Type the following command to view the contents of the SSN.txt file:
C:\ type SSN.txt

Figure 9: Viewing the Contents of the file

8. Type the following command to leave the command line environment:
C:\exit

Figure 10: Exiting the Command Line
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9. Click on the Start Button and select Computer from the start menu.

B crnd - Shortcut

—

I:'r Getting Started

" student
! Connect to a Projector

= Documents
_-5_ Calculator

Pictures

Sticky Motes

% Snipping Tool

Music
Computer
rol Panel

Devices and Printers

_4!4 XPS Viewer )
Default Programs

@/ Windows Fax and Scan TEe e

» All Programs

| |529r':h programs and files EE@ ::rwn E

Figure 11: Start Menu

10. Under Hard Disk Drives (1), double-click on Local Disk (C:).

r|[|-x;| F Computer » - | ﬂ-| | Search Compu

o Properties Systern properties Uninstall or change a program Map network drive

prites 4 Hard Disk Drives (1)

ssktop Local Disk (C3)
bwhloads U emm— —

1.31 GE free of 8.88 GB

cent Places

4 Devices with Removable Storage (2)

aries
hCUrTients [$ Floppy Disk Drive (A:) g OVD BV Drrive (D:)

usic

rtures

Figure 12: The C: Drive
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11. Right-click on the Private Folder in the list and select Properties.

= lle ==
-,

@uv|£ v Computer ¢ Local Disk () » - | 4 | | Search Local Disk (C:) Fel |
Organize « =a Cpen Include in library - Share with - Burn Mew folder == = £l @
<% Favorites Mame - Date modified Type Size

Bl Desktop 2 SRecycle.Bin 104172011 6:33 PM File folder
& Downloads | class_tools 11,/29,/2011 7:49 PM File folder
5l Recent Places 2 Documents and Settings F/1472009 12:53 AM  File folder
|/ mame 3/15/201211:27 PM  File folder
=l Libraries .. PerfLogs 7/13/2009 10:37 PM File folder
@ Documents . private T2 2 1200 AR File folder
J‘ Music . Program Files Open M File folder
[&=5] Pictures ProgramData Open in new window P File folder
B2 Videos 2 Recovery T-Zip Lo =1 ¥ File folder
2 System Velume Inf Share with s M File folder
L . - i
[ ,E’Computer .. Users Restore previous versions P File folder
== Local Disk (C:) | Windows Tl i (i . P File folder
L1 .nd M RMD File 1KB
€ Metwork autoexec.bat Send to L ¥ Windows Batch File 1KE
config.sys Cut Ll System file 1KB
I10.5YS Copy P System file 0 KB
MSDOS.5YS PM  System file 0 KB
pagefile.sys Eisateb Bttt M System file 1,026,904 KB
Delete
. Rename
private Date modified: 7/2/2013 12:00
[ File folder I Properties I ¢

Figure 12: Properties of the Folder

12. On the General tab, click the Advanced button.

| . private Properties X

General | Sharing I S ecurity I Frevious Yersions Customizel

] private
Tupe: Filz folder
Location: Ch
Size: 14 bytes [14 bytes)

Size ondizk:  4.00 KB [4.095 bytes]

Containz: 1 Filez, 0 Folders

Created: Yesterday, July 01, 2013, 11:40:00 P

Attributes: |H] Read-only [Only applies o files in folder)

[ Hidden I Advanced.. I

Figure 13: Advanced Tab
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13. Check the box that states Encrypt contents to secure data. Click OK.

Advanced Attributes @

Choose the settings wou want For this Folder,

wWhen wou click Ok or Apply on the Praperties dialog, wou will be
asked if wou want the changes ko affect all subfolders and Files
as well,

Archive and Index atkributes

[ Folder is ready For archiving

allow Files in this folder to have contents indexed in addition ko File
propetties

Compress o Encrypt attributes

"] Compress contents to save disk space

I Encrypt contents to secure datal Dekails

[ Ok ] [ Cancel

Figure 14: Encrypt Contents

14. Click OK. Select Apply changes to this folder, subfolder and files. Click OK.

{ | . private Properties | &2 |

Confirm Attribute Changes X |

ou hawve chosen bo make the Following attribuke changes:

encrypt

Do wou want to apply this change to this Folder only, or do you want ko
apply it ko all subfolders and Files as well?

(71 Apply changes to this Folder only

I @) Apply changes tao this Folder, subfolders and Files I

Attributes: Fread-only [Only applies to files in folder)

—or | cees ) [

Figure 15: Applying Changes to the Folder
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15. View the private folder on the C: Drive; the color of the file changed to green.

@Qv|& v Computer » Local Disk (C:) » - | $¢| Search Local Disk (C:) jel I
Organize « Share with + Burn Mew folder g== - '@Z'
Y Favorites Mame : Date modified Type Size
Bl Desktop 3 SRecycle.Bin 10/17/2011 6:33 PM  File folder
& Downloads | class_tools 11/29/2011 7:49 PM  File folder
5] Recent Places 2 Documents and Settings 7/14/200912:53 AM  File folder
, mame 3/15/201211:27 PM  File folder
= Libraries . PerfLogs 7/13/2009 10:37 PM  File folder
3 Decuments I J private 7/2/201312:33 AM  File folder I
&' Music . Program Files 5/31/20121:23 AM  File folder
=] Pictures ProgramData 10/17/2011 6:46 PM  File folder
B videos @ Recovery 10/17/2011 6:33 PM  File folder
A System Volume Information 7/2/201312:33 AM  File folder
1M Computer J Users 10/17/2011 6:33 PM  File folder
l--_-Ij,. Local Disk (C:) ; Windows 5/31/2012 1:50 &AM File folder

Figure 17: Encrypted Folder

16. Open a command prompt by clicking on the shortcut on the desktop.

cmd - Nessus Client
Shortcut

Figure 18: Opening the Command Prompt

17. Create a user on the Windows 7 system by typing the following command:
C:\>net user jessejames cowboy /add

BA Administrator: cmd - Shortout E\@

All rights

Figure 16: Creating a User
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18. Type the following command to add the user to the local administrators group:
C:\>net localgroup administrators jessejames /add

BN Administrator: crnd - Shortcut E@

Figure 20: Adding the User to Administrators

19. Verify that the user has been added to the administrators group by typing:
C:\>net localgroup administrators

BN Administrator: cmd - Shortcut \E\@

Figure 21: Viewing the administrators group

20. Click on the Start Button, click to the right of shutdown, and select Log off.

'v—f;-‘ Windows Fax and Scan
- Lock
» Al Programs
Restart

|-_"" programs andg Jile PI Sleep
A & L
Yy enodm & /@ . P~

o i Iy -l

Figure 22: Log Off
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21. Click on the icon with the name jessejames at the Welcome page.

jessejames student

Figure 17: Selecting the User

22. Type cowboy for the password for the jessejames account.

jessejames

cowboy [k

Switch User |

Figure 18: Typing the Password
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23. Click on the Start Button and select Computer from the start menu.

B crnd - Shortcut m
| &

5’ Getting Started

" student
! Connect to a Projector

Documents
Calculator
HEEgi -
Pictures

Sticky Motes

% Snipping Tool

Music
Computer
Control Panel

Devices and Printers

« XPS Viewer )
Default Programs

@/ Windows Fax and Scan TEe e

» All Programs

| |529r':h programs and files E

Figure 19: Start Menu

24. Under Hard Disk Drives (1), double-click on Local Disk (C:).

7% » Computer » - | ﬂ-| | Search Compu

o Properties Systern properties Uninstall or change a program Map network drive

prites 4 Hard Disk Drives (1)
ssktop Local Disk (C3)
vwhnloads U e— —

1.31 GE free of 8.88 GBE

cent Places

4 Devices with Removable Storage (2)

aries
hCUrTients [Ey Floppy Disk Drive (A:) g OVD BV Drrive (D:)

usic

rtures

Figure 26: The C: Drive
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25. Double-click on the Private Folder. Try to open SSN.txt. Access is denied.

@l\.,/l'| |k Cnmputer|b|LccaI Disk (C:) » private .
Organize = mjﬂpen - Print Burn Mew folder

" Eavorites Mame Date modif
o

Ml Desktop ] SSN 7/2/201312
4. Downloads

15
= Recent Places

= Libraries
5| Documents i 1
Motepad
p 2 Music pa @ 1
M:I Untitled - Motepad
File Edit Format Wiew Help l-_\ Access is denied,

Figure 20: Access is Denied

1.2 Conclusion

The Encrypted File System, or EFS, is a way for a user to protect personal data on a
machine that may be shared by several users. In order to use EFS, the Windows
operating system must have a New Technology File System (NTFS) partition.

1.3 Discussion Questions
1. What File System is required in order to use EFS?
2. What command allows you to add a user from the command line?
3. What command can be utilized to create a file from the command line?
4. What command allows you to create a directory from the command line?
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2 Backing up Encrypted File System Keys

A user can select or create keys, back up their EFS key, update their key, or configure the
use of a smart card. A smart card is a physical device that the user would need to carry
with them in order to authenticate. The use of smart cards is common within

organizations where security is paramount, such as the United States Department of
Defense.

2.1 Backing up the EFS Key

1. Click on the Start Button, click to the right of shutdown, and select Log off.

ﬁ/ Windows Fax and Scan : _
Help and Suppo

»  AllPrograms

| Search programs and files | T

N

Figure 21: Log Off

2. Click on the icon with the name student at the Welcome page.

JESSEJamES

Figure 22: Log on as Student
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3. Logonto Windows 7 Internal Attack Machine as student with the password of
password.

Figure 23: Logging on to the Windows 7 Machine

4. Click on the Start button and select Computer from the start menu.

cmd - Shortcut
‘Er Getting Started

" student
! Connect to a Projector

Documents

Calculator
Pictures

L— Sticky Motes

% Snipping Tool

Music

Computer

@ Paint
@ Mozilla Firefox

Devices and Printers
,ﬁ KPS Viewer )

Default Programs

@/ Windows Fax and Scan Help and Support

» All Programs

Control Panel

Shut down E

Figure 24: Start Menu
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5. Under Hard Disk Drives (1), double-click on Local Disk (C:).

- |‘E.- » Computer

3

- Properties System properties Uninstall or change a program
rites 4 Hard Disk Drives (1)

sktop Local Disk (C:)

whnloads

T ——— e——
b 1.31 GE free of .88 GE

cent Places

- | 4 | | Search C‘s-m,':-ul
I

Map netwark drive

<9

Figure 25: The C: Drive

6. Double-click on the private folder located on the root of the C: Drive.

¥ | Local Disk () »

- Burn Mew folder

-
Mame

& SRecycle.Bin
. class_tools

g Documents and Settings
. mame
| PerflLogs

| private

Figure 26: The Private Folder

7. Verify that student can still access the SSN.txt

F » Computer » Local Disk (C:) e private
- j Open - Print Burn Mew folder
rites LT
sktop = 55N.bdt
whloads
cent Places j S5M. bt - Motepad
File Edit Format WView Help
ries 123-45-6789

Figure 27: Accessing the Encrypted File
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8.

8/2/2013

Click on the Start button and select the Control Panel.

cmd - Shortcut

Getting Started

student

' Connecttoa Projectar

Documents

Calculator

Pictures

Sticky Motes

Music

Snipping Tool

|a‘:-,§ Paint

e Mozilla Firefox

1‘ XPS Viewer
g Windows Fax and Scan

Computer

ntral Panel

Default Programs

Help and Support

» All Programs

| |Search programs and files

T

2|

Figure 28: Control Panel

Devices and Printers

Within the Control Panel, click on User Accounts and Family Safety.

v||§ v Control Panel »

- | +y | | Search Control Panel

Adjust your computer's settings

Wiew byt Category =

System and Security
Review your computer's status
Back up your computer

Find and fix problems

User Accounts and Family Safety
'@'Add OF FEMOVE USEF aCCouUnts
'@' Set up parental controls for any user

MNetwork and Internet

Connect to the Internet

View network status and tasks

Choose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

Ge ¥ &

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display

Figure 29: User Accounts and Family Safety

Copyright © 2013 CSSIA, NISGTC
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10. Click the User Accounts link under the User Accounts and Family Saftey.

p'|$) ¥ Control Panel » User Accounts and Family Safety » v|~£}|| Search Control Panel

| Panel H
rol Panel Home 3&

: Change your account picture '@' Add or remove user accounts
:m and Security ’

Change your Windows password
rork and Internet

Parental Controls

ware and Sound
'@' 5et up parental controls for any user

rams
R it s m Windows CardSpace
= Manage Information Cards that are used te log on to online services
— @i] Credential Manager
nalization : .
Manage Windows credentials

Language, and Region

Figure 37: User Accounts Link

11. Click the Manage your file encryption certificates link on the left.

t‘ iv|‘ﬂ§, « | User Accounts and Family Safety| h| User Accounts

Control Panel Home
Make changes to your user account

Manage your credentials

Change your password
Create a password reset disk

Rermaove your password

Link enline IDs ,
Change your picture

Manage your file encryption )

Configure advanced user @ Change your account type

profile properties

Change my environment

variables '@ Manage ancther account

'@ Change User Account Control settings

Figure 30: Manage Certificates
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12. Click Next at the Manage you file encyrption certificates screen:

L) e Encrypting File System

Manage your file encryption certificates

To encrypt files for additional security. you must hawe an encryption cerdificate and its
associated decrnyption key on your computer or on a smart card. You can't access your
encrypted files without this cerificate and ke

Use this wizard to:

- Select or create afile encryption cedificate and key.

- Back up the cerificate and key to avoid losing access o your encrypted files.

- Set Encrypting File System to use a smarn card.

- Update previoushy encrypted files to use a different cenificate and key.

What is Encrypting File System?

[ —e- 2 Cancel

Figure 31: Managing File Certificates

13. Click Use this certificate and click Next.

@ . Encrypting File System

Select or create a file encryption certificate

Select an existing file encryption cerificate or create a new one. lf wou hawve already
encrypted files, wvou can update them to use this cerificate.

@ Use this cerificate
lf wou are using a smaut card. selectthe cerificate on the smart card.

Certificate details:

Issued to: student [ YWiew cerificate ]

lsgued by: student
Expires: B/A/2113 [

Select cerificate ]

) Create a new cerdificate

“Why do | need a cedificate for file encryption?

¢ Mext Cancel

Figure 32: Use this Certificate
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14. Click Browse next to Backup location. For the filename, type mykey, and click

Save to save to the default location of Documents.

¥ . Save As

~{ Favorites
Bl Desktop
& Downloads

=il Recent Places

=4 Libraries
3 Documents
.J'- Music
E=| Pictures

¥ videos

1% Computer

File name:

= Hide Felders

Figure 33: Save the file

Organize « MNew folder

@Qvlﬂ ¢ Libraries » Documents »

- | +y | | fearch Documents 0 |
F— .@.
N Documents |Ibrary Arrange by: Folder ~
Includes: 2 locations 3
Mame Date medified Type
= = My Music 10/A7/,2011 6:33 PM File folder
2 My Music 7/14,2009 12:53 AM File folder
= My Pictures 10,/17,2011 6:33 PM File folder
2 My Pictures T/14/200912:53 AM  File folder
e =i My Videos 10/17/2011 6:33 PM File folder
2 My Videos F/14/2009 12:52 AM File folder
- 4 | (11 2
m:,.rlce:,.-i -

Sawve as type: [Personal Information Exchange (*.pfx)

=d!

Save

15. For the password and confirm password, type P@sswOrd. Click Next.

@ w . Encrypting File Systermn

Back up the certificate and key

This helps wou awoid losing access to vour encrypted files if the ariginal cedificate and
lkew are lost or damaged.

Current cedificate:

Issuedto: stuclent

@ Back up the cenificate and keyw now

~'ou should back up the cedificate and keyw to remowahble media.

EBackup location:

FPassword:

Confirm password:

Al zars\studentDocumentsymyloes,

P@sswOrd

P@sswiOrd

O Back up the certificate and ke later
Yindows will remind wou the nexttime wou log an.

Whhe should | back up the cendificate and kew?

Figure 34: Setting the password

8/2/2013
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16. Expand All Logical Drives, Select Local Disk (C:), and click Next.

o) el Encrypting File Systermn

Update your previously encrypted files

Selectthe folders containing encrvpted files that wou want to associate with the new

cedificate and key. Ulpdating now helps wou awoid losing access to yvour encrypted files

if the prewvious cenificate and kew are lost.

Folders:
= [ = =l Cir =

[FlLocal Dislk (1

1" update my encrypted files later

Ulpdating wour files might take some time. depending aon how many files wou update . If
wou log off aor rermowve wour smart card during the process. wour files will not be updated.

[ et ] [ Cancel ]

Figure 35: Setting the password

A Progress Screen will appear that indicates it is updating your encrypted files.

o) =d Encrypting File Systerm

Progress...

Updating wour encrypted files..

Cancel

Figure 36: Progress Screen
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17. Click Close at the screen that states, Your Encrypted files have been updated.

(]

{\:_’:) % 1. Encrypting File System

Your encrypted files have been updated

Cerificate details:

Issued to: student [ iew cedificate ]

Izsued bw: student [

Expires: 6/8/21173 wiewe log ]

Cerificate and kew backup location:
AU sershstudenty Documentshmwkes pix

Close

Figure 37: EFS has been updated

If the user’s password is changed, they will no longer be able to access their EFS files.

18. Open a command prompt by clicking on the shortcut on the desktop.

o | A

cmd - Nessus Client
Shortcut

Figure 38: Opening the Command Prompt
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19. Change the password for the student user to 123 by typing the following
command:
C:\>net user student 123

r

&R Administrator: cmd - Shortcut E@

AT rights reserved,

The command completed successtully.

Figure 39: Changing the password to 123

20. Click on the Start Button, click to the right of shutdown, and select Log off

;__5:,1 Windows Fax and 5can

Lock

»  AllPrograms
Restart

| Search programs and files P | Sleep

DT

Figure 40: Log Off
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21. Click on the icon with the name student at the Welcome Page

jessejames student

Figure 41: Log on as Student

22. Log on to the Windows 7 Internal Attack Machine, as student with the
password of 123.

Switch User |

Figure 42: Logging on to the Windows 7 Machine
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23. Click on the Start Button and select Computer from the Start Menu.

cmd - Shortcut M'
L ¥

Getting Started

| student
Connect to a Projector
Documents
Calculator

Pictures

Sticky Motes

% Snipping Tool
,.{fﬁ) Paint

Music
Computer

Control Panel

® Mozilla Firefox
Devices and Printers
1‘ KPS Viewer )
Default Programs

@ Windows Fax and Scan Help and Support

» All Programs

| |559r:h programs and files m
A O

Figure 43: Start Menu

24. Under Hard Disk Drives (1), double-click on Local Disk (C:).

7% » Computer » - | ﬂ-| | Search Compu
b Properties Systern properties Uninstall or change a program Map network drive
prites 4 Hard Disk Drives (1)

sskiop Local Disk (C3)
vwhloads U emm— —

1.31 GB free of 8.88 GB

cent Places

4 Devices with Removable Storage (2)

aries
rcuments [Ey Floppy Disk Drive (A:) g OVD RW Drive (D:)

usic

rtures

Figure 44: The C: Drive
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25. Double-click on the private folder located on the root of the C: Drive.

» | Local Disk (C:) »

- Burn Mew folder

Mame

2 SRecycle.Bin
. class_tools

2 Documents and Settings
. mame
. PerfLogs

| private

Figure 45: The Private Folder

26. Try to open SSN.txt. Access is denied.

. » Computer » Local Disk (C:) » private
4 jOpen - Print Burn Mew folder
bes MName -
ftop =l S5M.bd
nloads -
ent Places ":| Untitled - Notepad
Motepad @
es
urments
EE I._1 Access is denied.
ures
=23
uter

Figure 46: Access is Denied

2.2 Conclusion

EFS keys can be backed up. Itis important to back up the EFS key because if the user’s
password is changed, they will no longer be able to access their EFS files. It is very
important to set a very strong password when you are generating the recover key.

2.3 Discussion Questions
1. Where does a user go to back up their Encrypted File System keys?
2. Will a user be able to access their EFS files after they change their password?
3. Whatis the command to change the user student’s password to 123?
4. Why is it important to set a strong password when generating a recover key?
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3 Encrypted File System Key Recovery

If a user’s password is changed, they cannot access their EFS files. However, if the
certificate was backed up prior to changing the password, the file can be recovered. EFS
files can be recovered by installing the Personal Information Exchange File (PFX) file.

3.1 File Recovery by Installing the PFX File

1. Click on the Start Button and select Documents from the start menu.

cmd - Shortout |

IE" Getting Started

student
! Connect to a Projector

Documents

-ﬂ Calculator

Pictures

Sticky Motes

% Snipping Tool
,.-1_-,;; Paint

Music
Computer
Control Panel

Drevices and Printers

1‘ KPS Viewer _
Default Programs

@ Windows Fax and Scan CE s T

» All Programs

| Search programs and files 0 | E

Figure 47: Documents Link

2. Right-click on the mykey.pfx file and select Install PFX.

| » Libraries » Documents » My Documents »
Install PFX - Share with - Burn Mew folder

s Documents library
top My Documents
nloads Mame - Date o
nt Places

= My Music 1017/
Le - My Pictures 1047/
ments = My Videos 10717/,
Documents = desktop.ini 10717/
blic Docurments | [ mykey.pfs L2020

Install PFX

-

Figure 48: Install PFX
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3. Click Next at the Welcome to the Certificate Import Wizard Screen

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard
P This wizard helps vou copy certificates, certificate trust
" g } lists, and certificate revocation lisks From your disk to a
= certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections. A certificate skore is the swstkem area where
certificates are kept,

To continue, click Mext.

< Back Mext = ] | Cancel

Figure 49: Certificate Import Wizard

4. Click Next at the File to Import Screen

Certificate Import Wizard @

File to Import
Specify the File wou wank to import.

Filz name:

Browse. ..

Moke: More than one certificate can be skored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFX, .P12)
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (55T

Learn more about certificate File Formats

= Back |[ Mexk = l | Cancel

Figure 50: File to Import Screen
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5. Type the password of P@sswOrd for the Private key and click Next.

Certificate Import Wizard @

Password

To maintain security, the private key was prokected with a password,

Twpe the password For the private keyw,

Password:

P@sswOrd

Enable strong private key protection, You will be prompted every time the
private key is used by an application if wou enable this option.

Mark. this key as exportable. This will allow wou bo back up or transport wour
kews at a later time.

| Include all extended properties.

Learn more about protecting private kews

| <= Back |[ Mext = ] | Cancel

Figure 51: Configuring the Firewall Rules

6. Click Next at the Certificate Import Wizard.

Certificate Import Wizard @

Certificate Store

Zertificate stores are swsktem areas where certificates are kept.

windows can auktomatically select a certificate store, or you can specify a location for
the certificate.

@) Auktomatically select the certificate store based on the twpe of certificake

Place all certificates in the Following skore

Browse. ..

Learn more abouk cerbificate stores

= Back |[ Mexk = ] | Cancel

Figure 52: Certificate Store
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7. Click Finish the Completing the Certificate Import Wizard.

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after wou click Finish,

':_-:_f_jl} You hawve specified the Following settings:

= R =R EE S Automatically dekermined by t
Cankent PF=

File Mame CAUsersistudent |\ Documents),

4 UL F

< Back ][ Finish ][ Cancel

Figure 53: Finishing the Import

8. Click OK to the message box that states, the import was successful.

P ~

Certificate Import Wizard @

Figure 54: The Key was Imported
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9. Click on the Start Button and select Computer from the start menu.

cmd - Shortcut
Getting Started

' Connecttoa Projector
Calculator

Sticky Motes

Snipping Tool

,ajjﬁ) Paint

® Mozilla Firefox

1‘ KPS Viewer
@j Windows Fax and Scan

» All Programs

student

Documents

Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

Search programs and files
prog

iy o)

Figure 63: Start Menu

/A _C

10. Under Hard Disk Drives (1), double-click on Local Disk (C:).
7% » Computer » - | ﬂ-| | Search Compu
b Properties Systern properties Uninstall or change a program Map network drive
prites 4 Hard Disk Drives (1)
sskiop Local Disk (C3)
rwinloads -
1.31 GE free of 8.88 GB
cent Places
4 Devices with Removable Storage (2)
aries
rcuments [Ey Floppy Disk Drive (A:) g OVD RW Drive (D:)
Lsic
rtures
Figure 55: The C: Drive
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11. Double-click on the private folder located on the root of the C: Drive.

» | Local Disk (C:) »

- Burn Mew folder

Mame

2 SRecycle.Bin
. class_tools

2 Documents and Settings
. mame
. PerfLogs

| private

Figure 56: The Private Folder

12. Try to open SSN.txt. Access has been restored.

v Computer » Local Disk (C:) » private

d ~J| Open ~ Print Burn Mew folder
has Mame

ktop E] SSM.x

wnloads

ent Places _ | S5M.txt - Motepad

File Edit Format WView Help
L23-45-6789

1=

uments

Figure 57: The File Opens

3.2 Conclusion

When you change your password, you can no longer access your EFS files. However, if
you back up the recovery key before the password is changed, EFS files can be
recovered. In order to recover the EFS files, you must install the saved PFX file.

3.3 Discussion Questions
1. What needs to be provided when installing a PFX key?
2. What is the default color of EFS files and folders?
3. How can you determine if the certificate was imported successfully?
4. Install the PFX file to recover EFS files and folders. What does PFX stand for?
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