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Lab 8: Configuring Backups

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career
Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to configure backups.
This lab includes the following tasks:

1 — Backing Up Files to a Network Drive

2 — Backing Up Files to an FTP Server

3 — Backing Up Files using SCP
Objectives: Execute disaster recovery plans and procedures
Companies need to protect their data by backing it up. A successful disaster recovery
plan includes backup procedures that will allow a company to return to operational
status quickly. Different methods can be utilized to backup critical files and data.
SCP — Secure copy (SCP) is a means of securely transferring files between a local host
and a remote host or between two remote hosts, base on Secure Shell (SSH) protocol.
Files can be uploaded using the SSH protocol with SCP. The files will be encrypted when

sent over of the network.

FTP — File Transfer Protocol, or FTP allows for users to transfer files from one machine to
another remotely. The drawback to using FTP is data is sent in clear text.

Network Drive — A Network Drive is storage on another computer that is assigned a
drive letter. In some cases, a user will only have read access to the network drive, so
they will not be able to store any files. If write permissions exist, the user can store files.

Net use — The net use command can be used to map a remote system’s drives.

Net view — The net view command will display a list of the system’s network shares.
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Pod Topology

BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

S |
o e
IHRBRER Firewall —
A —

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

192.168.100.3

password

192.168.100.201

password

192.168.100.147

password

192.168.100.5

password

BackTrack 5 Internal Attack Login:

1. Click on the BackTrack 5 Internal Attack icon on the topology.
2. Type root at the bt login: username prompt and press enter.
3. At the password prompt, type password and press enter.

Figure 2: BackTrack 5 login

For security purposes, the password will not be displayed.
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Windows 2003 Server Login:

1. Click on the Windows2k3 Server Internal Victim icon on the topology

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del
(version 2 viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of
the viewer window (version 1 viewer).

3. Enter the User name, Administrator (verify the username with your instructor).

4. Type in the password, password, and click the OK button (verify the password
with your instructor).

7 7 Windows

¥ Standard Edition

Copyright © 1885-2003 Microsolt Corparation

User name: I Administrator

Password: I.oooo.ool

| ge I Cancel Options ==

“y

Figure 3: Windows 2k3 login

Red Hat Enterprise Linux Login:
1. Click on the Red Hat Linux Internal Victim icon on the topology.
2. Type root at the rhel login: prompt and press Enter.
3. Type password at the Password: prompt and press Enter.

For security purposes, the password will not be displayed.

4. To start the GUI, type startx at the [root@rhe ~]# prompt and press Enter.

ed Hat Enterprise Linux Serwver
ernel 2.6.18-388.el5 on an i686

hel login: root

assword:
Last login: Sat Jun 16 11:48:58
[root@rhel " 1# startx_

Figure 4: RHEL login

Windows 7 Internal Attack Login:
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Lab 8: Configuring Backups

1. Click on the Windows 7 Internal Attack icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

Figure 5: Windows 7 login
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1 Backing Up Files to a Network Drive

A network drive allows users to use storage on a remote machine. It many cases, end
users are using a server that has a large storage capacity and better hardware resources
than their workstation. Microsoft server operating systems, like Server 2003, 2008, and
2012, also can allow a large number of connections, depending on their licensing model.
Client operating systems, like XP and Windows 8 allow a limited number of connections.

1.1 Mapping a Network Drive

1. Onthe Windows 7 Internal Attack Machine, open a command prompt by
clicking on the shortcut on the desktop.

cmd - Nessus Client
Shortcut

Figure 6: Opening the Command Prompt

2. Type the following command to make a directory called share on the root of C:
C:\mkdir share

Crhvsmkdi e share

Figure 7: Making a Directory
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3. Type the following command to list all files and folder on the root of C:

8/2/2013

C:\dir

sdir
Tume in drive C has no ] l?".ﬂ_. )
Volume Serial Number 1s E8D/-H1EY

Directory of Cii\

1,024

Figure 8: Directory Listing

Type the following command to share the share directory on the root of C:
C:\net share share=c:\share

C:hwenet share share=c:ishar:

=share was shared success

Figure 9: Sharing share

Type the following command to view all shares on the system:
C:\net share

Share name Eezsource Remarlk

Figure 10: Listed Shares
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6. On the Windows2k3 Server Internal Victim Machine, open a command prompt
by clicking on the shortcut on the desktop.

=1
| Ch_

Command
Prommpk

Figure 11: Open the command prompt

7. Type the following command to map a drive to the Windows 7 share (for the
username, type student and for the password type password):
C:\net use x: \\192.168.100.5\share

'.| 1|:'1 i = = ] :] L"'.| :
user name 1s irmwvalid for Y4192.168.100.5\share.
name for . L100.5" : student
Enter the p :
he command co

Figure 12: Mapping a Drive

8. Type the following command to view your mapped network drives:
C:\net use

ons will be remembered.

Lacal Remote

Figure 13: Viewing Mapped Drives
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9. Click on the Start Button and select My Computer from the Start Menu.

Administrator
\g Manage Your Server 4,4 My computer

fov;

B3| command prompt

wWindows Explorer

@ Motepad

,-Egl. DMS

Ba Contral Panel

i Administrative Tools

I ‘“a Printers and Faxes

v

All Brograms — »

@ Help and Support
) search

7 Bun...

waoff  [@) shut pown

| seare | 3 &

10. Click View from the My Computer Menu Bar and select Tiles.

| BA Command Prompt |
Figure 14: Start Menu

¥ My Computer
File Edit | view Favorites Too
F Toolbars >
- . StatusBar
Address I 3 Explorer Bar >
Hard Dish J———

Devices v

Arrange Icons by »

H

Choose Details, .,

Refresh

Figure 15: My Computer Menu Bar

8/2/2013
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Lab 8: Configuring Backups

11. Double-click on the X: Drive under Network Drives.

¥ ™My Computer

File Edit Wiew Favorites

Tools  Help

L Back = £3 - ?’ | ' Search

" Folders | EE T

Address | ' My Computer

Hard Disk Drives

@ Local Disk (1

Metwork Drives

—_—

4 nobjects

Devices with Removable Storage

E::Q@ share on 192,165, 100.5' (%)

D Drrive (D)

Figure 16: Network Drive in My Computer

12. Click File and select New, and then select Folder.

File Edit |\Wew Favorites Tools  Help

Mew 4l ) Folder

Zreate Sharkeut @ Shorteut
Delete ﬁ Eriefcase
Remame !
. _I:' Cﬂ Bitmap Image
poperbies | =
Wordpad Document
Close Rich Text Document

Figure 17: Attempt to Write to the Drive

8/2/2013
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13. You will receive a message stating, Unable to create the folder... Access is denied.

Unable to create folder |
"'-., IUnahble to create the folder MNew Folder'
L

Arccess is denied.

Figure 18: Applying Changes to the Folder

14. On the Windows 7 Internal Attack Machine, click on the start button and click
Computer.

cmd- Shortat

l'_—_:lr Getting Started

student
! Connect to a Projector

Documents
)

EEH

Calculator
Pictures
Sticky Notes

% Snipping Tool
;‘zf Paint
L _
® Mozilla Firefox

D
“‘ KPS Viewer

@j’ Windows Fax and Scan

Music

Computer

ol Panel

es and Printers
Default Programs

Help and Support

P AllPrograms

| |Search programs and files

Figure 19: Start Menu Computer Link

15. Under Hard Disk Drives (1), Double click on Local Disk (C:)

%

B Properties Systern properties Uninstall or change a program Map

1My Computer » - | ¢f|

yrites 4 Hard Disk Drives (1)
sktop Local Disk (C2)
mwnloads w

1.31 GB free of 8.88 GB
iwcent Places

Figure 20: The C: Drive

We will need to assign write permissions to the share folder on the Windows 7 system.
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16. Right-click on the share folder and go to properties.

Pl‘—\é_. » Computer » Local Disk (C:) » - | +4 | | Search
[ - Open Include in library - Share with - Burn Mew folder
writes Mame - Date modified Typ
sktop 2 SRecycle.Bin /2011 6:33 PM File
mwwnloads . class_tools /2011 7:49 PM File
cent Places 2 Documents and Settings :53 AM File
. mame 371572 227 PM File
ries . PerfLogs 7/13/ 37 PM File
rcuments . Program Files 531/ 21:23 AM File
usic ProgramDiata 10/17,/2011 5:46 PR File
“tures & . Recovery 10/17,/2011 6:33 PM File
jEDS . share ToTmEee e =

" Open
2 System Velume Information
Open in new window

1puter . Users
cal Disk (C:) | Windows 7-Zip g
L] .rmd Share with 4
vork autoexec.bat Restore previous versions
config.sys Include in library >
I10.5¥%S
MSDOS.SYS send te g
pagefile.sys Cut
Copy
share Date modified: 7/3/2013 10:31 PM Create shortcut
File folder Delete

Rename
Properties

Figure 21: The Share Folder

17. Click the Sharing tab, then click the Advanced Sharing button.

| . share Properties @

| Ganerall Sharing ISecurityI Frewvious Wersions Customize|

Metwork File and Folder Sharing

share
[ Shared

Metwork Path;
WSTUDENT-PChshare

Share...

Advanced Sharing

Set custom permizzionz, create multiple shares, and set other
advanced sharing options.

19 Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

Ta change thiz zetting, uze the Metwork and Sharing Center

Cloze Cancel Bpply

Figure 22: Sharing Tab
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18. In the Advanced Sharing Window, click the Permissions tab.

Advanced Sharing @

Share this Folder

Settings

Share narne:

[share hd

Lirnit the number of simultaneous users kot =0 -

Comments:

[[Permissions ]I[ Caching ]

[ (o] 4 ][ Cancel ] Apply

Figure 23: Creating a User

19. Check Allow next to Full Control under Permissions for Everyone. Click OK, then

close.
| Permisszions for share @
Share Permizsions
[Group or uzer names:
2 Everpone
[ Add... ] [ Remove ]
Permizzions for Everyone Al Deny
Full Contral ] |
Change [
Read [
Learn about access control and permizzions
ak. ] [ Cancel ] [ Apply

Figure 24: Allow Full Control
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20. Return to the Windows 2k3 Server Internal Victim Machine. Click File and
select New, and then select Folder.

File Edit Wew Favorites Tools Help

Tl T

(Create Shorbout @ horkeut

Leletz ﬂ Briefrase

Renarme
o ﬂ Bitmap Image
Properties et
Wordpad Document
Close Rich Text Document

Figure 25: Attempt to Write to the Drive

21. You will see the "New Folder” folder. You can now write to the Network Drive.

=10l x|
File Edit Miew Favortes Toaols Help | -.f,’
@ Back - . - ?’ | _,}:" Search | Folders | & o X K | -
Address |52 1 j Gu:u
I Size I Twpe I [rake Modified I Attribukes I
File Folder 7512013 037 PM

Figure 26: The Folder is Created

22. Right-click New Folder and select Rename. Type backup for the new folder

name.
File Edit Wiew Fawvarikes Tool
@Back > ¥ | - Search
Address Ig ®t,
Open
Explore
Search...
Send To 3
Cut
Copy
Creake Sharkout
Delete
Properties

Figure 27: Renaming the folder
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23. The folder named backup should now appear on the network drive.

File Edit Wiew Favorites Tools  Help
JBack ~ o) - [T | ' Search | Folders | & b X ) | -
Address |59

Mame = I Size I Tvpe I Drate Modified
I ebackup File Folder 71512013 9:37 FM

Figure 28: Folder is now called backup

24. Click on the Start Button, then run and type ntbackup and click OK.

Run 2| x|

— Twpe the name af a program, folder, document, or
Internek resource, and Windows will open it For wou,

[

(] 4 Cancel | Browse, .. |

EE,’Startl J Ex-] J B Cormmand Prampk |§ K1

Figure 29: The ntbackup command
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Lab 8: Configuring Backups

25. Click Next at the Welcome to the Backup or Restore Wizard.

Backup or Restore Wizard |

Welcome to the Backup or
Restore Wizard

Thig wizard helpzs you back up or restore the files and
zettings on your computer.

|f pou prefer, you can switch to Advanced Mode to change the
zettingz used for backup or restare. Thiz option iz recarmmended
for advanced users only.

W iblways start in wizard mode

Ta caontinue, click Mext.

< Back Cancel |

Figure 30: Backup Wizard

26. Select Back up files and settings and click next.

Backup or Restore Wizard x|

Backup or Restore
“ou can back up files and zettings, or restore them from a previous backup.
25—

“wihat do pou want to do?

* iBack up files and settings

= Bestare filez and zettings

< Back I MHest » I Cancel

Figure 31: Back up files and settings
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27. Select Let me choose what to back up and click next

Backup or Restore Wizard |
What to Back Up
Y'ou can zpecify the items pou want to back up.
2

“What do pou want to back up?

Al information on this computer

Includesz all data on thiz computer, and creates a system recovery dizk that
can be uszed to reztore Windows in the case of a major failure.

I + et me choose what to back ug I @

< Back I Mewut > I Cancel

Figure 32: Let me Choose what to back up

We will backup the Active Directory Database. Active Directory is Microsoft’s Directory
Service. In order to backup Active Directory, we need to backup the System State.

28. Expand Computer and Select System State and then click next,

Backup or Restore Wizard x|

Items to Back Up
“r'ou can back up any combination of drives, folders. or files.
.

i [ Double-click an item on the left to see itz contents on the right. Then select the check
% t bow nest ko any drive, folder, or file that you want to back, up.

Itemsz to back up:

= EI@ Desktop M ame | comment |
E||:| ¢ My Computer 1 ¢ My Computer
B[] == 3% Floppy (4] O ) My Documents

“[]=e Local Dizk (C:] ] % My Metwark Places
-] ks DVD Drive [D:]
5% share on "192.16f
i ew] =B Swestem State

..... Dh:'l ty Documents

- h._g by Metwork, Places

<] | i

< Back Mest » Cancel

Figure 33: Items to Backup Screen
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29. At the Backup Type, Destination and Name Screen, click the Browse Button.

Backup or Restore Wizard XI

Backup Type, Destination, and Hame
our files and settings are stored in the destination you specify.
T __--'-

Select the backup ype:

|Fil =1

Choosze a place to =ave vour backup:

a location not listed here.

Let e choos

Type a name for thiz backup:

IElac:kup

< Back I Hext > I Cancel I

Figure 34: Browse to Location

30. In the Save as box, click My Computer on the left. Double-click X:, then click
backup. Click Save.

Save in: | T8 backup LI (% | ¥ % -

2=l

by Recent Documents
Dezkiop

i} My Documents
| ¢ My Computer |
i 3% Floppy [&:]

e Local Disk [C:]
L DD Drive (D]
S share on 192,162 100.5" [+

\:g by Metwork Places

File hame: IEIac:kup.bkf ;I Sawve I
Save as lype: | Backup Files [".bkf) =] Cancel |

o

Figure 35: Browse to Location
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31. Verify that the place to save the backup is X:\backup. Click Next.

Backup or Restore Wizard x|

Backup Type. Destination. and Mame
our files and zeftings are stored in the destination you specify,
. ° =

Select the backup ype;:
| File =l

Chooze a place o zave your backup:

IX:'\I:uau:kup'\

Type a name for thiz backup:

IEackup

¢ Back Mext > Cancel

Figure 36: Backup Path

32. Click Finish at the Completing the Backup or Restore Wizard.

Backup or Restore Wizard |

Completing the Backup or

@ Restore Wizard
L3 o B

ou have created the following backup zettings:

Mame: #ohbackuphB ackup.bkf
Description:  Set created 7/5/2013 at 10:10 P
Contents: Selected filez and folders

Location: File

To close thiz wizard and start the backup, click Finish.

To specify additional backup options,
click Advanced. Advanced.. |

< Back Cancel |

Figure 37: Completing the Backup
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33. Monitor the Backup Progress and wait until it reaches 100 percent.

i
@Q %

Dirive: |System State
Label: IEackup.bkf created 7/5/2013 at 10:13 Phd
Statuz: IBacking up files from pour computer. .
Frogres:: [ ]

Elapzed: E stimated rermaining:
Time: I 9 zec. I ¥ min.. 3 sec.

Proceszing: ISystem Stateh. . .OM FILES%System'sdirectdb. dil

FProceszed: E stimated:
Files: | 39 | 2 566
Butes: | 10,144,460 | 484 357 446

Figure 38: Backup in Progress

34. When the backup Is complete, click close.

The backup completed. but zome files were
zkipped.
To =ee detailed information, click Report. ﬂl
Dorivee: ISystem State
Label: IEEac:kup.bkf created 7542013 at 10:13 PR
Statuis: |Completed with Skipped Files

Elapzed: E stimated remaining:
Tirne: I B riin.. ¥ sec. I

FProcezssed: E =tirnated:
Files: | 2566 | 2566
Buytes: I 461 680,366 I 505.761.518

Figure 39: Backup is Complete
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35. Go back to the Windows 7 Attack machine, go to the shares directory on the
root of C: and then open the backup folder. Next, right click on Backup.bkf. In
the submenu, hover over 7-Zipand select Add to “backup.7z2”

|| Backup.bkf 7/5/2013 10:20 PM BKF File 452 888 KH
Open |
7-Zip 2 Open archive
i [ 3

Share with 3 2{EE STETE

. . Extract files...
Restore previcus versions

Extract Here

T * Extract to "Backuph”
Cut Test archive
Copy Add to archive...

Compress and email...

Add te "Backup.7z"

Create shortcut

Miclot

Figure 40: 7-zip the File

1.2 Conclusion

The net use command can be used to map a drive on a remote system, and can also be
utilized to display all mapped drives. A network drive can be used to retrieve or store
files. In order to store data to a network drive, write permissions are required.

1.3 Discussion Questions
1. What command allow you to start a backup on Windows 2003 server?
2. What command allows you to map a drive from the command line?
3. What command allows you to view all of your network shares
4. What is the System State?
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2 Backing Up Files to an FTP Server

File Transfer Protocol (FTP) can be used to transfer files from one system to another.
The disadvantage of using FTP is that it sends the user name, password, and data, over
the wire in clear text. If security is paramount, use secure copy (SCP).

2.1 Backing up Files to an FTP Server

In this exercise, we will backup files to the Red Hat Enterprise Linux Internal Victim
Machine.

1. Open acommand prompt on the Windows 7 Internal Attack Machine by clicking
on the desktop shortcut.

cmd - Nessus Client
Shortcut

Figure 41: Opening the Command Prompt

2. Type the following command to ftp to the Red Hat Enterprise Linux Internal
Victim Machine;
C:\ftp 192.168.100.147

Figure 42: FTP to the Remote Site

3. Type root for the username. You will receive a Permission denied message.

EISEE

3.100.147.

s(nonel) | root

T

i

Figure 43: Login Failed
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4. Type the following command to leave the ftp sub-prompt on Windows:
ftp> bye

1,147,

C ™
By,

.o
100.147: Chonell: root

on denied.

Figure 44: Leaving the FTP Session

The FTP protocol sends the user name and password in clear text. For that reason, the
server is not configured to allow root to use ftp. We will create a different account.

5. Log on to the Red Hat Enterprise Linux Internal Victim Machine, with the
username of root and password of password.

[
Red Hat Enterprise Linux 3erver release 5.8 (Tikanga)
Kernel 2.6.18-388.e15 on an ib86

rhel login: root
Pazsword:

Figure 45: Logging In

The password will not be displayed for security purposes.

6. Type the following command to launch the Graphical User Interface
[root@rhel ~]#startx

Red Hat Enterprise Linux Server release 5.8 (Tikanga)
Kernel 2.6.18-388.el5 on an i6H6

rhel login: root

Password:
Last login: Sat Jul 6 14:56:85 on ttiyl
[rootPrhel “1# =startx

Figure 43: Starting the X Server
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Lab 8: Configuring Backups

7. Right-click on the desktop and select Open Terminal to open a terminal

8/2/2013

Create Folder
Create Launcher...

Create Document

Open Terminal f—

Clean Up by Name
Keep Aligned

Change Desktop Background

Figure 46: Opening a Terminal on Linux

Type the following command to add a user to the system named jesse:

[root@rhel ~]# useradd jesse

root@rhel:~

File Edit View Terminal Tabs Help
[root@rhel ~]# useradd jesse

Figure 47: Adding a User

Type the following command to set the password for the user jesse:
[root@rhel ~]# passwd jesse

[root@rhel ~]# passwd jesse

Changing password for user jesse.

MNew UNIX password: 123

BAD PASSWORD: it is WAY too short

Retype new UNIX password: 123

passwd: all authentication tokens updated successfully.

Figure 48: Changing the Password
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10. To view the home folder created for jesse, type the following command:

[root@rhel ~]# 1s /home
jesse student

Figure 49: The Home Folder

11. On the Windows 7 Internal Attack Machine, type the following command to
move the backup.7z to the root directory:
c:\>move c:\share\backup\Backup.7z c:\

C:hemove CihsharedsbackuphBackup. @z

1 file(s) mowved.

Figure 50: Moving the Backup.7z file

12. Type the following to ftp to the Red Hat Enterprise Linux Internal Victim
Machine:
C:\ftp 192.168.100.147

Figure 51: FTP to the Remote Site

13. For the ftp user name, type jesse. For the password, type 123.

successtul.

Figure 52: Username and Password

14. During the FTP Session, type the following command to switch to binary mode:
ftp> bin

Switching to Einary mode.

Figure 53: Switch to Binary Mode

8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 27 of 33



Lab 8: Configuring Backups

15. Type the following to upload the compressed backup file to the FTP Server.
ftp> put Backup.7z

cessful. Consider using PAS

zent in 4.485econds

Figure 54: Uploading Backup.7z

16. Type the following command to leave the ftp sub-prompt on Windows:
ftp> bye

Figure 55: Leaving FTP

17. On the Red Hat Enterprise Linux Internal Victim Machine , type the following to
view the uploaded file:
[root@rhel ~]# Is /home/jesse/

[root@rhel ~]# 1s /fhome/jesse/f
Backup.7z

Figure 56 Viewing the Uploaded File

2.2 Conclusion

FTP is a great way to move files from one system to another. The disadvantage to using
FTP is that the user name and password are sent over the network in plain text.

2.3 Discussion Questions
1. Whatis the command to add a user from the command line in Linux?
2. What is the command to change a user’s password in Linux?
3. When a user is added to a Linux system, where is there home folder located?
4. What is the disadvantage of using the FTP protocol to transfer files?
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3 Backing up Files using SCP

Secure copy (SCP) is a means of securely transferring files between a local host and a
remote host or between two remote hosts, base on Secure Shell (SSH) protocol. Files

can be uploaded using the SSH protocol with SCP. The files will be encrypted when sent
over of the network.

3.1 Using SCP
In this exercise, we will backup files using SCP to the BackTrack Internal Linux Server.
1. On the BackTrack 5 Internal Attack Machine, open a terminal on the Linux

system by clicking on the picture to the right of the word System in the task bar
in the top of the screen in BackTrack version 5 R1.

Applications Places System [5_ |

X root@bt: ~

File Edit View Terminal Help

Figure 57: The Terminal Windows within BackTrack

2. Type the following to determine if an SSH server is running.
root@bt:~#netstat -tan

L B roof@bt: ~
File Edit View Terminal Help

nd established)
Foreign Address
0 127.0.6:.1: 0.0.0.0:3
@ ::1:7375 IR

Figure 58: The netstat Command

3. To generate the Secure Shell Keys, type the following command:
root@bt:~#sshd-generate

:~# sshd-g te

Figure 59: sshd-generate
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4. You will see a message that says the Public and Private Key are generated.

Figure 60: Key Generation

5. From the Applications menu, select BackTrack, Services, SSHD, sshd start

Applications' Places System [5_| ] [ Thujul 4, 5:44 PM
"{., Accessories -
& BackTrack » Q_ Information Gathering
,i Graphics » Tm Vulnerability Assessment
® nternet # Exploitation Tools
m Office \ Privilege Escalation
& other H# Maintaining Access

[®' sound & Video T

| T Reverse Engineering

Y wine A’ RFID Tools
%& Stress Testing

+ Forensics

B Reporting Tools

tp Services

? Miscellaneous @ HTTPD

22 mysaLp

"Q sshd start

Figure 61: Starting SSHD

6. On BackTrack, Type the following to determine if an SSH server is running.
root@bt:~#netstat -tan

Local Address Foreign Address te

127.0.0.1: 0.0,0.0: TEN

©.0.0.0:22 6.0.0.0: LISTEN
::1:717 (ESTEN
GISTEN

Figure 62: The netstat command
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7. On the Red Hat Enterprise Linux Internal Victim Machine, Right Click on the
desktop and select Open Terminal.

Create Folder
Create Launcher...

Create Document

Open Terminal ff—

Clean Up by Name
Keep Aligned

Change Desktop Background

Figure 63: Opening a Terminal on Linux

8. Type the following command to enter the user’s home directory:

|[root@rhel ~1# cd /home/jesse/ |

Figure 64: Changing Directories
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9. Type the following command to backup the file using SCP to the remote Linux

system:
[root@rhel jesse]# scp Backup.7z root@192.168.100.3:/root

e When you are asked if you are sure you want to continue connecting, type yes.
e When you are asked for root@192.168.100.3’s password, type password.

[root@rhel jesse]# scp Backup.7z root@l92.168.100.3:/root

The authenticity of host "192.168.100.3 (192.168.10808.3)"' can't be established.
RSA key fingerprint is Be:f5:39:c3:cd:cf:51:16:F7:b5:ec:68:cCc:9C:26:76.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added "192.168.108.3"' (R5A) to the list of Known hosts.
root@l92.168.180.3"'s password: passwurd

Backup.7z 100% 131IMB 26.2MB/s 06:05

Figure 65: Start Menu

3.2 Conclusion

Secure Copy (SCP), can be used to copy files securely from one system to another. In
order to use SCP, an SSH server must be running on the destination machine. Most
versions of Linux and Unix support SSH natively. When you copy a file to a remote Linux
system, you need to specify the user name, IP address, and destination location.

3.3 Discussion Questions
1. What command can be used to determine if an ssh server is running?
2. What needs to be done before starting the SSH Service?
3. How is sshd started from the BackTrack menu?
4. What needs to be specified when you copy a file using Secure copy (SCP)?
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