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Lab 18: Access Control/Audit

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career
Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to configure access control lists on a folder,
set up auditing on a specific folder, and to view the Event Viewer for Security Incidents.

This lab includes the following tasks:
1 — Configuring ICMP on the Firewall

2 — Configuring Auditing for Object Access
3 —Viewing the Security Log to Determine Security Incidents

Objectives: Explain the security function and purpose of network devices
and technologies

Companies need to protect their internal resources. This is often done by restricting
access to files and folders using access control lists. An administrator has the ability to

restrict access to files and configure auditing to log any attempted breaches.

NTFS — New Technology File System, or NTFS, is a Windows File System that allows users
to configure security permissions on a file or folder to restrict object access.

ACL — An Access Control List, or ACL, restricts users from accessing files or folders.
Security Log — Within the Event Viewer, the Security Log has success and failure logs.
Auditing — A process by which items such as file and folder access are tracked.

Group Policy — The Group Policy editor can be utilized within the Microsoft Windows
operating system to perform tasks such as turning on auditing for object access.
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Pod Topology

BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC .local
192.168.100.0/24

Firewall

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

192.168.100.201

password

Page 5 of 37
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Windows 2003 Server Login:

1.
2.

w

8/2/2013

Click on the Windows2k3 Server Internal Victim icon on the topology

Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del
(version 2 viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of
the viewer window (version 1 viewer).

Welcome to Windows

7 Windows Server2003
¥ Standard Edition

i
!

Capyright @ 1885-2003 Microsaft Corporation
@ Press Ctrl-lt-Delete to begin,

Requiring this key combination at startup helps keep your
computer secure, Far mare information, click Help,

N  Windows Intemal Server erve 3 MSEC POD

Figure 2: CTRL-ALT-DEL

Enter the User name, Administrator (verify the username with your instructor).
Type in the password, password, and click the OK button (verify the password
with your instructor).

F g X
- 7 Windows Server2003
* ¥. Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: | Administrator

Password: | seessess|

| q‘& I Cancel I Options =3

Figure 3: Windows 2k3 login
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Lab 18: Access Control/Audit

1 Configuring ICMP on the Firewall

There are many firewall solutions that companies can use. PfSense is an open source,
FreeBSD based operating system, which requires minimal disk space.

1.1 Setting up Access Control Lists on Folders

1. On the Windows2k3 Server Internal Victim Machine, double-click the shortcut
to the command prompt icon on the desktop.

Figure 4: Opening the Command Prompt

2. Type the following command to create a folder named salary on C:
C:\>mkdir salary

Command Prompt

Figure 5: Making a Salary Directory

We can view all files and folders beginning with the letter "s", using the "*" wildcard.

3. View the newly created Salary folder by typing the following command
C:\>dir s*

|:I1:'|-
Tume 91 drive C has n
Tume Serdal Mumber 9s

Directory of Ciy

10:57 BM <DIR=

Figure 6: Viewing the Newly Created Directory
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Lab 18: Access Control/Audit

We will now go into the Salary folder using the change directory command.

4. Gointo the Salary folder by typing the following command:
C:\>cd salary

Figure 7: Entering the Salary Directory

In the next step, we will create a text file using the echo command. In both Microsoft
Windows and Linux, the echo command can be utilized to create and append files.
The echo command was designed simply to repeat phrases typed by the user.

5. Type the following command to echo the phrase “have a nice day”:
C:\salary> echo have a nice day

a nice day

Figure 8: The echo command

6. Use the echo command to write the phrase “have a nice day” to a text file
named salary.txt by typing:
C:\salary> echo have a nice day > salary.txt

Cihvsalarysecho have a nic

Figure 9: Redirecting the output of echo into a file

7. Toview the contents of the salary.txt file, type the following command:
C:\salary> type salary.txt

Figure 10: Reading the contents of a file

A single redirect will create a new file, erasing any prior contents in the file. A double
redirect will append the file and add the new echo statement to the bottom of the file.
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8. Type the following command to add an additional line to salary.txt:
C:\salary>echo and a good night >> salary.txt

i: ""..‘E-El] -Elr‘}-"i::-En::|'|-:::n and a Qoo d ni ght Fx

Figure 11: Appending information to a file

9. To view both lines of the salary.txt file, type the following command:
C:\salary> type salary.txt

Figure 12: Reading the contents of a file

When a single redirect is used, all of the previous information in the file is removed.

10. Type the following command to erase the previous information in salary.txt
C:\salary> echo Bob Jones 100000 > salary.txt

C:ssalaryrecho Bob Jones 108888 > salary.txt

Figure 13: A Single Redirect will erase the file

11. To view the contents of the salary.txt file, type the following command:
C:\salary> type salary.txt

C:szalaryitype salary.txt
Bobh Jones 10@@HEA

Figure 14: Reading the contents of a file

Whenever a double redirect is used, the new echo statement will be appended.

8/2/2013 Page 9 of 37



Lab 18: Access Control/Audit

12. Type the following command to append information to the salary.txt file:
C:\salary>echo George Hope 200000 >> salary.txt

C:ssalaryrecho George Hope 200888 >} salary.txt

Figure 15: Appending Information to the File

13. To display the contents of the salary.txt file with the additional text line, type:
C:\salary> type salary.txt

C:nzalary>type zalary.txt
Boh Jones 108006

George Hope 200008

Figure 16: Applying the New Configuration

14. Type the following command to append information to the salary.txt file:
C:\salary> echo John Doe 300000 >> salary.txt

C:szalaryrecho John Doe 3BBBBA >» salary.txt

Figure 17: Appending Information to the File

15. Type the following command to append information to the salary.txt file:
C:\salary>echo Steve Silver 400000 >> salary.txt

C:ssalaryrecho Steve Silver 4808888 >> salary.txt

Figure 18: Appending Information to the File

16. Type the following command to append information to the salary.txt file:
C:\salary>echo Greg Sharp 500000 >> salary.txt

iszalaryrecho Greg Sharp 508808 >> salary.txt

Figure 19: Appending Information to the File
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17. To view all 5 names and the corresponding salary information, type:
C:\salary> type salary.txt

C:swsalaryXtype salary.txt
Boh Jones 1HAAAA
George Hope 208008

John Doe 308080
Steve Silver 408008
Greg Sharp S5HAAAA

Figure 20: Adding a New Rule

We will create two user accounts that will be part of the ACL placed on the Salary folder.

18. Create a user called manager with the password of P@ssword by typing:
C:\salary>net user manager P@sswOrd /add

Figure 21: Adding a User Account

19. Create a user called employee with the password of P@ssword by typing:
C:\salary>net user employee P@sswOrd /add

C:hsalaryrnet user employee P@sswird fadd

il
The command completed successfully.

Figure 22: Adding a User Account
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20. On the Windows 2k3 Server Internal Victim Machine, click on Start button and
select My Computer.

Administrator

J Manage Your Server g.! My Computer
—
1 f Windows Explorer @ Control Panel 3

% Administrative Toals 3

Bl Command Prompt

}:é Printers and Faxes

@ MNotepad ..
elp and Suppor
Q) Help and Suppork
4 DHS [
'_&LI I') Search
=7 Run...

all Brograms  »

Log OFF @ Shut Diown

I%"Stal‘t J @ & J B Command Prompt I
Figure 23: Selecting My Computer

21. Double-click on Local Disk (C:) to view the contents of the C: Drive.

T My Computer
File ~Edit | Wiew Favorites Tools  Help

L Back = £3 - ?’ | /'jSearch ~ Faolders | = (3 X ) | EEE

Address :i My Computer

Marme: | Tvpe I Total Size I Free Space I
Hard Disk Drives

iLocal Disk () Local Disk, 2,99 5B 209 MB

Figure 24: Selecting the C: Drive
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22. Right-click on the salary folder and select properties from the submenu.

Address |<ee O

Mame = |
[CiDocuments and Settings
1386

[ Inetpub
[CZiProgram Files

SywINDD  2Pen

£ wmpub Explore
Detist, |

[Z] DusRe Sharing and Security. ..

pomar 2endTo '
Flaprrst que
ClrenDe oy

Create Shortout
Delete
Renarne

Displays the

Figure 25: The Properties if the Salary Folder

23. In the properties of the Salary folder, click on the Security tab.

salary Properties 21X

Generall Sharing  Security I'W'el:u Sharingl Eustu:umizel

Figure 26: The Security Tab

24. Click the Advanced button to access advanced settings for the Salary folder.

€7 SvSTEM
€7 Users [MSEC Users)

Add. . | Bemove |
Permizzions for Administrators Al Dieny
Full Contral O =
Modify O
Read & Execute O
Lizt Folder Contents O
Read O
Write O |

For special permiszions or for advanced settings,
click &dvanced. —

Figure 27: The Advanced Tab
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25. Uncheck the checkbox next to Allow inheritable permissions from the parent to
propagate... as shown below. Click Remove when the Security dialog window

appears.

! Advanced Security Settings for sa
T x|

B Selecting thiz option means that the parent permizsion entries that apply o
9P child objects will no longer be applied to this object.
\f/

E -Tocopy the permizsion entries that were previously applied from the

| parent ta this object. click Copy.

-To remove the permiszion entriez that were previouzly applied from the
parent and keep only those permizzions explicity defined here, click
Remowve.

-Ta cancel thiz action, click Cancel.

I Bemove |II Cancel |

2lxl
ck Edit.

I

Br anly

br, zubfolders...
b, subfolders...
z and filez anly
br, zubfolders...
br and zubfal.

Add... Edit... | Remove |

these with entriez explicity defined here.

I ' Allows inheritable permizzions from the parent to propagate to this object and all child objects. Includel

Learn more about access control.

A —————— T

[” Feplace permizsion entries on all child objects with entries shown here that apply to child objects

Ok Cancel

Sy

Figure 28: Removing Permissions

26. Click Add. Type the word manager, click check names and click OK. The
Permission Entry dialog window will appear. In the Permissions list, next to Full

Control, click the checkbox beneath Allow and click OK.

Select Users, Computers, or Groups d

Select thiz object type:

IUserS, Groups. or Bul-in securnty principals [Object Types. .. |

FErom thiz location:

Imsec.lcu:al Locations... |

Enter the object names to select [examples):

manager Check Hames

Advanced. . | Cancel |
S

I A I Flamave | |L28,|'2I31211:I32PM
— = 242011 2111 PM

Figure 29: Adding Users to the Salary ACL

8/2/2013
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27. Click Add. Type the word employee, click check names and click OK. The

Permission Entry dialog window will appear. In the Permissions list, next to Full
Control, click the checkbox beneath Allow and click OK. We will change the

permissions later.

Select Users, Computers, or Groups

Select thiz object tupe:

ILlsers, Groups, or Built-in secunity principals Object Topes...

Eramn thiz location;

Imseu:. local Locations...

Enter the object names to zelect [examples]:

employes Check Mamesz

i

4

Advanced... | k. | Cancel |
I

25/2012 11:02 PM
FAiFN11 7011 PR

29/201Z 9:40 FM
Add... Remove |

Figure 30: Adding Users to the Salary ACL

Return to the security tab of the salary folder properties by clicking OK on the Advanced
Security Settings for salary window. After clicking ok, you should see the permissions

for the following users and groups:
e Administrators

e Manager
e Employee

8/2/2013
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28. Click Administrators. Click Allow next to Full Control (you will see other check
options appear).

salary Properties il |
General I Sharing  Security | Wwieb Sharing I Customize I

Group or uzer hames:
ﬁ Adrinistrators [MSEChAdrministratars]
employes [MSEChemployee]
manager [MSEC\manager]

Add. | Bemove I
Permizziong for Adminiztrators Al Deny
Full Cortrol O -
Madify O
Read & Execute O
Lizt Folder Contents O
Read O
Wfrite O LI

For special permizsions or for advanced settings, AhiemEed |
click Advanced. —
ak. I Cancel I Apply I

Figure 31: The Administrators Access Control List

29. Click employee. Click Deny next to Full Control (you will see other check options
appear).

i salary Properties 2l

Generall Sharing  Security IWeb Sharingl Eu&tomizel

0o

Group or uger names:

m Administrators [MSE Chadministrators]
i€ ! emploves [MSEChemployes)
i €7 manager [MSEC\manager)

3
I
IF Add. | Remove I
A
5 Permizzions for employee Allow Derny
T Full Contral a -
" Madify |
g Read & Execute O
Lizt Folder Contents a
Fiead a
Wwrite a

L

Figure 32: The employee Access Control List
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30. Click manager. Click Allow next to Full Control. (if necessary) Click OK.
After clicking OK, click Yes to the Security Warning that asks you if you want to
continue.

salary Properties d |

Eenerall Sharing Security I'W'el:u Sharingl I:ush:nmizel

Group or uger names:

E Administrators [MSEChAdminiztrators)
ﬁ employes [MSEC,\employes]
ﬁ manager [FSEChmanager]

Add... | Bemove |
Permizzionz far manager Al Dery
Full Contral : O =
b odify O
FRead & Execute O
Lizt Folder Contents O
Read O
Wik O ;l

Figure 33:: The manage Access Control List

1.2 Conclusion

When the NTFS file system is utilized on a Windows system, permissions can be set on
files and folders. Permissions to files and folders can be assigned to users and groups on
a local system as well as domain users if a computer is part of Windows domain.

1.3 Discussion Questions
1. How are NTFS permissions configured on a Windows system?
2. What command allows you to add a user from the command line?
3. What command can be utilized to create a file from the command line?
4. What needs to be done if you want to append information to a file?

8/2/2013 Page 17 of 37
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2 Configuring Auditing for Object Access

Some people have the misconception that auditing for object access is automatically
configured for files and folders on NTFS drives. Auditing is critical to monitoring and
maintaining the security of a system. Auditing can keep track of object access, user
account management, logon events, and other activity. On most Windows systems, the
amount of auditing the system does by default is limited. A network administrator has
the ability to enable additional auditing. Insufficient auditing can be a security issue.

2.1 Enabling Auditing on a Windows Systems

A lack of auditing can be an issue if security incidents are not being discovered. The
default audit policy can differ on computers depending on the version of the operating
system. Security Templates can be applied to systems to change their audit settings, or
an administrator can manually go in and turn on auditing for any given policy.

1. To view the Audit Policies on the Windows 2k3 Server Internal Victim Machine,
open the Group Policy editor. Click Start, click Run, and type gpedit.msc in the
box, and then click OK.

- Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou,

Open: qpedit.msc ;I

% Ok I Cancel Browse... I

Figure 34: Launching the Group Policy Editor

2. Navigate to the following location within the Group Policy Editor:
Local Computer Policy>Computer Configuration>Windows Settings>Security
Settings> Local Policies>Audit Policy. View the Policy and Security Settings in
the right pane.

=¥ Local Computer Policy Palicy | security Setting |
E‘@ Camputer C':"-'F'g'-'_rat":"" 28 audit account lagon events Success
D S-:!Ftware Sett.lngs @.ﬁ.udit account ranagernenkt SuCcess
EH:I |n|:||:|l.-.us =ettings bt 24 audit directary service access Success
:crlpti I:S;atr:_ul:"fg ko 2d audit logon events Success
= .
= Seurity 28 |n|;|_s. udit object access Mo auditing
H-28 Account Policies
: L @.ﬁ.udit policy change Success
=28 Local Policies
: : @.ﬁ.udit privilege use Mo auditing
@ Audik Policy i ) "
@ User Rights Ass @.ﬁ.ud!t process tracking Mo auditing
H-{Z8 Security Option @.ﬁ.udlt system events SuCcess

Figure 35: Viewing the Default Audit Policy
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Notice that auditing is not turned on for Audit object access. This presents a problem
from a security standpoint, because if an unauthorized or authorized users attempts to
access resources on the system, there will be no records of these attempts.

3. Double-click on the Audit object access policy within the Group Policy Editor.
Notice that the checkboxes are grayed out. This machine is a Domain Controller,
so Group Policy must be configured in Active Directory. Click the OK button. Go
up to File in the menu bar, and select exit.

'Z§ Local Computer Policy
E@ Computer Configuration
-1 Software Settings
B2 Windaws Settings
=] scripts (Startupfshutdo
= Er Securiby Settings
H-& Account Policies
EI@ Local Policies
P L8 audit Palicy
F-{C& User Rights Ass
.--{E Security Option
I:l Public Key Policies
D Software Restrickion
,g IP Security Policies
#1-[Z1 administrative Templates
I'—_'Iﬁ User Configuration
@20 Software Settings
[ Windows Settings
-7 administrative Templates

Paolicy  #

| Security Setting

@Audit account logon events
@.ﬂ.udit account managemenk
@.ﬂ.udit directory service access
@Audit logon events

@Audit object access

Success
Success
Success
Success
Mo audiking

| Audit object access Properties el
|
| i Local Secunty Sething I
| L

g: Audit object access

=

Audit these attempts:

I~ Success

I Eailure

k. I Cancel Ly

Figure 36: Viewing the Default Audit Policy

4. To open Active Directory Users and Computers on the Domain Controller, click
on the Start button, click Run, and type dsa.msc, and then click OK.

8/2/2013

- Twpe the name of a program, Folder, document, or
5 Internet resource, and Windows will open it For wou.

21x|

=
[ ok |
d_L;Startl | & & |

Cancel Erawse, .. |

Figure 37: Launching Active Directory
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5. Expand the msec.local domain and go to Domain Controllers.

=3 File

Ackion  View

£# Active Directory Users and Computers

&= aml e RB| @

-] Saved Queries

EI@ rsec. local
[#-(_ Builkin
[:l Compukters

[:l Users

@ Ackive Direckory Users and Compuker:

@ Domain Controllers
[:l ForeignaecurityPrincipals

Window  Help
018 i v
Domain Controllers 1 objects
Marme I Twpe
LN (Terec e Camputer

Figure 38: Properties on the Domain Controllers

6. Right-click on Domain Controller and go to Properties.

8/2/2013

4% Active Directory Users and Computers

@ File Action  Yiew Window Help

e~ am i BxXENE| @

o8 i

-] Saved Queries

EI@ msec. local
-] Builtin

- I:l Cornpukers

I:l Foreigns
-] Users

@ Active Direckary Users and Computer:

AR Domain Controllers

Domain Contrallers 1 ohjecks
Marne | Tvpe
S ynzkane Computer
Delenate Contral. .
Find. ..
hew F
Al Tasks »
Wig 3

Mew Window From Here

Refresh
Export List...

Sp

Figure 39: Properties on the Domain
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7. Click the Group Policy tab at the top, then click Edit to edit the Default Domain
Controllers Policy.

Domain Controllers Properties

General | Managed By | COM+  Group Policy |

=: S Current Group Policy Object Links for Domain Controllers

21|

Group Policy Obgect Links

Group Policy Objects higher in the kst have the highest priorty.

| No Overide | Disabled |

Default Domain Controllers Policy

This kst obtaned from: win2k3dc.msec.local

New | Add..

| T

Figure 40: Edit the Default Domain Controllers Policy

8. Navigate to the following location within the Group Policy Editor:

Default Domain Controllers Policy>Computer Configuration, Windows

Settings> Security Settings> Local Policies, Audit Policy. View the Policy and

Security Settings in the right pane.
9. Double-click on the Audit Object Access policy in the right-hand pane.

10. Check Define these policy settings. Check the Success and Failure checkboxes.
11. Click OK. Go up to File in the menu bar, and select exit to quit. Click OK and

8/2/2013

close the Active Directory Users and Computers window.

_‘:—_j Defaulk Domain Contrallers Policy [v
EQ Computer Configuration

[:I Software Sektings
L_—_|[:| Windows Settings
5] Scripts (StartupyShutdo

A Security Settings
(-2 account Policies
=22l Local Policies

&l Audit Policy
User Rights Ass
[+ =gl Security Option
[]---5 Ewerk Log
-8 Restricted Groups
-8 Syshem Services
-8 Registry
- @ File Syskem
E
[
[

:I"r Wireless Metwork (I
/-7 Public Key Policies
-] Software Restriction
[]--‘g IP Security Policies
-2 Administrative Templates

EI@ User Configuration

[:I Software Settings
-1 windows Settings
[#1-[_7] Administrative Templates

Palicy  #

| Policy setting

.C\udit account logon events Success
Audit account management Success
Audit directory service access Success
Audit logon events SUCCESS
P.udit object access Mo auditing
E Audit object access Propetties 2
r
]
e Security Policy Setting I
r
B A Auditobject socess
L=
I ¥ Define theze policy settings I
Audit these attempts:
[V Success
Ok I Cancel Apply

Figure 41: Default Audit Object Access Settings for Domain
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Success Audits will be logged in the Event Viewer when those who are permitted to
access objects are able to use the resources successfully. Failed audits are logged when
users try to access resources which they have not been granted access to.

9. Double-click on the shortcut to the command prompt on the server’s desktop.

Figure 42: Opening the Command Prompt

10. Type the following command to refresh the machine’s Group Policy settings:
C:\gpupdate /force

r Policy Refresh has .
puter Policy Refresh h o d.

To check for errors in policy processing, rewvi

Figure 43: Refreshing Group Policy

11. On the Windows 2k3 Server Internal Victim Machine, click on Start button and
select My Computer.

a4 -
Manage Your Server ‘o, 2 My Computer ¢
<8 =8
/ windows Explorer D Control Fanel 3
=4

w Adrministrative Tools »
CESS Cormmand Prompk

-ﬁ\:\‘ Motepad

QE DrS

L) Printers and Faxes

&ll Programs ¢

‘!) Help and Support

J‘) Search

] Run...

Log OFF E Shut Down

ICF_'Start J & & J B Command Prompt I

Figure 43: Selecting My Computer

8/2/2013
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12. Double-click on Local Disk (C:) to view the contents of the C: Drive.

¥ My Computer
Fi

le  Edit | Wew Favaorites Toaols  Help

L Back -~ €3 - (¥ | ' search | Folders | & (3 X ) | (o=

Address | ' My Computer

Marne | Tvpe | Taokal Size | Free Space |
Hard Disk Drives

Local Disk (1C:) Local Disk. 2,99 B 209 MB

Figure 44: Selecting the C: Drive

13. Right-click on the salary folder and select properties from the submenu.

Address |<ee O

Mame = |
[C)Documents and Settings
" )t

[ Inetpub
|CiProgram Files

SywINpe  2Pen

£ wmpu

Delist..  o2arch...

£l DMSRe  sharing and Security. .
E Damair
pomay  oend To S
FlarFr oy

FArenDc Copy

Create Shortout
Delete
Renarne

Displays the

Figure 45: The Properties if the Salary Folder

14. In the properties of the Salary folder, click on the Security tab.

salary Properties 2 x

Generall Sharing  Security IWEI: Sharingl Eustn:nmizel
Figure 46: The Security Tab
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15. Click the Advanced button to access advanced settings for the Salary folder.

Group or uzer names:
€7 CREATOR OWNER
€7 SvSTEM

€7 Users [MSECAUsers)

Add... | Remowve |

Permizzions for Administratars Bl Dery
Full Contral O =
b odify O
Fead & Execute O
Lizt Folder Contents O
Fead O
Write O j

For zpecial permizzions or for advanced settings, Advanced
click Advanced. —

Figure 47: The Advanced button

16. Click the Auditing tab. Click Add. Type manager Click Check Names. Click OK.

Advanced Security Se .
L Select User, Computer, or Group ﬂil

iz Zuditin .
PE[I‘I‘IISSIDHS Select thiz objsct type:

To wiew more informati |L|ser, Graup, ar Built-in securnity principal Object Tupes. .

fing enti From this locatiort
Suditing enfries: Erom tniz location

Imsec.lncal Locations...

Type | Mame

Enter the ohject name to select [examples):
manager Check Mames

Advanced... | Cancel |

V7

Add. Edi. | Remove |.

Figure 48: Auditing Tab
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17. Click the Successful Button to the right of Full Control. Click OK.

Auditing Entry for salary el |

Object |

M arne: Imanager [MSE Chmanager] LChange... |

Apply onto: IThis folder, subfalders and files ;I

Accegs Succesziul Failed

Full Contral

Traverze Folder / Execute File
Lizt Folder # Read Data

Fead Attributes

Fead Extended Attributes
Create Files / 'Wiite Data
Create Folders £/ Append Data
Wiite &ttributes

Wiite Extended Attributes
Delete Subfalders and Files
Delete

FRead Permizzions

[ PR o TIPS DS D

1000000000000

o |

=
r Apply theze auditing entries to objects Clear &l |

and/ar containers within thiz container anly

Q. I Cancel |

Figure 49: Configuring an Auditing Entry

18. Click Add. type manager, click Check Names. Click OK.

bl Select User, Computer, or Group el A

Select thiz object type:

ILIser, Group, or Built-in gecurity principal Object Typesz. .. |

From this locatian:

Imse-:. local Locations. . |

Enter the object name to zelect [examplez]:

employee | Check Mames I

Advanced... | (] I Carcel I

i

Add... Edit... Bemove

Figure 50: Configuring Auditing for Employee
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19. Click the Failed Button to the right of Full Control. Click OK.

Auditing Entry for salary ili

Obiect |
Marne: Iemplu:uyee [MSEChemploves) Change... |
Apply onbo; IThis folder, subfolders and files j
Aroocegs Succeszful  Failed
Full Cantral =

Traverze Folder / Execute File
Ligt Folder / Read Data

Fead Attributes

Fead Extended Attibutes
Create Files / Write Data
Create Folders / Append Data
Write Attributes

White Extended Attributes
Delete Subfolders and Files

Delete
Fead Pemizsions

[ ] S o ISP P P j
r Apply theze auditing entries to objectsz Clear Al |

and/or containers within thiz container only

] I Cancel |

Figure 51: Configuring Audit Entries for the Salary Folder

1000000000000
IEEEEEEREREEEERE

2.2 Conclusion

Auditing for object access is not automatically configured for files and folders on NTFS
drives. Auditing is critical to monitoring and maintaining the security of a system.
Auditing can keep track of object access. A network administrator has the ability to
enable additional auditing. Insufficient auditing can be a security issue.

2.3 Discussion Questions

What is the purpose of auditing for failure events?

What does the command gpedit.msc do on a Windows system?

What does the command dsa.msc do on a Windows Domain Controller?
What command can be utilized to update Group Policy Settings?

PwnhpE
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3 Viewing the Security Log to Determine Security Incidents

The Event Viewer keeps track of incidents related to a computer’s software, hardware,
and security functions. The main logs of the Event Viewer are the Application, System,
and Security. The Event Viewer provides critical information about security incidents.

3.1 Accessing Objects

1. To open Active Directory Users and Computers on the Domain Controller, click
on the Start button, click Run, and type dsa.msc, and then click OK.

run 21 x|

— Twpe the name of a program, Folder, document, ar
5 Internet resource, and Windows will open it For wou.,

[
| (o] I Cancel Erowse, .. |
rﬁStartl | & & |

Figure 52: Launching Active Directory

We will grant users the right to log on to the Domain Controller for the purposes of this
exercise. Normally, non-administrative accounts do not log on to Domain Controllers.

2. Expand the msec.local domain and go to Domain Controllers.

-.‘?’ Active Directory Users and Computers

<9 Fle  Action  Wiew Window  Help

ce» | B@m s e XFRBE| 28R

Iﬁ Active Directory Users and Computer: | Domain Controllers 1 objects
I:| Saved Queries Marme [ Type
=8 msee.local ) wnzicanC Camputer
[#-[_] Builtin
D Compukers
EARComain Controllers
D ForeignSecuribyPrincipals
D Users

Figure 53: Properties on the Domain Controllers
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3. Right-click on Domain Controllers and go to Properties.

@ Active Directory Users and Compuber: | Domain

E@ msec. local
F-(Z] Builtin

I:l Lsers

I:l Compukers

I:l Foreign

-] Saved Queries Mame

IR

Delegate Contral. .,

Find. ..

Mew 3
&ll Tasks k
Yiew k

Mew Window From Here

Refresh
Expart Lisk. ..

I Properties I

Figure 54: Properties on the Domain

4. Click the Group Policy tab, then click Edit to edit the Default Domain Controllers

8/2/2013

Policy.
foomein Controllers Properties
] Generall M anaged B_I,JI COr+ Group Paolicy I
i
g Current Group Policy Object Links for Domain Controllers
S
Group Policy Object Links Mo Overide | Dizabled

EDefault D omain Controllsrs

Group Policy Objects higher in the list have the highest priority.
Thiz lizt obtained from: winZk3dc.meec.local

Mew | agd. [[ Eat | |
| Properties | [T |

Ophions. . | Delete. .

[~ Block Policy inkheritance

21

Ok I Cancel I w1

Figure 55: Edit the Default Domain Controllers Policy
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5. Navigate to the following location within the Group Policy Editor:
Default Domain Controllers Policy>Computer Configuration>Windows
Settings> Security Settings>Local Policies>User Rights Assignment. Find the
Allow log on locally policy and double-click to open it.
Ef Default Domain Controllers Policy [v | Palicy £ | Falicy Setting
E‘@ Computer ConFigu.ratiun .ﬁ.ccess this computer From the netwaork Everyons,MSECVIUSR_INTERMAL, ...
D Su:fftware Sett.lngs .ﬁ.ct as part of the operating swskem
=@ 'ndD"ﬁ_"s 2ettings bt 5] 4dd workstations to damain Authenticated Users
& =l :E”pti ':S;atrtt_"“:'f SMULA | (o8 Adiust memary quatas for a process LOCAL SERVICE, NETWORK SERVL...
-[Ep Security Settings ; -
- 23 Aceount Policies .ﬁ.llnw log on locally MSECIUSR_INTERMAL, Administra.. .
- Local Policies é Allow log on locally Properties ed
7] Audit Policy ! e : R
o Liser Rights Ass E Security Policy Setting | Hi...
- ge] Security Option | & e
ﬁ Event Log F i-g-i Allave log on locally
@ Restricted Groups E =
(@ System Services E [v Define these policy settings:
+ {3 Feqiskry E
2@ File System h Accourt Operators
Y wireless Metwark (1 |[f Admiriistrators
A . Backup Operators
(3 Pubiic Key Policies  (if | jiog o USR_INTERNAL
(L1 software Reskrictio E Print Operatars
g IP Security Policies E Server Operators o
B[22 Administrative Templates E
EI@ User Configuration E
|:| Software Settings E
D Windows Settings E IE
-2 Administrative Templates é
L]
f
[¢ Add [ =er ar Groun I Hemmve
Figure 56: Audit Object Access Settings
6. Click Add User or Group. Type everyone to add the everyone group and click OK.

Click OK. Go up to File in the menu bar, and select exit to quit. Click OK on the
Domain Controllers Properties window. Close Active Directory Users and

Computers.

Add User or Group

gzer and group names

Ieveryu:unel

o]

Cancel |

Add Uszer ar Group... |

Bemove |

Figure 57: Default Audit Object Access Settings for Domain

7. Double-click on the shortcut to the command prompt on the server’s desktop.
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Figure 58: Opening the Command Prompt

8. Type the following command to refresh the machine’s Group Policy settings:

C:\gpupdate /force
-gpupdate
hing Pold

User Fol

Zomputer

To checlk

Figure 59: Refreshing Group Policy

9. Log off the server by clicking on the Start button and selecting Log off .

adminisiralor

é Internet Explorer
(v A
———a
Command Prompt

/ windows Explorer
-

‘;l Outlook Express

:}g My Computer

Gé‘ Conkrol Pangl
w Admiristrative Tools

= Printers and Faxes

il Programs

9) Help and Suppart

|£f_'5tart & @& 3 L"'a c: |

Figure 60: Logging off the Windows Server
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10. Log on to the Windows2k3 Server Internal Victim Machine. Use the PC menu in
the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click
the Send Ctrl-Alt-Del link in the bottom right corner of the viewer window

(version 1 viewer).

N Windows Intemal Server = Windows S

Figure 61: CTRL-ALT-DEL

‘Welcome to Windows

i
_

¥ Standard Edition

Copyright @ 1885-2003

&2 Press Crl-Alt-Delete to begin,

Requiring this key combination at startup helps keep your
computer secure, For more information, click Help,

/ Windows Server2003

Connected

11. Log on with the username of manager and the password of P@sswOrd.
12. Click on Start button and select My Computer.

8/2/2013

Adminisirator

IQJ Manage Your Server

e
£ { Windows Explorer

AW Command Prompt

Motepad

Q Frinters and Faxes

% Administrative Tools 3

@ Help and Suppart
p Search

7 Run...

All Brograms  #

Log OFF E Shuk Down

@ |3 @

J B Command Prompt I

Figure 62: Selecting My Computer
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13. Double-click on Local Disk (C:) to view the contents of the C: Drive.

¥ My Computer

File  Edit | Wiew

Favaorites  Tools  Help

(PEack ~ &3 - (¥ |}:)Search |~ Folders | & 3 X ) | =

address d My Cormputer

Marme | Tvpe | Tokal Size | Free Space | o
Hard Disk Drives
Local Dis Local Disk, 2,99 GB 209 MB
Figure 63: Selecting the C: Drive

14. Double-click on the Salary Folder. The manager should get into the folder.

manager

Cra—

Figure 64: The Salary Folder

8/2/2013

: File Edt ‘“iem Favortes Tools  Help
& Internet ) My Documents ;
é Internet Explorer Qbak - ) - ¥ | - gearch | Folders | & X9 ‘ (e
1 E-mail ngRecentDncuments M address 5 Colsalary
Outlook Express ;
g’ My Computer = salary
= | TextDacurment
= 1KE
g? Control Panel
=y
}éﬁ Printers and Faves
@) Help and Suppart
Search
7] Run,
All Programs  #
il objects 112 btes
L [ - [
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15. Log off the server by clicking on the Start button and selecting Log off.

adminisirator

g Internet Explorer
Command Prompt

|
-_'__“r' Windows Explorer

lé;l Outlook Express

Al Programs

% &drmiristrative Tools

J_.;:é Printers and Faxes

t!] Help and Support

#istart 3 @ 5 S @

Figure 65: Logging off the Windows Server

16. Log on to the Windows2k3 Server Internal Victim Machine. Use the PC menu in
the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click
the Send Ctrl-Alt-Del link in the bottom right corner of the viewer window

(version 1 viewer). Log on with the username of employee and the password of

17. Click on the Start button and select My Computer.

8/2/2013

P@sswOrd.

q4 3
\B Manage Your Server

1 I/ Windows Explorer

Command Prompt

g! My Computer

@ Notepad

,-f%-‘ DS

B’# Control Panel

49 Admiristrative Tooks »

J._,“a Printers and Faxes

Al Programs ¥

@} Help and Support:

p Search
T mun

Log OFf @ Shut Down

|lﬁ5tart J B8 J B Command Prompt

Figure 66: Selecting My Computer
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18. Double-click on Local Disk (C:) to view the contents of the C: Drive.

By computer
File Edit | Wiew Favaorites Tools  Help

) Back ~ ) T | - Search | Folders | [ X ) | =
Address | ' My Computer

Marme | Tvpe | Tokal Size | Free Space | o
Hard Disk Drives

Local Disk (2] Local Disk, 2,99 GE 209 MEB

Figure 67: Selecting the C: Drive

19. Double-click on the Salary Folder. The employee should get access is denied.

Local Disk {C:) El

@ Zihsalary is not accessible,

Access is denied.

Figure 68: Access Denied Salary Folder

20. Log off the server by clicking on the Start button and selecting Log off .

adminisirator

é Internet Explorer 5! My Computer

R Command Prompt B’ Control Panel g

= % Adrministrative Tools 3
L 4 { Windows Explorer
™ Printers and Faxes
B L
f ;l Outlook Express
Q) Help and Suppart

all Programs — #

distat (G & 5 ) B8

Figure 69: Logging off the Windows Server
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21. Log on to the Windows2k3 Server Internal Victim Machine. Use the PC menu in
the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click
the Send Ctrl-Alt-Del link in the bottom right corner of the viewer window
(version 1 viewer). Log on to the 2003 server with the username of
administrator and the password of password.

¢ 7 Windows Serveraa

¥ Standard Edition S

Copyright © 1885-2003 Microsolt Carporation

User name: I Administrator

Password: I oooooooo]

| q§ I Cancel Options ==

Figure 70: Logging back on to the Server

The 3 Main Logs within the Windows Event Viewer:

e Application Log
e Security Log
e System Log

The Application Log deals with issues related to the system’s software. The System Log
contains information about the computer’s hardware. The Security log contains
information about successful and failed attempts to access resources on the system.

22. Click on Start, then run and type eventvwr.msc to open the Event Viewer.

ron 2 x|

- Type the name of a program, Folder, document, or
Inkermet resource, and Windows will open it Far wau,

Qpen: I eventvwr.mscl - I

I, I Cancel | Browse, ., |

Figure 71: Opening the Event Viewer
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23. Click on the Security Log. Click the Category view column. Look for Object

Access.

@ Event Yiewer (Local)

Security 7,785 evenk(s)

3| Application Type

4] Security

i| System

3| Directory Service

i| DMS Server

24| File Replication Service

Ah Rl iedni]

1057 1F‘M ﬁﬁrllrir

OI"W'I' £

|

| Date | Time | Source | Cate... £ | Ewent | Llser

@ Failure Audit 61212013 10:57:44 PN Security Object A...  S60 employes
@ Failure Audit  6/12/2013 10:57:44 PM Security Object A...  S60 emploves
é Failure Audit 61212013 10:57:44 PM Security Object A...  S60 emploves
é Failure Audit  6f12/2013 10:57:44 PM Security Object A... 560 employes
é Failure Audit  &6f1272013 10:57:44 PM Security Object A.., 560 employes
@ Failure Audit  6f12120135 10:57:44 PN Security Object A...  S60 employes
() Failure Audit 10:57:44 PM__Securit: Ob'Ect A, 560 emploves
] Failure Audit 10:57:44 PM  Security Object A... 560 emploves I
@f Success Audit 61272013 10:57:42 PM Security Chject A, Tz employes
nguccess Audic 6f12/2013 10:57:40 PN Security Object A... 562 S¥STEM
g’success Audic 6f12/2013 105740 PM - Security Object A...  S60 S¥STEM
@?Success Audit 6/12/2013 10:57:40 PM Security Object A... 562 SYSTEM
g’Success Audit 6f12f2013 10:57:40 PM Security Object A... 560 SYSTEM
g’Success Audit &6f12/2013 1057140 PM Security Object A.., 562 employes
nguccess Audic 6f12/2013 10:57:40 PN Security Object A... 562 employes
d?Success Audit 6/12/2013 10:57:39 PM Security Object A... 562 emplovee
@fSuccess Audit 6/12/2013 10:57:31 PM Security Object A... 562 SYSTEM

Success Audit

Figure 72: The Security Log

10:57:29 PM

Securit:

Chiject 4.

562

24. Select any event and double-click to view more details about the event. There
should be a Success Audit where the manager user accessed the salary folder

3.2

and a Failure Audit where the employee user accessed the salary folder.

Date: J £ Source: Security

Timne: 11:30:03 Pk Category: Object Access
Type: Failure sud  Ewent ID: 560

Uzer: MSE Chemploves

Computer. WINZEZDC

Descrption:

Object Oper:
Object Server: Security
Object Type: File
Object Mame: C:zalary

Figure 73: Event Details

Conclusion

T

Once Auditing is set on a file or folder and auditing for object access is turned on, users’
access to objects can be tracked. Failed audits are the result of users trying to access
objects they do not have permission to view. Success Audits take place when a user

who is given access to an object is able to successfully access that file or folder.

3.3

wnN e

4.
8/2/2013

Discussion Questions

What are the three main logs found in the Windows Event Viewer?
What two types of Events can take place in the Security Log?
In normal circumstances, can regular users log on to Domain Controllers?

Where do you go to grant regular users the ability to log on a Domain Controller?
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