CompTIA Security+® Lab Series

Lab 19: General Cryptography Concepts

CompTIA Security+® Domain 6 - Cryptography
Objective 6.1: Summarize General Cryptography Concepts

Document Version: 2013-08-02

Organization: Moraine Valley Community College
Author: Jesse Varsalone

Copyright © Center for Systems Security and Information Assurance (CSSIA), National Information Security, Geospatial
Technologies Consortium (NISGTC)

The original works of this document were funded by the National Science Foundation’s (NSF) Advanced Technological Education
(ATE) program Department of Undergraduate Education (DUE) Award No. 0702872 and 1002746; Center for Systems Security and
Information Assurance (CSSIA) at Moraine Valley Community College (MVCC).

This work has been adapted by The Department of Labor (DOL) Trade Adjustment Assistance Community College and
Career Training (TAACCCT) Grant No. TC-22525-11-60-A-48. The National Information Security, Geospatial
Technologies Consortium (NISGTC) is authorized to create derivatives of identified elements modified from the original
works. These elements are licensed under the Creative Commons Attributions 3.0 Unported License. To view a copy

of this license, visit http://creativecommons.org/licenses/by/3.0/ or send a letter to Creative Commons, 444 Castro Street, Suite 900,
Mountain View, California, 94041, USA.

The Network Development Group (NDG) is given a perpetual worldwide waiver to distribute per US Law this lab and future
derivatives of these works.



Lab 19: General Cryptography Concepts

Contents
INEFOAUCTION .t st e e e e e e sabe e e e s s sabeeeessnreeessannnneesanns 3
Objective: Summarize general cryptography concepts.....cccoveeeeieiicccciiiieeee e, 4
(2 oTo B o] oY1 Lo -4V PSR 5
1] & Y1 V=3RS 6
1 Hiding a Picture within a Picture Using S-TOOIS.......cccceivveiiiiiiieeeeee e 7
1.1  Hiding a Picture Using S-TOOIS.......cccuviviieiiiiieeeee e e e 7
1.2 CONCIUSION ettt e e s e e s ee e sanes 17
1.3 DiSCUSSION QUESTIONS. ....uuiiiiiiiiiiiiiiieieee et bebeesbsbssnsnsnsnennes 17
2 Hiding a Media File within a Picture Using S-TOOIS ........cccceiiriiieeiniiieee e, 18
2.1  Hiding @ WAV file With S-TOOIS.....cccoiuiiiiiriiiieiciec e 18
D28 A o] 3 Vol [V o] o PRSP 27
2.3 DiSCUSSION QUESTIONS. ... e e e s e s e s e s e e e e 27
3 Revealing Hidden Data USiNg S-TOOIS.......cccuiiiieiiriiieee e sieee s s 28
3.1  Revealing HIdden Data.......ccooiviiiiiiiiiiiec et 28
S 79 2 o] o Vol [V o] o TSR PPR 32
3.3 DiSCUSSION QUESTIONS....cieieeeieeeeeeeeeeeee e s e e e s e e e s s e s e s e s e s e 32
2] =T =Y g Tl TSRS 33

8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 2 of 33



Lab 19: General Cryptography Concepts

Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This work has been adapted by The
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career
Training (TAACCCT) Grant No. TC-22525-11-60-A-48. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification

This lab includes the following tasks:
1 - Hiding a Picture within a Picture Using S-Tools

2 - Hiding a Media File within a Picture Using S-Tools
3 - Revealing Hidden Data Using S-Tools
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Lab 19: General Cryptography Concepts

Objective: Summarize general cryptography concepts

You may have read an article online about how some Russian spies used steganography
to conceal information and send information to one another. The tools and techniques
used in this lesson are very similar to those used in high profile cases within the media.

S-Tools — S-Tools is a steganography tool that can be utilized to hide pictures or WAV
files. S-Tools can also be used to reveal hidden digital messages in pictures if the person
has the correct password and encryption algorithm. Tools like this one and similar tools
have been used to transmit files with hidden digital messages in them.

Encryption Algorithm — S-Tools allows the user to use various symmetric encryption
algorithms to encrypt their hidden digital message, including:

e |DEA - International Data Encryption Algorithm
e DES - Digital Encryption Standard
e Triple DES - Triple Data Encryption Standard

BMP File — A BMP, Bitmap Image File, is a picture image format that can be utilized
within the S-Tools program.

WAV File — A WAV, Waveform Audio File Format file, is a sound file format that can be
utilized within the S-Tools program. WAV files can be hidden within or used to hide

other files.

GIF File — A GIF, Graphics Interchange Format file, is a picture image format that can be
utilized within the S-Tools program. Other files can be hidden within GIF files.
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Pod Topology

BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

|
LINUX !
Firewall i
. |
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: Topology
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Lab 19: General Cryptography Concepts

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

192.168.100.5

password

Windows 7 Internal Attack Login:

1. Click on the Windows 7 Internal Attack icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

student

Figure 2: Windows 7 login
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Lab 19: General Cryptography Concepts

1 Hiding a Picture within a Picture Using S-Tools

S-Tools is a stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. The files will be embedded in a picture file.

1.1 Hiding a Picture Using S-Tools
Open S-Tools

1. Inthe Windows 7 Internal Attack Machine, double-click on the steg folder on
your desktop. Double-click to open S-Tools.exe.

P
l'\u.../'”\...fl | /b steg
Organize - Open Share with = Burn
- Favorites Name
Ml Desktop %] cryptlib.dll
4 Downloads %) GIFutil.dll
= Recent Places & | original-zepras.bmp
=>
- Libraries | | 5-Tool=.GID
3 Documents i@' 5-Tools.hip
J"- Music & zebras.bmp
k| Pictures %) zlib.dll

Figure 3: Double-Clicking on the S-Tools.exe file

2. Click Continue if you receive a warning. Click the single rectangle in the bottom
left hand side of the screen to maximize the Actions window for S-Tools.

A

4 Acti... | EP | = -E&]

Ready Maxim izel_

Figure 4: Maximize the Actions Window
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Lab 19: General Cryptography Concepts

3. Move the S-Tools window and the open steg folder side-by-side. Drag the
original-zebras.bmp file from the steg folder into the S-Tools Actions window.

"

il 5-Tools - Actions @-| .. ¥ steg

File Window Help

Organize = =] Preview = Share with - Prin

"1':2' Favarites D
Bl Desktop /%) cryptlib.dll
. Downloads ) GIFutil.dll

%El Recent Places | original-zebras.bmp

a2 5[ ools.exe

7 Libpas L] 5-Tools.GID
Documents ® 5-Tools.hlp
@ Music | & zebras.bmp
[E] Pictures %] zlib.dll
= T -

Figure 5: Dragging a File into the S-Tools Actions Windows

Notice in the bottom right hand corner, it states that this bitmap picture file can hold up
to 294,896 bytes. This is the size limit for a file that can be hidden within this picture.

=2 S-Tools - [original-zebras.omp]
@ File Window Help

Figure 6: The original-zebra.bmp file can hold up to 294,896 bytes
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Lab 19: General Cryptography Concepts

4. Dragthe msec.bmp file on to the original-zebras.bmp picture in the S-Tools
Actions window. After the file is placed in the window, you will see a box
appear. This box asks for a passphrase, passphrase verification, and the
encryption algorithm.

QQJ( | b steg

"
i

File Window Help - File Edit View Tools Help

il

AN

Organize v [0’ Preview v Share with » A

= : Name
. Favorites

Wi I Desktop &) cryptlib.dil
I i & Downloads %) GlFutil.dll
Uit st '7 T il = Recent Places & msec.bmp
fr \& original-zebras.bmp
Encryption algarithm: IIDEA v Help ! - Libraries i S-Tools.exe

4| Documents §-Tools.GID

L

Figure 7: Hiding the msec.bmp file within the original-zebras file.

5. For the Passphrase, type password. For the Verify passphrase, type password.
Leave IDEA for the Encryption algorithm. Click the OK button to hide the
msec.bmp file. NOTE:

The passphrase will be displayed as asterisks (*) when you type.

Hiding 28,531 bytes

Pazsphrase: | password

I Werify paszphraze: IFIESSWGr'd

Encrptian algarithn: I IDEA

Figure 8: Typing the Password

Even though the IDEA Encryption was used, other encryption algorithms can be used. If
an encryption algorithm other than the default is chosen, that information needs to be
provided, along with the password, to the person who is revealing the hidden picture.

Encryphion algonthm; I IDEA LI

DES
i Triple DES
= "'.-r."" MDC

Figure 9: Selecting the Encryption Algorithm
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Lab 19: General Cryptography Concepts

Now, in the top left hand corner of the picture, the phrase [hidden data] will appear,
indicating that digital information has been hidden in the original-zebras.bmp file.

5 S-Tools - [hidden data] I < ]7‘: ! = , -
@\ File Window Help - —

rA

< | 1] ’

Ready | No window selected

Figure 10: The msec.bmp file is hidden data within the original-zebras.bmp picture

6. To save the original-zebras.bmp file with the hidden msec.bmp file, right-click
anywhere within the picture, and select Save as... from the menu list.

s S-Tools - [hidden data] S
& File Window Help
| N = 9 . Vo -~ » < p* 3
e R B R G v

Save with a new name... | can hold up to 294,896 by't'es” 4

Figure 11: Saving the original-zebras.bmp picture with the embedded hidden msec.bmp picture
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Lab 19: General Cryptography Concepts

7. Inthe Save As Pop-up box:

e Verify the Save in location is the steg folder
e For the filename, type zebras_with_hidden_msec.bmp

Make sure you include the .bmp file extension.

e Verify the Save as type is All Files (*.*)
e Click the Save Button

- Save As |i|
Savein: | || steg j - I'ji B~
Mame . i

m

|%| GIFutil.dll 0
| msec.bmp ‘
|&£| original-zebras.bmp

i 5-Tools.exe

5-Tools.GID =

1 | 1 |

S
File name: Izeblas_w'rth_hidden_msec.bmp Save ||
Save as type: IP-JI Files (") LI Cancel |

Figure 12: The Save as Dialog Box of S-Tools

k.

Typically, the user would not indicate the name of the hidden picture file within the
name of their picture. In this case, it is done to help you understand how S-Tools works.

s S-Tools - [zebras_with_hidden_msec.bmp]
File

Window Help ‘f:\g" x|

-

Ready | can hold up to 294,896 bytes

Figure 13: The Name of the New File that contains the Hidden MSEC bmp file
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Lab 19: General Cryptography Concepts
8. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

22 S-Tools - [zebras_with_hidden_msec.bmp] @Eﬂ

&[File] Window Help - || ]l %

Properties... RN N e

Exits from S-Tools can hold up to 294,896 bytes
B — e e —————

Figure 14: Closing S-Tools

9. Open the S-Tools program again, by double-clicking on the S-Tools.exe file.

C\)-(:}v| . F steg

Organize « Open Share with = Burn

e

0 Favarites L
B Desktop %] eryptlib.dll

4 Downloads ) GIFutil.dll

;
;= Recent Places

% original-zebras.bmp
=>
- Libraries || 5Tools.GID
@ Documents '@' 5-Tools.hlp
J? Music |&| zebras.brmp
[ Pictures %] zlib.dll

Figure 15: Double-Clicking on the S-Tools.exe file
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Lab 19: General Cryptography Concepts

10. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window if needed. The Actions window should be maximized.

4 Acti.. 9 |wEmfmesal]
Ready — Maxirnize I_

Figure 16: Maximize the Actions Window

11. Drag the zebras_with_hidden_msec.bmp file from the steg folder located on the
desktop into the S-Tools Actions window.

3l 5-Toals - Actions

File Window Hel - N
Vv P L ML) | . » steg
&, Actions File Edit View Tools Help
Action State Clerles Organize « @] Preview Share with + Print Burr
- Favorites ] (TS
B Desktop %] cryptlib.dll
4 Downloads %] GIFutil.dil

m

‘,-'_i Recent Places |&| msec.bmp
&L original-zebras.bmp

\ 4l Libraries 2 5-Tools.exe

o 3 Documents 5-Tools.GID

M & s-Tools.hip

(&= Pictures | zebras.bm
E Videos B ézebra;_W|t:_h|dden_m;ec.bmp I
|%| zlib.dll

Ready

Figure 17: Dragging a File into the S-Tools Actions Windows

Verify that the file name zebras_with_hidden_msec.bmp is next to the word S-Tools.

24 S-Tools - (zebras_with_hidden_msec.bmp]I <— — 3 = | = P

'@& File Window Help - (& %
7 T —— = ; T = r 3
'.f? ;:ﬁ 3,
, o

Ready | No window selected

Figure 18: The zebras_with_hidden_msec.bmp file in the S-Tools Actions Window
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Lab 19: General Cryptography Concepts

12. To reveal the hidden picture, right-click on the zebra picture and select Reveal.

B

i
File Window Help

% 5 Took - Gebres vt BB

Save

Save as...

Properties...

Try to reveal a hidden file

A=

| can hold up to 294,896 bytes

Figure 19: Revealing the Hidden Picture File

13. Type password in the Passphrase and Verify passphrase boxes. Leave IDEA for
the Encryption algorithm. Click OK to reveal the hidden msec.bmp file.

The passphrase will be displayed as asterisks (*) when you type.

Revealing from zebras_with_hidden_wav_file.bmp &
Passphrase: | password I:l
Verfy passphrase: | password Cancel
E ncrpption algorithm; |IDE,-'1'-. ﬂ Help

Figure 20: Typing the Password

)

The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
window pane in which the name and size of the hidden file msec.bmp are displayed.

r

3 5-Toaols - [Revealed Archive]

= | = 23
- .
[". File Window Help
Revealed files:
MName Size
b zec.bmp 488,798
Ready Mo window selected

Figure 21: S-Tools — [Revealed Archive] Window
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Lab 19: General Cryptography Concepts
14. Right-click on the Msec.bmp file, and select Save as...

[ =RNC X

e 5-Toaols - [Revealed Archive]

", File Window Help - =] x
Revealad files:
M amne Size
488 798
Save as.., | lf—
Properties...

Save highlighted file to disk Mo window selected

Figure 22: Saving the Hidden File within the Zebras Picture File

15. Type the following in the file name box: my_hidden_file.bmp. Verify that the
Save in location is the steg folder and click Save.

Make sure you include the .bmp file extension.

' =)

. Save As T ——
Savein: | steg j I':'_hF '
Mame : il
%] cryptlib.dll =

| GIFutil.dll

& msec.bmp
&| criginal-zebras.bmp

2 5-Tools.exe
1 | 1] [

I
File name: |rrr'_.r_hidden_file.hmp
Save as type: | j Cancel

ke

Figure 23: Saving the Hidden File
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Lab 19: General Cryptography Concepts

16. Double-click on the my_hidden_file.bmp in the steg folder on your desktop.

@§| . ¢ steg

File Edit Wiew Tools Help

Organize « 7 Preview = Share with = Print

[ Favorites B Mame I
Ml Desktop %] cryptlib.dll
& Downloads %) GIFutil.dll
| Recent Places | & msec.bmp

| |[&E my_hidden_filebmp f—

Figure 24: Opening the Revealed File

The picture that you hid within the original-zebras.bmp file should now be revealed.

™ msec.bmp - Windows Photo Yiewer F = |D|__>S]
Fle ~ Print ~  E-mail Burn ~ Open ~ @
BackTrack S Windows 7 Red Hat Linux ~ Windows 2k3 Server

Attack Attack Victim Victim

Domain: MSEC.local
192.168,100.0/24

INTERNAL NETWORK

MSEC

Multi-Purpose

Security Pod : 1 ‘ 2
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Firewall

o ‘H.,-()—»-a 5 ¢ x)

Figure 25: My-hidden_file.bmp is the msec.bmp file that was hidden within the original-zebras.bmp
picture
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Lab 19: General Cryptography Concepts

17. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

1.2

22 S-Tools - [zebras_with_hidden_msec.bmp] LEM

&h[File| Window Help - &) x

Properties... it S PG v 436N R L PAE o ees e I

Exits from S-Tools can hold up to 294,896 bytes /

Figure 26: Closing S-Tools

Conclusion

S-Tools is a stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. The files will be embedded in a picture file. During the lab, we hid a picture
named msec.bmp within another picture of zebras called original-zebras.bmp. Only
users who know the password and encryption algorithm used will be able to reveal the
hidden msec.bmp picture file.

1.3 Discussion Questions

What kind of files can be hidden with the S-Tools Stenography tool?
How is a hidden file revealed within the S-Tools program?

What is needed to reveal a hidden file in the S-Tools program?

What are some of the available encryption algorithms within S-Tools?

PwnNPE
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Lab 19: General Cryptography Concepts

2 Hiding a Media File within a Picture Using S-Tools

S-Tools is a stenography tool that can be used to hide bitmap, GIF, and wave files from
plain view. The files will be embedded in a picture file. There is a popular saying that “a
picture can say a thousand words.” In this task, we will accomplish just that, by hiding a
WALV file, which is a sound file, in a picture. That WAV file could be a message of
someone speaking a thousand words, a secret message from one person to another, or
it could be even be a music file.

2.1 Hiding a WAV file with S-Tools
Open S-Tools

1. If necessary, double-click on the steg folder on your desktop. Open the S-
Tools.exe file.

J—
UU | / » steg
Organize = Open Share with = Burn
- Favorites Name
Bl Desktop %) cryptlib.dll
4 Downloads %) GIFutil.dll
| Recent Places # original-zebras.bmp
=>
- Libraries || 5-Tools.GID
3 Documents i@' 5-Tools.hip
J’- Music 2| zebras.bmp
k=| Pictures || zlib.dll

Figure 27: Double Clicking on the S-Tools.exe file

2. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window, if needed. The Actions window should be maximized.

& . (5 |l
Ready Maxirnize |_

Figure 28: Maximize the Actions Window
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Lab 19: General Cryptography Concepts

3. Drag the original-zebras.bmp file from the steg folder into the S-Tools Actions
window.

- 5-Tools - Actions %v| L. » steg

File Window Help

Organize = =] Preview - Share with - Print

‘L:r Favorites RAE
Bl Desktop | cryptlib.dil
& Downloads % GIFutil.dll
"5l Recent Places | original-zebras.bmp
i 5-Tools.exe
) Libgas || 5-Tools.GID
Documents 9 5-Tools.hlp
J’ Music zebras.bmp
=] Pictures @] zlib.dll

Figure 29: Dragging a File into the S-Tools Actions Windows

4. Dragthe Windows_Ding.wav file on to the original-zebras.bmp picture in the S-
Tools Actions window. After the file is in the window, you will see a box appear.
This box asks for a passphrase, passphrase verification, and the Encryption

algorithm.

2 S-Tools - [original-zebras.omp]

%&L)ﬁeg —

|| File Edit View Tools Help

Organize v Play v Share with v Burn N

A S N Tl
A ol “-,»r,.&

*  Name

. Favorites 3 >-100I5.01U
Pl Desktop @ S-Tools.hip
= Recent Places | & zebras.bmp

| &) zebras_with_hidden_msec.bmp
- Libraries ~ 7] il

Windows_Ding.wav Length: 00:00:00

< m y J’ Wave Sound Rating: %7 %7 37 W5 WS
WAV

Ready No win

Figure 30: Hiding the Windows_Ding.wav file within the original-zebras.bmp file.

8/2/2013 Copyright © 2013 CSSIA, NISGTC Page 19 of 33
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5. Type password in the Passphrase and Verify passphrase boxes. Leave IDEA for
the Encryption algorithm. Click the OK button to hide Windows_Ding.wav.

The passphrase will be displayed as asterisks (*) when you type.

i 06y

Fassphrase: | password
Werify passphragze: I password Cancel |
Encryption algorithm: IIDE,{'-. LI Help |

Figure 31: Typing the Password

Now, in the top left hand corner of the picture, the phrase [hidden data] will appear,
indicating that digital information has been hidden in the original-zebras.bmp file.

% S-Tools - [hidden data] | & =& =& |
@ File Window Help Til::idi

1
.fi'wf x‘f' :“s
AT '
4158
|=
& 52
< | 11} L
Ready | No window selected Y

Figure 32: The Windows_Ding.wav file is hidden data within the original-zebras.bmp picture
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6. To save the original-zebras.bmp file with the hidden Windows_Ding.wav file,
right-click anywhere within the picture, and select Save as... from the menu list.

=2 S-Tools - [hidden data]
&, File Window Help

- 5 . - ) i
- AL T ' ey -5 AN S P Ty r
«Xrs 3 4 4 ’ s it ™ S . 8 . » e Y P LA
- s § v ¥ ol % 3 .yt ' -1\:“-‘.4. > ? ‘ ..‘.‘0‘,),."!‘ N g
NES

_

Save with a new name... | can hold up to 294,896 bytes : Y

4

Figure 33: Saving the original-zebras.bmp picture with the embedded hidden Windows_Ding.wav file

7. In the Save As Pop-up box:

e Verify the Save in location is the steg folder
e For the filename, type zebras_with_hidden_wav_file.omp

Make sure you include the .bmp file extension.

e Verify the Save as type says All Files (*.*)
e C(Click the Save Button

L d
- Save As u

Sa\rein:l || steg j = |=_~>F v
Mame ’ -
& 5-Tools.hip

|| Windows_Ding.wav
|2 zebras.bmp
| zebras_with_hidden_msec.bmp

4 [.m |

%) zlib.dll
o 1l | F
File name: Izeblas_mth_hidden_wav_ﬁle.bmp | Save I
Save as type: I.Pu.ll Files .7 ;I Cancel |

Figure 34: The Save As Dialog Box of S-Tools
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Lab 19: General Cryptography Concepts

Normally, the user would not indicate the name of the hidden picture file within the
name of their picture. In this case, it is done to help you understand how S-Tools works.

r

52 S-Tools - [zebras_with_hi
1z WILTL MG

@\ File Window Help [ e

=
:4' ST
TEIRAE S s FIRAEREs -

.
‘-__i <

| can hold up to 294,896 bytes

Figure 35: The Name of the New File that contains the Hidden Windows_Ding.wav file

8. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

= S-Tools - [zebras_with_hidden_msec.bmp] lﬂ]_@_ﬂ
@[File] Window Help ~ A £
1 Properties... N 4 \‘.;,_f".u 1™ ';\,-,- (i s, i A

Exits from S-Tools can hold up to 294,896 bytes

Figure 36: Closing S-Tools
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9. Open the S-Tools program again by double-clicking on the S-Tools.exe file.

o
(I~

» steg
Organize = Open Share with « Burn
- Favorites Mame
Bl Desktop %) eryptlib.dll
4. Downloads %) GIFutil.dll
| Recent Places & original-zebras.bmp

= Libraries

| | 5-Tools.GID
-] Documents ® 5-Tools.hlp
J‘. Music & zebras.bmp
k= Pictures %) zlib.dll

Figure 37: Double Clicking on the S-Tools.exe file

10. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window if needed. The Actions window should be maximized.

(4% Acti..[ 2]

Ready

e )

Figure 38: Maximize the Actions Window

11. Drag the zebras_with_hidden_wav_file.bmp file from the steg folder located on
the desktop into the S-Tools Actions window.

)
2 S-Tools - Actions EIM
File Window Help QQ - ‘ b steg - | 5 || Search steg P|
% Actions File Edit View Tools Help
3 rganize v review v are with = rint urn ew folder = - (2]
Action State Progress o [ Previ Sh ith p B New fold B 3
- - Mame o
- Favorites
£ |4 WINQows_uing.wav
B Desktop & zebras.bmp
llownicoc & zebras_with_hidden_msec.bmp
< £ Recent Places [T zebras_with_hidden_wav_filcbmp | E
(%) zlib.dll -
) Libraries | = o
?' zebras_with_hidden_wav_file.bmp Date modified: 5/26/20121:21 PM
Ready m_l Bitmap image Dimensions: 1024 x 768

Figure 39: Dragging a File into the S-Tools Actions Windows
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Lab 19: General Cryptography Concepts

Verify that the file name zebras_with_hidden_wav_file.bmp is next to the word S-
Tools.

=22 S-Tools - [zebras_with_hidden_wav_file.bmp] G o | B %
@ File Window Help

T TN

Ready No window selected

.~

Figure 40: The zebras_with_hidden_wav_file in the S-Tools Actions Window

12. To reveal the hidden wav file, right-click on the zebra picture and select Reveal.

2, S-Tools - [zebras_with_hidden_wav_file.bmp] e =SR=N X
és File Window Help - |[&] %]
O R Rt < Save >3 tle o > 1) 3% 3 TS O S

Save as...

Try to reveal a hidden file can hold up to 294,896 bytes

e o e e ame

Figure 41: Revealing the Hidden Picture File

13. Type password in the Passphrase and Verify passphrase boxes. Leave IDEA for
the Encryption algorithm. Click the OK button to reveal the hidden WAV file.

The passphrase will be displayed as asterisks (*) when you type.

Revealing from zebras_with_hidden_wav_file.bmp ﬁ

Pazzphrasze: | password |

Werify paszphraze: | password Cancel
E nermyption algarithm: | IDEA j Help |

Figure 42: Typing the Password

:
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The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
window pane in which the name and size of the hidden Windows_ding.wav file are

displayed.

8/2/2013

2 S-Tools - [Revealed Archive] = LB | 3

|J'_: File  Window Help

Revealed files:

Mame Size
Wwindows_ding.way 118,586

Ready Mo window selected

[ 4

Figure 43: S-Tools — [Revealed Archive] Window

14. Right-click on the Windows_ding.wav file, and select Save as...

-

i 5-Tools - [Revealed Archive]

". File Window Help _[=

Revealed files:

K EE Size

Windows_ding. way
—

Properties...

Mo window selected

Save highlighted file to disk

-

Figure 44: Saving the Hidden File within the Zebras Picture File
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15. Type the following in the file name box: my_hidden_wav_file.wav. Verify that
the Save in location is the steg folder and click Save.

Make sure you include the .wav file extension.

-

- Save As ﬁﬂ

Savein: | steg j I‘jﬁ '
-~

Marme

»

|4 | Windows_Ding.wav
| zebras.bmp
Bl & zebras_with_hidden_msec.bmp

| zebras_with_hidden_wav_file.brp

al.m |

|| zlib.dll

4| 1 [ b
File name: |rrr:.r_hidden_wav_file.wav
Save as type: | ﬂ Cancel

Figure 45: Saving the Hidden WAV File

16. Close the S-Tools.exe by selecting File, then exit.
17. View the my_hidden_wav_file.wav folder on your desktop.

-

wu | | » steg "|‘f|r
File Edit View Tools Help

Organize - 7] Preview = Share with = Print Burn Mew foldel

I
i il Mame
. Favorites = N
- [ JLFUTILOI
Bl Deskto 1 |
P - & msec.bmp
4 Downloads

|| my_hidden_file.brmp

I || my_hidden_wav_fileway | sl —
|& original-zebras.bmp

- 4| 1] [

= Recent Places

- Libraries

zebras_with_hidden_wav_file.omp Date modified: 5/26/2012 1:21 PM
H_.l Bitrnap image Dirnensions: 1024 x 768

k.

Figure 46: Viewing the Revealed File

If we have an audio device installed on our system, we can listen to the messages and
sounds within the WAV file. This WAV file is from the Windows operating system.
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2.2 Conclusion

S-Tools is a stenography tool that can be used to hide bitmap, GIF, and wave files from
plain view. The files will be embedded in a picture file. During the lab, we hid a sound
file called Windows_Ding.wav within a picture of zebras. Only users who know the
password and encryption algorithm used will be able to reveal the hidden
Windows_Ding.wav sound file. This is a great way to transmit secret messages.

2.3 Discussion Questions
1. What kind of sound files can be hidden with the S-Tools Stenography tool?
2. What kind of picture files can be hidden with the S-Tools Stenography tool?
3. How do you hide a sound file in the S-Tools program?
4. How do you reveal a hidden sound file in the S-Tools program?
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3 Revealing Hidden Data Using S-Tools

In Task 1, we hid a bitmap MSEC picture within the original-zebras picture. Then, in Task
2, we hid a Windows_Ding WAV file within the original-zebras picture. In this task, we
will reveal hidden BMP, WAV, and GIF files within various pictures. These techniques
can be used to send secret messages to another person. Anyone who receives the
original-zebras.bmp picture and does not have S-Tools, the password, or the encryption
algorithm will not be able to view the hidden content in the picture.

3.1 Revealing Hidden Data

Open S-Tools

1. If necessary, double-click on the steg folder on your desktop. Open the S-
Tools.exe file.

P
UU | / » steg
Organize = Open Share with = Burn
- Favorites Name
Bl Desktop %) cryptlib.dll
4 Downloads %) GIFutil.dll
| Recent Places # original-zebras.bmp
=>
1 Libraries || 5Teols.GID
3 Documents IZEII 5-Tools.hip
J’- Music 2| zebras.bmp
k=| Pictures || zlib.dll

Figure 47: Double Clicking on the S-Tools.exe file

2. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window, if needed. The Actions window should be maximized.

& . (5 |l
Ready Maxirnize |_

Figure 48: Maximize the Actions Window
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3. Drag the picturel.bmp file from the steg folder into the S-Tools Actions window.

—
5-Tools - Actions -
—

R =
J——
wuv| | b steg v|¢¢ |_| Search steg

File Edit View Tools Help

Organize * Open Sharewith » »  Ef » [7] u@n

File Window Help

W, Actions
Action State

[ Favorites n %) cryptlib.dil 2 5-Tools.exe
. Desktop (%) GIFutil.dll 5-Tools.GID

& Downloads & msec.bmp I@IS-Tonls.hlp
15| Recent Places & my_hidden_file.bmp |4 Windows_Di

m

|4 | my_hidden_wav_filewav | J|yougoetmail,

4 Libraries iE & criginal-zebras.bmp & zebras_with
€ <] Documents & picturel bmp | zebras_with

Figure 49: Dragging a File into the S-Tools Actions Windows

4. To reveal the hidden WALV file, right-click on picturel.bmp picture and select

Reveal.

|~ B
2 S-Tools - [picturel.bmp] =RECN X
@\ File Window Help ~[[a]

Save

Save as...

Properties...

< p— - m - = »

Try to reveal a hidden file can hold up to 485,984 bytes

= =

Figure 50: Revealing the Hidden Picture File
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5. Type password in the Passphrase and Verify passphrase boxes Leave IDEA for
the Encryption algorithm. Click the OK button to reveal the hidden BMP file.

The passphrase will be displayed as asterisks (*) when you type.

Revealing from picturel.bm‘

N ety passphraze: | paSS'u'-.fDrd Cancel

Pazsphrase: | password

Encryption algarithm: |IDE,-'1'-, j Help

Figure 51: Typing the Password

The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
windowpane in which the hidden file Black_arts.bmp is displayed.

#2. 5-Toaols - [Revealed Archive] [ = | (=] ﬁ]
", File Window Help NEE
Revealed files:

Size
474,054
Ready Mo window selected

Figure 52: S-Tools — [Revealed Archive] Window

6. Right-click on the Black_arts.bmp, and select Save as...

% S-Tools - [Revealed Archive] o (S S
["J File Window Help NEE:
Revealed files:

Mame Size
474 154
Properties...

Save highlighted file to disk

Mo window selected

[

Figure 53:

8/2/2013

Saving the Hidden File within the Picture File
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7. Change the Save in location to Desktop and click Save.

-

’=‘:'iz Save As @
Savein: | ! j ] EF B~

m

Libraries
Systern Folder
Al

student
&?i Systemn Folder

s L Computer -
File name: |Black_arts.bmp
Save as type: | j Cancel |

Figure 54: Saving the Hidden File to the Desktop

8. View the picture on your desktop by double-clicking on the Black_arts.bmp file.

=] Black_arts.bmp - Windows Photo Viewer — H =

\9\

File ¥ Print -~ E-mail Bun ¥ Open ¥

Defense against

the Black Arts

How Hackers Do What They Do
and How to Protect against It

* Jesse Varsalone
Matthew McFadden
with

Sean Morrissey

chael Schearer (“theprez88”)
James “Kelly” Brown
Ben “TheX1le” Smith

Foreword by Joe McCray

o> = - {Q\' e O ¢ | X

Figure 55: Viewing the Hidden Picture File

9. Close S-Tools by clicking File, then exit. Close the steg window.
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3.2 Conclusion

S-Tools is a stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. Bitmap, GIF, and WAV file formats can be embedded in a GIF or BMP picture
file, or a WAV file. When someone receives a file with one of these format types, it is
very difficult to detect the presence of Stenography. Only users with the Stenography
tool who know the password and Encryption algorithm will be able to open the file.

3.3 Discussion Questions

1. Use the same procedure in steps 1-9 to identify the name of the hidden file in
picture2.bmp.

2. Use the same procedure in steps 1-9 to identify the name of the hidden file in
picture3.bmp.

3. Use the same procedure in steps 1-9 to identify the name of the hidden file in
pictured.bmp.

4. Use the same procedure in steps 1-9 to identify the name of the hidden file in
picture5.bmp.
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