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Lab 11

Configure an Intrusion Detection System (IDS) for a Control System

You will complete the following:

e Create a Security Onion Xubuntu VM

e Configure a Security Onion IDS for Control System protocols
e Use custom Pcap files to generate attack traffic on a Control System Network

Part One — Security Onion Installation

1. Connect host machine to an Internet connection.
Download the Security Onion ISO file at:

https://code.google.com/p/security-onion/wiki/Installation

3. Open VMWare Player (or Workstation) and select “Create a New Virtual Machine

Welcome to VMware Player

Create a New Virtual Machine

o

Create & new virtual machine, which will then be
added to the tap of your korary,

E! Open a Virtual Machine

g Open an existing virtual machiree, which will then
be added to the top of your lbrary.

4 0 a Virtual App e
= Downicad a virual appliance from the
marketplace. You can then epen it in Yiware
Player.

@ Help
WView VMware Player's help contents.

4. Select “Installer disc image file (iso): and click the “Browse” button

5. Navigate to the disc location containing the ISO image file downloaded in step 1 or to the location

specified by the instructor and select the ISO image file
6. Select “l will install the operating system later.”

New Virtual Machine Wizard ﬁ

Welcome to the New Virtual Machine Wizard
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install fram:
() Installer disc:

A DVD RW Drive (D:) -

(") Installer disc image file (iso):

C:\ISO CD Images\FTK 4.2.0.is0 hd Browse.

(@)1 will install the operating system later.

The virtual machine will be created with a blank hard disk.
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7. Click the “Next” button

8. Choose “Linux” for the guest operating system and select “Ubuntu 64-bit” in the “Version”
dropdown list and click the “Next” button.
PNew Virtual Machine Wizard @1

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

[ ) Microsoft Windows
(@) Linux

(©) Novell NetWare

() 5un Solaris

(©) Other

Version

Ubuntu 64-bit v

[ <Back |[ wet> ][ cancel |

9. Enter a name (“scada” for example) for your virtual machine and make note of the location that it
will be created. If this is not the desired location, browse to the correct location. Click the “Next”
button.

New Virtual Machine Wizard @‘

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

SCADA_IDS|

Location:

C:\Virtual Machines\SCADA_IDS

[ <sack | [ met> ][ cancel |

10. Change the “Maximum disk size” to 40 GB. If you want to later move the virtual machine or back it

up to external media, select “Split disk into multiple files” and click the “Next” button.
rNewV\'r‘tua\ Machine Wizard ﬁ‘

Specify Disk Capacity
Hows large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as
you add applications, files, and data to your virtual machine.

Maximum disk size 40.0 =

Recommended size for Ubuntu 64-bit: 20 GB

( Store virtual disk as a single file
(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

<Back | [ Net> | [ cancal
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11. Click the “Customize Hardware” button

New Virtual Machine Wizard

==

64-bit.

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu

The virtual machine will be created with the following settings:

Name:
Location:
Version:
Operating Syst...

Hard Disk:
Memory:
Network Adap...

SCADA_IDS ol

CAVirtual Machines\SCADA_IDS
Workstation 9.0
Ubuntu 64-bit

40 GB, Split =

1024 MB
NAT -

Customize Hardware...

< Back I [ Finish ] [ Cancel

12. Click the “Add” button and click the “Yes” button if prompted to allow changes.

L]

Haroware
Divice Surremary Mgemery
I | | 5 o s o ey et

[ r— 1
i bew COEVD L Ao debect

ashirs, The mimeey 0 must be & multipl of & M.

& Fapey Ak et Mermary for thes sl machine: M e
[ ———
5 Controtier  Fravent -]
& sound Card st dutect e
- fresent e d
L dusto debect . B Musmism ricommarsded memeny
im (Harvoey magosg iy
ot Deyond s size.)
1] -
1316
16 4
gy ¥ mscomemenced marmery
g 1604 Mp
e
i 3 Geast DS recommended minimem
o sz
58
(]
am
Add...
=) L]

13. Select “Network Adapter” and click “Next”

Add Hardware Wizard

=

Hardware Type

What type of hardware do you want to install?

Hardware

[ corovo o |
Floppy Drive

& Network Adapter
USB Controller
@) Sound Card

E Parallel Port
Serial Port

@ Printer

Generic SCSI Device

Explanation
Add a DVD/CD-ROM drive.
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14. Select “Host-only: A private network shared with the host”. Verify that the “Connect at power on”

option is selected and click “Finish”.
PAdd Hardware Wizard &J‘

Network Adapter Type
‘What type of network adapter do you want to add?

Metwork connection

(") Bridged: Connected directly to the physical network
Replicate physical network connection state

( : I NAT: Used to share the host's TP address

(@) Host-only: A private network shared with the host

Device status

Connect at power on

< Back H Finish J[ Cancel

15. Select the first original network adapter and change the Network connection setting to “Bridged:
Connected directly to the physical network.

Hardware: [
Davice. Gummany Devics: stoaus
- 168 -
Qercemes 1 ] Conact st posee
My COVIVD (L Auto debect
o Flopy LED detect Hebwork carnecton

@ e, Eormedted drecy 1o the gy retwar

Buss coreater  Present Rephcatn physical neterork connection seoe
o Soend Cord Aagn detect
- st v MAT: Used ta shaes the he's P nddhens
ntay Ao detect Host-anly: A privete network shered with the hast
LAN shgrrare:
AN Begmenta_ | | Advarcad.

16. Select “Memory” and change to memory to a minimum of “2 GB” with “4 GB” preferred.

Harchware (==
[ Sunnary L]
rormy e | Sptch he-mcont of maencey aborued ¥ the el
e . achure. The memety sam mutt bé & mutple of 4 bl
Wewr CODVD L Auto debect P
a Py Memory for this virtual machine: S
Wi etwort Adspter  Bridged [Automene]
T[T, o8
Bisacan. Haaon i
) Seund Card A
4 sundc o ek wo | <
e i i "
Boaplay utn detect i i g mey
2 b e re.)
o
5 13016 g
sizm “ & Recammended mamcry
- 1024 v
120 m0
e 1 G 05 recomminded miniam
g s1zm8
sMB
sue
ane
dd
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17. If your host computer supports it, increase the number of processors to 2.

y;v"'r'— o —— "‘
Davien Summary ocrars
' Memory 468 Mumber of processar cores: |2 x
Rlerocessors 2 |
) bew CO/OVD (L. Auto detact Virtualization angine
i Flopey Aute detect ]
W uistweet Adapter  eidgad (Auteenatic) prcfored mode: [anomate =)
B teatwork Adapt..  Host-only || Disabie acoeleration for binary translation

j :""“&:’" - [ Iirtuahize ntel VT-G/EFT of AMO-V/RVE
vy rakie [vintualize P perfarmance counters
Wnispiay Auto detact

L

18. Click the “Close” button and then click the “Finish” button.
19. Select the “CD/DVD (IDE)” and verify that the Security Onion I1SO image file is selected.
20. Click the “Play virtual machine” button and follow the installation instructions from the download
web page in step 2.
SCADA_IDS

State: Powered Off
0S: Ubuntu 64-bit
Version: Workstation 9.0 virtual machine
RAM: 4GB

B Play virtual machine

i Edit virtual machine settings

21. After Security Onion has started, double-click the “Install SecurityOnion” icon on the desktop.

= B ) 2ty Tue
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22. Use all the “defaults” presented in the install process.

23. Enter the user name and password specified by the instructor and click “Continue” (for example, use
“scada” for the user name with a password of “pipelineandsecurity” for the password).

24. Click “Restart Now” when the installation finishes.

25. After the vm has rebooted, login using the user id and password created in the installation.

26. It is recommended to install VMWare Tools in the vm to enhance vm operation. Complete the
following steps to install VMWare Tools.

27. In VMWare player, click “Player” in the upper left corner and select Manage | Install VMware Tools

28. A file manager window will open. Copy the VMwareTools file to the desktop.

b VMware Tools - File Manager

File Edit View Go Help

Ir- scada (=) | media | | VMware Tools

Desktop
-
Lﬂ Trash
File System g
manifest.txt VMwareTools-9.2.
[[a]] Network 2-893683.1ar.gz

>

I | Documents
I Download
LA Music
IKC] Pictures
=] Videos

29. Double-click the VMwareTools file on the desktop.
30. Click the “Extract files from archive” icon in the toolbar.

% VMwareTools-9.2.2-893683 tar.gz [read only] - + X
Archive Edit View Help

Sl 80

Back @ Location: | [/
Name * |Size Type Date Modified
uvmware-mols-distrib 192.9MB Folder 31 October 2012, 19:28

31. Use the default settings and click the “Extract” button.

Actions
™ Re-create folders
[ Overwrite existing files

| ] Donot extract older files

@Cancel | |"£§i-l-£xiract I
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32. Click the “Show the Files” button.

b Extracting files from archive + X

i ~.  Extracting files from archive

Archive: VMwareTools-9.2.2-893683.tar.gz

Extraction completed successfully

I .Qili.l | | Show the ﬁles| I ”xt.luse |
g |

33. Double-click the vmare-tools-distrib folder to open it.

hd Desktop - File Manager
File Edit View Go Help

scada m [ scada @
=

i-. | m € €

-
/| File System
= vmware-tools-
Network distrib

»

) VMware Tools

da Documents [@f [@, @

E Download I Setup Sguil Snorby
E Music I

C i,
@ Pictures @ E o)
Videos Squert Terminal Emulator VMwareTools-9.2.

2-893683.tar.gz

34. Double-click the “INSTALL” icon to open the installation instructions and use them to complete the
installation.

b vmware-tools-distrib - File Manager
File Edit View Go Help

scada ¢ scad 1 Deskeop | vmwaretools-distib|

E Desktop

m Trash

| File s

| File System

— bin doc etc

Network

VMware Tools A i i

m Documents I—I
installer likp FILES

m Download

L Music i @

@ Pictures M Eem

Videos INSTALL vmware-install.pl

35. Install any new updates for Security Onion if prompted.
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Part Two — Security Onion Setup
NOTE: The example user id and password used in Part One are used in the following section. If your
instructor has specified something different, use the correct user id and password.

1. Start the Security Onion vm and login, if necessary.
2. Double-click the “Setup” icon on the desktop.

Setup

3. Enter the password created in the installation and click “OK".

4. Click the “Yes, Continue!” button in the popup dialog box.

urity Oniol

5. Click the “Yes, configure /etc/network/interfaces!” button
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6. Inthe “Which network interface should be the management interface?” box, select “eth0” and click
the “OK” button.

A Security Onion Setup (scada-virtual-machine) + X

Which network interface should be the management interface?

eth1

| @Cancel [ /0K |

4

7. Select the “DHCP” radio button and click “OK”
NOTE: DHCP is being used to simplify the lab exercise in a test environment. A static IP address is
preferred in an actual production environment. The correct network settings for your production
environment would be used.

A Security Onion Setup (scada-virtual-machine) + X

Should eth0 use DHCP or static addressing?

Static addressing is highly recommended for production deployments.
() static
® DHCP

‘ ecancel || «/ OK ‘
4

8. Click the “Yes, configure monitor interfaces” button

= Security Onion Setup (scada-virtual-machine) + x

@ Would you like to configure monitor interfaces?

- Choose YES if this is a Standalone or Sensor installation
- Choose NO if this is a Server-only installation (only management interface will be configured)

| eNo, only configure a management interface | [ Qf‘fes* configure monitor interfaces I
4

9. Select “eth1” and click “OK”.

= Security Onion Setup (scada-virtual-machine) + X

Please select any additional interfaces that will be used for sniffing.

& eth1

| @Cance! I o/ OK |
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10. Click the “Yes, make changes and reboot” button.

h Security Onion Setup (scada-virtual-machine) + X

Wwe're about to do the following:
@ - Backup existing network configuration to /etc/network/interfaces.bak
- Configure the management interface eth1 using DHCP.
- Configure the following interface(s) for sniffing:
eth
-REBOOT

After rebooting, you'll need to run Setup again to complete the Setup process.
We're about to make changes to your system!

Would you like to continue?

l a-No, do not make changes! | [ J\'&, r|_'|ake chang_sz_in_d _re_bontl ]
4

7

11. Login with “scada” as the username with a password of “pipelineandsafety
12. Double-click “Setup” and enter the password

13. Click “Yes, Continue!” button in the popup dialog box

14. Click the “Yes, skip network configuration!” button.

¥ Security Onion Setup (scada-virtual-machine) + X

@ It looks like fetc/network/interfaces has already been configured by this script.

Would you like to skip network configuration?

@hio,l need to re-configure Jetc/network/interfaces. | | %//Yes, skip network configuration!

15. Click the “Advanced Setup” radio button and then click “OK”

s Security Onion Setup (scada-virtual-machine) + X

Would you like to use Quick Setup or Advanced Setup?

Quick Setup is recommended for first-time users or standalone VMs:
- ideal for quickly evaluating Security Onion

- will automatically configure most details of your system

- configures Snort and Bro to monitor one network interface

Advanced Setup is recommended for production deployments:

- gives you more control over the details of your system

- allows you to build a distributed sensor network

-you choose Sguil server, Sguil sensar, or both

-you choose which IDS engine to use (Snort or Suricata)

- you choose which IDS ruleset(s) to use (Emerging Threats, Snort VRT, or both)

- you choose which network interfaces should be monitored by the IDS Engine and Bro
-you choose how many processes to run for Snort/Suricata/Bro

-you choose which sensor processes to enable/disable

-:_:i:- Quick Setup
(®) Advanced Setup

| @Cancel || «J/ OK |

|
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16. Click the “StandAlone” radio button and then click “OK”

W Security Onion Setup (scada-virtual-machine) + X

If this is the first machine in a distributed deployment, choose Server.
This machine will only run Sguil, Squert, Snorby, and ELSA and will not monitor any network interfaces.

If this is a sensor for a distributed deployment (you've already installed the Server), choose Sensor.
You will need to be able to S5H to the existing Server box with an account with sudo privileges.

Otherwise, choose Standalone to configure both Server and Sensor components on this box.
‘..:_-‘ Server

() sensor

@® standalone

| gtancel [/l o/ OK |

“

17. On the SGUIL dialog box enter “scada” as the username and click “OK”

n
~  Security Onion Setup (scada-virtual-machine) + X
What would you like your Sguil username to be?

This will be used when logging into Sguil, Squert, and ELSA.

Please use alphanumeric characters only.

[scada| |

| @Cancel |I JDK J

|

18. Enter “pipeline@centratech.edu” as the email address and then click “OK”

 Security Onion Setup (scada-virtual- + X
What is your email address?

This will be used when logging into Snorby.

pipeline@cemrahech.eclu| |

| @Cancel |l ‘;f?ﬂlﬁ J

F |

19. Enter “pipelineandsafety” as the password and click “OK”
20. Re-enter the password and click “OK” to confirm the password.
21. Select “Snort” as the IDS engine and click “OK”

= Security Onion Setup (scada-virtual-ma + X

Which IDS Engine would you like to use?
® snort

'3::.3' Suricata

| @cancel || oK |

Robert Hamilton 7/21/2014
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22. Select the “Snort VRT ruleset and Emerging Threats NoGPL ruleset” radio button and click “OK”

~ Security Onion Setup (scada-virtual-machine) + X

Which IDS ruleset would you like to use?
() Emerging Threats GPL no cinkcode required
requires ETPRO oinkcode
@ snort VRT ruleset and Emerging Threats NoGPL ruleset requires Snort VRT oinkcode
() Snort VRT ruleset only and set a VRT policy

() Emerging Threats PRO

requires Snort VRT oinkcode

@Cancel «f 0K

]

23. Enter the oinkcode provided to you by the instructor

-

.
Snort VRT Oinkcode + x

Please enter your Snort VRT oinkcode.

If you don't already have one, you can obtain one from http:/fwww.snort.org/.
77926cd 1bcb2c8f3838c23e1c55be0b7712c1ebf |

| QCancel | </ OK

24. Select “eth1” in the “Which network interface(s) should be monitored?” box and click “OK”

v Security Onion Setup (scada-virtual-machi + X

Which network interface(s) should be monitored?

[] etho
™ eth1

| QCancei | | o/ OK |

A

25. Click the “Yes, enable IDS Engine!” button

Security Onion Setup (scada-virtual-machine) + X

= The IDS Engine (Snort/Suricata) listens on the interfaces
@ specified on the previous screen and logs 1DS alerts.

Would you like to enable the IDS Engine?

| @o, disable the IDs Engine. | [ +/Yes, enable the IDS Engine! ]

4

26. Click the radio button “2” on the “How many IDS engine processes would you like to run?” window
and then click “OK”

Security Onion Setup (scada-virtual-machine)

How many IDS engine processes would you like to run?

This is limited by the number of CPU cores on your system.

Ifyou need to change this setting later, change IDS_LB_PROCS in /etc/nsm/HOSTNAME-INTERFACE/sensor.conf
FE]

® 2

| acancel J /0K |
4
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27. Click the “Yes, enable Bro!” button

28. Click the radio button “1” to select the number of processes to be used by Bro and then click “OK”
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32. Click “Yes, enable full packet capture!” button

iion

34. Accept the default size of 90 for the purging old log files and click “OK”

ok

35. Click the “Yes, enable Salt” button

1en

36. Click the “Yes, enable ELSA” button

| -

Robert Hamilton 7/21/2014
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37. Click the “Yes, proceed with changes!” button

38. Click “OK” in the Setup is complete dialog box

39. Click “OK” two more times to finish setup

40. Test for correct operation
a. Open aterminal window by double-clicking on the “Terminal Emulator icon on the

desktop
b. Type in “sudo service nsm status” and hit “Enter”
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Verify that all items show a green “OK” for their status

v Terminal - scada@scada-virtual-machine: ~
File Edit View Terminal Go Help
scada@scada-virtual-machine:~$ sudo service nsm status
Status: securityonion
* sguil server
Status: HIDS
* ossec_agent (sguil)
Status: Bro
Name Type Host Status Pid Peers Started

manager manager 192.168.115.46 running 6973 2 02 Oct 14:29:05

proxy proxy 192.168.115.46 running 7020 2 02 Oct 14:29:07

scada-virtual-machine-eth1-1 worker 192.168.115.46 running
02 Oct 14:29:09

Status: scada-virtual-machine-ethi

netsniff-ng (full packet data)

pcap_agent (sguil)

snort_agent-1 (sguil)

snort_agent-2 (sguil)

snort-1 (alert data)

snort-2 (alert data)

barnyard2-1 (spooler, unified2 format)

barnyard2-2 (spooler, unified2? format)

prads (sessions/assets)

sancp_agent (sguil)

pads_agent (sguil)

argus

http_agent (sguil)

scada@scada-virtual-machine:~$

ETEE R I T R

*

41. (optional) Generate test traffic to test IDS

a.
b.

Open terminal window if not already open
Type in “curl www.testmyids.com” and hit “Enter”

42. (optional) Check for alerts in the Snorby web interface

7061

(o e B e e B M W e R

2

RRIRNRIRRNIIRKR

a. Double-click the “Snorby” icon on the desktop
b. Click the “Proceed anyway” button in the security certificate warning window
c. Enter the email address used above and enter the password then click the “Welcome,
Sign In” button
Robert Hamilton 7/21/2014 Page 16 of 19
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Part Three — Configure and Test IDS for Control Systems

Start the Security Onion vm and login, if necessary.

Open Terminal window

Type “sudo /usr/bin/rule-update —c /etc/nsm/pulledpork/pulledpork.conf” and hit “Enter”
Make note of the number of Enabled and Disabled Rules in the results

el

> Terminal - scada@scada-virtual-machine: / S
File Edit View Terminal Go Help
Dane
Rule stats....
New: ~~mom e 1
Deleted:---1
Enabled Rules:----19068
Dropped Rules:----0
Disabled Rules:---16563
Total Rules:------ 35631
Done

Please review /var/log/sid changes.log for additional details
Fly Piggy Flyl

Restarting Barnyard2.

Restarting: scada-virtual-machine-ethil

* stopping: barnyardz-1 (spooler, unified2 format) [ oK ]
* starting: barnyard2-1 (spooler, unified2 format) [ oK
* stopping: barnyard2-2 (spooler, unified2 format) [ oK ]
* starting: barnyard2-2 (spooler, unified? format) [ oK ]
Restarting IDS Engine.
Restarting: scada-virtual-machine-ethi
* stopping: snort-1 (alert data) [ oK
* starting: snort-1 (alert data) [ oK
* stopping: snort-2 (alert data) [ oK ]
* starting: snort-2 (alert data) [ oK
scada@scada-virtual-machine:/$

5. Edit the pulledpork enablesid.conf file using the nano command line editor
a. InaTerminal window type “nano /etc/nsm/pulledpork/enablesid.conf

> Terminal - scada@scada-virtual-machine: -
File Edit View Terminal Go Help
Is(adﬂ@stada-virtual-ma(hine:~$ nano /etc/nsm/pulledpork/enablesid.conf

b. Find these lines at about line 30
# Example of modifying state for specific categories entirely (see README.CATEGORIES)
# VRT-web-iis,ET-shellcode,ET-emergingthreats-smtp,Custom-shellcode,Custom-
emergingthreats-smtp

c. After these lines, add a new line containing “scada”. This adds the scada ruleset to the
pulledpork downloads
NOTE: See README.CATEGORIES at
https://code.google.com/p/pulledpork/source/browse/trunk/doc/README.CATEGORIE
S?r=225

~ Terminal - scada@scada-virtual-machine: ~ - + X

File Edit View Terminal Go Helj

GNU nano 2.2.6 ile: /pulledpork/enablesid.conf

# Example of using the pcre: keyword to modify rulestate. the pcre keyword

# allows for full use of regular expression syntax, you do not need to designate
# with / and all pcre searches are treated as case insensitive. For more inform$
# about regular expression syntax: http://www.regular-expressions.info/

# The following example modifies state for all MS07 through MS10

# pcre:MS(0[7-97]10)-\d+

# Example of modifying state for specific categories entirely (see README.CATEGS
# VRT-web-iis,ET-shellcode,ET-emergingthreats-smtp,Custom-shellcode,Custom-emer$
scada

# Any of the above values can be on a single line or multiple lines, when

# on a single line they simply need to be separated by a ,

# 1:9837,1:220-1:3264,3:13010-3:13013,pcre:MS(0[0-7])-\d+,MS09-008, cve:2009-0233

# The modifications in this file are for sample/example purposes only and

# should not actively be used, you need to modify this file to fit your
# environment.

Get Help WriteQut [ Read File Prev Page @i Cut Text @& Cur Pos
Exit Justify @8 where Is Next Page gl UnCut Textf@] To Spell
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6. Rerun /usr/bin/rule-update -c /etc/nsm/pulledpork/pulledpork.conf
7. Note the change in the output.

n Terminal - scada@scada-virtual-machine: / S
File Edit Vview Terminal Go Help
Done
Rule Stats....
New:------- 1
Deleted:---1
Enabled Rules:----19238
Dropped Rules:----0
Disabled Rules:---16393
Total Rules:------ 35631
Done

Please review /var/logssid_changes.log for additional details
Fly Piggy Fly!

Restarting Barnyard2.

Restarting: scada-virtual-machine-ethil

* stopping: barnyard2-1 (spooler, unified2? format) [ oK ]
* starting: barnyard2-1 (spooler, unified2 format) [ oK ]
* stopping: barnyard2-2 (spooler, unified2 format) [ oK ]
* starting: barnyard2-2 (spooler, unified2 format) [ oK ]
Restarting IDS Engine.
Restarting: scada-virtual-machine-ethi
* stopping: snort-1 (alert data) [ ok ]
* starting: snort-1 (alert data) [ oK ]
* stopping: snort-2 (alert data) [ oK ]
* starting: snort-2 (alert data) [ oK ]

scada@scada-virtual-machine:/$ |

8. There are three basic pre-defined rule-sets in Security Onion
a. Connectivity
b. Balanced
c. Security
9. To enable the security rules, complete the following steps.
a. OpenaTerminal window
b. Type “sudo /usr/bin/rule-update —c /etc/nsm/pulledpork/pulledpork.conf —I security”
and hit “Enter”

[ = Terminal - scada@scada-virtual-machine: ~ - + X
File Edit View Terminal Go Help

iscada@scada—virtual—machine:-s sudo /usr/bin/rule-update -c fetc/nsm/pulledpork/ |
|pulledpork.conf -I security]

10. To see the SCADA rules that were enabled:
a. Opena Terminal window
b. Type “cat /etc/nsm/rules/downloaded.rules |grep SCADA |more” and hit “Enter”

x Terminal - scada@scada-virtual-machine: ~ - + X
File Edit View Terminal Go Help

|scada@scada-virtual-machine:~$ cat /etc/nsm/rules/downloaded.rules |grep SCADA |"-
Imore’ ‘

11. To generate control system alerts, complete the following steps:
a. Download or navigate to the packet capture files specified by the instructor and copy to
the Security Onion vm. Make note of the path to the files.
Extract the files if contained in a zipped file.
Open a Terminal window
Change to the location containing the packet capture files
The replay utility TCPreplay is used to replay the packets.
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Type in “sudo tcpreplay —t - -intfl=eth1l modbus_test_data_partl.pcap”. This will replay
the modbus_test_data_partl.pcap file on the eth1 network adapter.

-

Terminal - scada@scada-virtual-machine: ~ =S

File Edit View Terminal Go Help

scada@scada-virtual-machine:~$ sudo tcpreplay -t --intfi=ethl modbus_test_data_p [}
artl.pcap | H

Substitute different file names for the Modbus file name at the end of the command to
run other packet capture files. The —t switch runs the packets at maximum speed.

12. Check for alerts in the Snorby web interface

a.
b.

C.

Double-click the “Snorby” icon on the desktop
Click the “Proceed anyway” button in the security certificate warning window

H The site's security certificate is not trusted!
/

You attempted to reach localhest, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Chromium cannot rely on for identity information, or an attacker may be
trying to intercept your communications.

You should not proceed, especially if you have never seen this waming before for this site.

| Proceed anyway | | Back to safety |

P Help me understand

Enter the email address used above and enter the password then click the “Welcome,

Sign In” button

Login

Email

pipeline@centraltech.edu

Welcome, Sign In Forgot Password? Remember me

13. Identify the different protocols and signatures used in the generated alerts.

i More Options
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