
The Explosion of Cybercrime - The 5 Ways 
IT May Be an Accomplice

Brent Graham

Kaspersky Lab



Never ending….



2013 Corporate Threats Survey
• 91% of business’s suffered 

one cyber attack in the last 
12 months

• 9% of business’s were 
victims of a targeted attack

• Malicious programs could 
soon replace company 
insiders as the way of 
gathering information

https://www.securelist.com/en/analysis/204792317/Kaspersky_Security_Bulletin_2013_Corporate_threats

https://www.securelist.com/en/analysis/204792317/Kaspersky_Security_Bulletin_2013_Corporate_threats


Kaspersky Lab
Evolution of malware waves we have to deal with
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1994
One new virus every hour
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2006
One new virus every minute
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2011
One new virus every second

Or 70,000 samples/day



What about

2014
?



What about

2012?
Kaspersky Lab

is currently processing

320,000
unique malware samples

EVERY DAY



THREATS: SMARTER, FASTER, MORE



ORIGINAL CORPORATE SECURITY PERIMETER



TODAY’S SECURITY PERIMETER



Online Account Takeover
Corporate accounts are targeted because of the large balances and the ACH credits that are 
generated have expedited funds availability.  Corporate accounts do not offer the same 
legal protections that consumer accounts are provided from Regulation E.



Malware 
Exploiters

Money Mules

Victims

▶ Purchase malware to steal banking credentials

▶ Launch attacks from compromised machines

▶ Transfer stolen funds, cover their tracks

▶ Engage in the transfer of stolen funds

▶ Retain a percentage for their services

▶ Individuals

▶ Businesses

▶ Financial Institutions

Malware Coders: 

Develop malicious 

software sold on the 

Black Market

THE CYBER-THEFT PYRAMID





Threat Landscape - Malware

A
P
T

New vulnerabilities to exploit

New breeds of malware to deploy 
and execute

Continual bombardment of the 
target

End users highly susceptible



RSA: TARGETED ATTACK CASE STUDY

▶ On March 17th 2011, RSA announced that it was hacked

▶ During the 2011 Kaspersky Security Analyst Summit, Uri 

Rivner from RSA talked about how it happened:

▶ Two employees received an e-mail which contained a 

spreadsheet attachment labeled “2011 Recruitment 

Plan”.

▶ The e-mail has been marked as SPAM and put into the 

spam folder

▶ One of the employees opened it…and released a zero-

day Adobe Flash vulnerability.



RSA E-mail & Attachment

http://www.f-secure.com/weblog/archives/00002226.html



The Blueprint
How does this happen?



Targeted Attacks:

http://krebsonsecurity.com/2014/05/complexity-as-the-enemy-of-security/#more-25821

http://krebsonsecurity.com/2014/05/complexity-as-the-enemy-of-security/#more-25821


State Sponsored Cyber Terrorism

http://www.reuters.com/article/2014/02/10/us-cybersecurity-espionage-mask-idUSBREA191KU20140210

http://www.reuters.com/article/2014/02/10/us-cybersecurity-espionage-mask-idUSBREA191KU20140210


State Sponsored Cyber Terrorism

http://www.huffingtonpost.com/franzstefan-gady/chinese-cyberattacks-will_b_5384845.html

http://www.huffingtonpost.com/franzstefan-gady/chinese-cyberattacks-will_b_5384845.html


KASPERSKY LAB ANALYSIS REPORT

▶ In 2012-2013, 37.3 million 

users around the world were 

subjected to phishing attacks, 

up 87% from 2011-2012

▶ The number of distinct sources 

of attacks in 2012 and 2013 

increased 3.3 times (+330%)

SOURCE: THE EVOLUTION OF PHISHING ATTCKS 2011-2013, KASPERSKY LAB ANALYSIS REPORT

▶ 102,100 Internet users around the world 

were subjected to phishing attacks daily!



PHISHING SITES BY CATEGORY



TOP 30 PHISHING TARGETED SITES 2012-2013



CORPORATE EMPLOYEE ACTIVITIES

▶ 69% of U.S. employees spend at least 30 minutes on personal activities 

during business hours

▶ 34% of those employees spend their time online, most commonly on:

SOURCE: Salary.com's 2013 Wasting Time at Work Survey: http://www.salary.com/2013-wasting-time-at-work-survey/

http://www.salary.com/2013-wasting-time-at-work-survey/


VULNERABILITIES – WHO IS AT RISK?

▶ In the first half of 2013, over 30,900,000 vulnerable programs 

and files were detected on user computers running Kaspersky 

Security Network (KSN)

▶ An average of 8 vulnerabilities were detected on each user’s 

computer

▶ 45% of vulnerabilities detected by users were Oracle & Java

▶ Oracle Java, Adobe Reader, Office and Adobe Flash are the 

most exploited programs by cybercriminals in attacks

Source: Kaspersky Lab 2013 Vulnerabilities Report

In short, many more users are vulnerable than 

conventional thinking suggests



Vulnerable Apps Exploited by “The Bad Guys”



Mobile Malware 10 Years Old Already

http://www.itbusinessedge.com/blogs/data-security/ten-years-of-mobile-malware.html

http://www.itbusinessedge.com/blogs/data-security/ten-years-of-mobile-malware.html
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2014 MOBILE MALWARE STATISTICS
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2013: MOBILE MALWARE INSTALLATION PACKAGES

In 2013, 

3,905,502 

installation 

packages were 

used by 

cybercriminals to 

distribute mobile 

malware.

From 2012-2013 

we detected 

approximately 

10,000,000 

unique malicious 

installation 

packages



2014 MALWARE CLASSIFICATION & CAPABILITIES



Mobile Malware by Mobile OS

https://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013

https://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013


Mobile Banking Trojans
Staggering growth from 67 to 1321 during 2013



2013 Mobile Malware Breakdown 

• All mechanisms used to target 
PC’s moving to mobile

• Main target to steal money; 
secondary target to steal personal 
data

• Majority of Mobile Malware are 
botnets with rich feature set

• Online Banking the clear target

https://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013

https://www.securelist.com/en/analysis/204792318/Kaspersky_Security_Bulletin_2013_Overall_statistics_for_2013


Large Android Botnet



In the last few months



Not a Typo!!

http://www.maximumpc.com/kaspersky_counts_over_10_million_malicious_android_applications2014

http://www.maximumpc.com/kaspersky_counts_over_10_million_malicious_android_applications2014


“B Y O D”
The Effects of Consumerization

• Dual use of computers for 

personal and business 

purposes

• Trojan Infections

• Puts VPN Credential at risk

• Increased risk of data loss 

(theft)



The DropZone – This is Real



THE UNDERGROUND MARKET

RESELLING  DATABASES OF STOLEN & 

AGGREGATED FINANCIAL CREDENTIALS 
RESELLING STOLEN CREDIT CARDS



The Value of a Hacked PC

http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/

http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/


5 Ways IT may

Be an 

Accomplice

Be Ready for What’s Next



1) Migration Myopia

Believing that company data never finds its way to home systems

http://www.google.com/imgres?imgurl=http://www.cameraphonesplaza.com/wp-content/uploads/2009/02/ipaq-910c-the-hp-smartphone-available-in-canada-01.jpg&imgrefurl=http://www.cameraphonesplaza.com/category/hp/&usg=__tOyT3yWor6cVqg_5i_NbLK4PYUg=&h=765&w=560&sz=205&hl=en&start=13&um=1&itbs=1&tbnid=liYzIoo291zZbM:&tbnh=142&tbnw=104&prev=/images?q=smartphone+pictures&um=1&hl=en&tbs=isch:1
http://www.google.com/imgres?imgurl=http://www.cameraphonesplaza.com/wp-content/uploads/2009/02/ipaq-910c-the-hp-smartphone-available-in-canada-01.jpg&imgrefurl=http://www.cameraphonesplaza.com/category/hp/&usg=__tOyT3yWor6cVqg_5i_NbLK4PYUg=&h=765&w=560&sz=205&hl=en&start=13&um=1&itbs=1&tbnid=liYzIoo291zZbM:&tbnh=142&tbnw=104&prev=/images?q=smartphone+pictures&um=1&hl=en&tbs=isch:1
http://www.google.com/imgres?imgurl=http://www.cameraphonesplaza.com/wp-content/uploads/2009/02/ipaq-910c-the-hp-smartphone-available-in-canada-01.jpg&imgrefurl=http://www.cameraphonesplaza.com/category/hp/&usg=__tOyT3yWor6cVqg_5i_NbLK4PYUg=&h=765&w=560&sz=205&hl=en&start=13&um=1&itbs=1&tbnid=liYzIoo291zZbM:&tbnh=142&tbnw=104&prev=/images?q=smartphone+pictures&um=1&hl=en&tbs=isch:1
http://www.google.com/imgres?imgurl=http://www.cameraphonesplaza.com/wp-content/uploads/2009/02/ipaq-910c-the-hp-smartphone-available-in-canada-01.jpg&imgrefurl=http://www.cameraphonesplaza.com/category/hp/&usg=__tOyT3yWor6cVqg_5i_NbLK4PYUg=&h=765&w=560&sz=205&hl=en&start=13&um=1&itbs=1&tbnid=liYzIoo291zZbM:&tbnh=142&tbnw=104&prev=/images?q=smartphone+pictures&um=1&hl=en&tbs=isch:1


2) Social Media Mania

Adopting Social Media Without Protection



ResponseDetectionPrevention

3) Attention Misdirection

• 95% of respondents 
listed the 12 items 
below

• 95% thought that 
Prevention was key

• IT Security spending 
follows the same 
mindset

Focusing  on Protection vs. Detection and Response 

Alarm Motion detector
Monitoring Crime watch

Doors Locks
Windows Fence

Dog Gun
Police Insurance

Source:  “Data @ Risk” by David H. Stelzl

How They Break In:

34% 
9% 

23% 
4% 

22% 
2% 



4) Awareness Deficit

Failing To Foster A 
Culture Of 
Awareness



5) Reliance on Compliance
• Compliance…  just one step north of negligence.

Josh Corman, the 451 Group

Compliant Lifeboat Capacity: 
1,060

Actual Lifeboat Capacity: 
1,178

Passengers: 
3,547

http://www.google.com/imgres?imgurl=http://home.att.net/~wormstedt/titanic/titanic5.jpg&imgrefurl=http://bitterendblog.com/?p=1872&usg=__Ye2_nHX8Xfmyso4NJP18Y_-t6dk=&h=680&w=1020&sz=107&hl=en&start=18&um=1&itbs=1&tbnid=-IUUVTzx8I8hrM:&tbnh=100&tbnw=150&prev=/images?q=titanic&um=1&hl=en&sa=N&rls=com.microsoft:en-us&tbs=isch:1
http://www.google.com/imgres?imgurl=http://home.att.net/~wormstedt/titanic/titanic5.jpg&imgrefurl=http://bitterendblog.com/?p=1872&usg=__Ye2_nHX8Xfmyso4NJP18Y_-t6dk=&h=680&w=1020&sz=107&hl=en&start=18&um=1&itbs=1&tbnid=-IUUVTzx8I8hrM:&tbnh=100&tbnw=150&prev=/images?q=titanic&um=1&hl=en&sa=N&rls=com.microsoft:en-us&tbs=isch:1


Malware

The impact on IT security

Mobile / BYOD

Your data is on
the move!

The #1 target: 
applications!

48

YOUR DATA

Response: 

Anti-malware plus 

management tool / dashboard

Response: 
Systems / patch 
management

Response: 
Data encryption

Response: 
Mobile device 
management (MDM)



Malware

The impact on IT security

Mobile / BYOD

Your data is on
the move!

The #1 target: 
applications!
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YOUR DATA

Response: 

Anti-malware plus 

management tool / dashboard

Response: 
Systems / patch 
management

Response: 
Data encryption

Response: 
Mobile device 
management (MDM)

This is complexity

COMPLEXITY IS THE ENEMY OF IT SECURITY



Malware

What if?

Mobile / BYOD

Your data is on
the move!

The #1 target: 
applications!

50

YOUR DATA1
PLATFORM

MANAGEMENT CONSOLE

COST



KASPERSKY SECURITY FOR BUSINESS



OUR LEADERSHIP IS PROVEN BY INDEPENDENT TESTS
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Kaspersky Lab
Participation 

in 79 tests/reviews

1st places — 41

TOP 3 = 77%
Bitdefender

Sophos

G-Data

Symantec

F-Secure 

McAfee

Trend Micro

Avira

Avast 

BullGuard

AVG

Eset

AhnLab

Microsoft

Panda

In 2013, Kaspersky Lab products participated 

in 79 independent tests and reviews.

Our products won the 1st place 41 times and 

finished in the Top 3 of all tests 61 times (77%).

The size of the bubble is number of 1st places.


