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In-depth security news and investigation

19 Fire Sale on Cards Stolen in Target Breach

FEOSS@EMm

Last year’s breach at Target Corp. flooded underground markets with millions of stolen
credit and debit cards. In the days surrounding the breach disclosure, the cards carried
unusually high price tags — in large part because few banks had gotten around to canceling
any of them yet. Today, two months after the breach, the number of unsold stolen cards that
haven’t been cancelled by issuing banks is rapidly shrinking, forcing the miscreants behind
this historic heist to unload huge volumes of cards onto underground markets and at cut- and the

rate prices.
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2013 Corporate Threats Survey

Viruses, worms, spyware and other malicious programs 6%

Spam 61%

Phishing attacks 36%

Networkintrusion / hacking Lo

0%

Theft of mobile devices (smartphones/tablets)

DoS,DDoS attacks 1%

Theft of larger hardware (desktops, laptops etc.) %

Corporate espionage (involving people,not IT systems)
Targeted attacks aimed specifically %
at our organization / brand

%

13%

None

91% of business’s suffered
one cyber attack in the last
12 months

9% of business’s were
victims of a targeted attack

Malicious programs could
soon replace company
insiders as the way of
gathering information

0
https://www.securelist.com/en/analysis/204792317/Kaspersky Security Bulletin_2013 Corporate_threats KASPERSI(Y—U
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Kaspersky Lab

Evolution of malware waves we have to deal with

1994

One new virus every hour
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Kaspersky Lab

Evolution of malware waves we have to deal with

2006

One new virus every minute
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Kaspersky Lab

Evolution of malware waves we have to deal with

2011

One new virus every second
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What about
2014
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Kaspersky Lab

Is currently processing
320,000

unique malware samples
EVERY DAY



THREATS: SMARTER, FASTER, MORE

4,000,000 New threats per day Network attacks blocked
- th
3,500,000 320 010]0E= p e
. 160,000,000
0000 Web-borne infections
2,500,000 prevented per month

2,000,000 270,000,000 Advanced

protection is

1,500,000 2 -
1,000,000 s g ey required for
500,000 30,000,000+ your business

0
1999 2001 2003 2005 2007 2009 2011 2013
KASPERJKY3




ORIGINAL CORPORATE SECURITY PERIMETER
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TODAY'S SECURITY PERIMETER
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Online Account Takeover
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THE CYBER-THEFT PYRAMID

-4 » Purchase malware to steal banking credentials Malware
an » Launch attacks from compromised machines Exploiters
» Transfer stolen funds, cover their tracks

/ . ’, » Engage in the transfer of stolen funds Money Mules
~  » Retain a percentage for their services

ma » [ndividuals

T F : icti

i - » Businesses victims
[ ] | a . . .

W11 » Financial Institutions

<€—— Malware Coders:
Develop malicious
software sold on the
Black Market
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SSNs Compromised in University of Maryland Data Breach
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Threat Landscape - Malware
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RSA: TARGETED ATTACK CASE STUDY
» On March 17th 2011, RSA announced that it was hacked

» During the 2011 Kaspersky Security Analyst Summit, Uri
Rivner from RSA talked about how it happened: SECURITY®

» Two employees received an e-mail which contained a
spreadsheet attachment labeled “2011 Recruitment
Plan”.

» The e-mail has been marked as SPAM and put into the
spam folder

» One of the employees opened it...and released a zero-
day Adobe Flash vulnerability.

KASPERJKY3



RSA E-mail & Attachment
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The Blueprint

How does this happen?

' Phishing and
Zeroday Backdoor
attack

Exfiltrate

Lateral Data
movement gathering

A handful of The user
users are machineis
targeted by accessed

two phishing remotely by
attacks; one Porson vy tool
useropens

Zero day

payload (CVE-

02011-0609)
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Targeted Attacks:

The attackers were able to serve the message by exploiting a trust relationship that the RSA
conference site had with a third-party hosting provider. The conference site uses a Web
analytics package called “Lucky Orange,” which keeps track of how visitors use and browse
the site. That package contained a Javascript function that called home to a stats page on a
server hosted by codero.com, a hosting firm based in Austin, Texas.

According to Codero CEO Emil Sayegh, the attackers spoofed several messages from
Codero executives and sent them to company employees. The messages led to a link that
prompted the recipients to enter their account credentials, and someone within the
organization who had the ability to change the domain name system (DNS) records for
Codero fell for the ruse.

Sayegh said the attackers followed the script laid out in Winkler’s talk, almost to the letter.

KASPERJKY3
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State Sponsored Cyber Terrorism

Researchers uncover cyber spying
campaign dubbed "The Mask'

BY JOSEFPH MEMM AMD JIM FINKLE
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State Sponsored Cyber Terrorism

Chinese Cyber-Attacks: Will the
United States Step Up Its Active
Gl L e e

I

— f.“% a
|2 || 2 8 0 0 0 =20 H

The indictment of five Chinese military hackers by a grand jury in the Western
District of Pennsylvania illustrates the increasing importance of cyberspace in the
great power relationship between the United States and China. It also shows that four
years of talking about cyber-espionage, including at the presidential level, have lead to
nowhere. All five of the alleged offenders are purported to be members of the secretive
Unit 61398 of the People's Liberation Army in Shanghai. They are accused of
computer hacking, economic espionage and other offenses targeting the U.S. private
sector. According to U.S. Attorney General Eric Holder: "This is a case alleging
economic espionage by members of the Chinese military and represents the first ever
charges against a state actor for this type of hacking."

\VA-
http://www.huffingtonpost.com/franzstefan-gady/chinese-cyberattacks-will b 5384845.html KAspERSK i 2
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KASPERSKY LAB ANALYSIS REPORT
T H E EVO L U T I 0 N Most targeted: Social, Search, Banks

OF PHISHING ATTACKS: Al
20112013 KASPERYKYE
> In 2012-2013, 37.3 million SHIS

users around the world were
subjected to phishing attacks,

up 87% from 2011-2012 SREN
> The number of distinct sources » 102,100 Internet users around the world
of attacks in 2012 and 2013 were subjected to phishing attacks daily!

increased 3.3 times (+330%)

KASPERJKY3
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PHISHING SITES BY CATEGORY

Search, Social
Mail Networks

29.89% . > AR 20.38%

Blogs _______ -

5.08% & .‘._“m?cirnpasr}{gg
Payment 8.20%
services

E-Shops eeean
2 andauctioﬁs 7.04%

|
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TOP 30 PHISHING TARGETED SITES 2012-2013

Facebook - 11.49 ... .

Yahoo - 11.69 ---~_ “

BankF-0.70 ---~_

EarthLink - 0.75 .-«

RBC
Financial - 0.78 ---.
Group 3

Skype-086 .---- e

Apple-092 ....- ¢
BankD-0.97 ..--.3 -

eBay-099 .-------% -
Yandex-1.05 ---veceeeu-o o

BankC-1.14 ~==~-rerrecancan=P
BankB-428 s-=macasecccsnnnasaccsns

Google Inc-8.17

Amazon.com - 4.58

Microsoft - 4.24

Xbox live - 3.40
American Express - 2.94
PayPal - 2.64

Twitter - 2.46
Wow-Europe - 2.29
Odnoklassniki.ru - 2.28

Bank A-2.05
Mail.ru - 1.91

VKontakte - 1.85

MasterCard - 1.82
WordPress - 1.65
Orange - 1.60

British Telecom - 1.54
Dell Inc. - 1.47
AOL.com - 1.35

|
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=
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Facebook
Google Inc
Amazon.com: Online Shopping

Wow-Europe

Microsoft Corporation
AOL.com
American Express

Bank A
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=
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CORPORATE EMPLOYEE ACTIVITIES

» 69% of U.S. employees spend at least 30 minutes on personal activities

during business hours

» 34% of those employees spend their time online, most commonly on:

2% Bm Facebook
1A’ Hm Yahoo
® LinkedIn

Hm Google+

3% 2%

2% 2%

B Amazon

m ESPN
YouTube
Twitter

CraigsList

Pinterest:
SOURCE: Salary.com's 2013 Wasting Time at Work Survey: http://www.salary.com/2013-wasting-time-at-work-survey/

B News
m Social media
m Online

shopping
m Entertainmen

t/lifestyle
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VULNERABILITIES - WHO IS AT RISK? ¢

)
> In the first half of 2013, over 30,900,000 vulnerable programs Java
and files were detected on user computers running Kaspersky
Security Network (KSN)
» An average of 8 vulnerabilities were detected on each user’s

computer

» 45% of vulnerabilities detected by users were Oracle & Java

» Oracle Java, Adobe Reader, Office and Adobe Flash are the
most exploited programs by cybercriminals in attacks

3 Microsoft®

O Office
In short, many more users are vulnerable than

conventional thinking suggests

Source: Kaspersky Lab 2013 Vulnerabilities Report KAS PE RS KYﬁ



Vulnerable Apps Exploited by “The Bad Guys”

M Android I Adobe Acrobat Reader I Internet Explorer
2,49% 2,01% 1,32%

i Windows components B Adobe Flash Player

2,63% 0,53%
M Oracle Java Il MS Office
90,52% 0,51%

hitps: [www,securelist,com/en) analysis/ 204792318 Kaspersky Security Bulletin 2013 Overall statistics for 2013 KASPERJKY2




Mobile Malware 10 Years Old Already

. Ten Years of Mobile Malwvware

Sue Margquette Poremba | DATAS SECURITY EJ | 22 0AMN, 2014

= | =4 | share [E3 EJ IS

Hard to believe that itwas 10 vears ago when the first
piece of mokbile malware made its attack. According to
Axaelle Apvrille, senior mokbile anti-virus researcher with
Foaortinet, the first piece of mobile malware, a warm, was
called Cakbir and was targeted specifically to attack the
MMokia Series 60, In an article looking at the history of
mokbile malware posted to Mobile Security Fome, Apurille
wrote:

T B/ -‘

-

] . . Top Securty Priorities
[ITts attack resulted in the word “Caribe™ appearing for CIOs in 2014

on the screen ofinfected phones. The worm then
o spread itself by seeking other devices (phones, Wiew Slideshow Sic
printers, game consoales_ ) within close proximity by be:

using the phone’'s Bluetooth capakbility. ::IE:rC
i

Compare that to what Aprville wrote about malware in 2013:

http://www.itbusinessedge.com/blogs/data-security/ten-years-of-mobile-malware.html KAs PE RS I(Yﬁ
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2014 MOBILE MALWARE STATISTICS

MOBILE MALWARE SAMPLE.

IN OUR COLLECTION - . ﬁ L

* ' Y«
# Y189 626 +36 036 +33 888 &‘*+4o 400 a5 ? 299 950

March 31,
2014

Januawil January i February
201
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2013: MOBILE MALWARE INSTALLATION PACKAGES

» In 2013,

3,905,502
installation
packages were
used by
cybercriminals to
distribute mobile
malware.

From 2012-2013
we detected
approximately
10,000,000
unique malicious
installation
packages

KASPERSKY2



2014 MALWARE CLASSIFICATION & CAPABILITIES

MALWARE DISTRIBUTION
BY BEHAVIOR TYPE

29% Adware

22% Trojan-sms
17% Trojan

1 182

11% Backdoor New mobile bank‘“%‘t
9% Risktool Trojans in @1 755

KASPERSKY2



Mobile Malware by Mobile OS

M Android
98,05%

J2ME
1,55%

M SymbOS
0,27%

I Sonstige
0,13%

https://www.securelist.com/en/analysis/204792318/Kaspersky Security Bulletin 2013 Overall statistics for 2013 KASPERSKY%
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Mobile Banking Trojans
Staggering growth from 67 to 1321 during 2013

1400 —

1200

201300 201302 200303 2001304 200305 201306 200307 201308 201309 201310 2001311 201392
The number of mobile banking Trojans in our collection - £
S o KYs



2013 Mobile Malware Breakdown

W Trojan-SMS ™ Backdoor 1 Trojan [ Trojan-Downloader I Other °

36% 26% 6% 7% 15% All mechanisms used to target

PC’s moving to mobile

* Main target to steal money;
secondary target to steal personal
data

* Majority of Mobile Malware are
botnets with rich feature set

* Online Banking the clear target

https://www.securelist.com/en/analysis/204792318/Kaspersky Security Bulletin 2013 Overall statistics for 2013 KA;PERSKYﬁ
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Large Android Botnet

Monday, January 21st, 2013

Customn Search

The Kaspersky Lab Security News Service

Apple | Cloud | Compliance | Critical Infrastructure | Cryptography | Govermment |
Mobile Security | Privacy | SMB | Social Engineering | Virtualization | Valnex
Home » Mobile Security >

January 15, 2013, 1:03PM

Android Boilnet Infects 1IVI+ Phones in China
by Christopher Brook !ﬁ R Q Share | B Like

T+ =

| =1

Up to a million Android users in China could be part of a large mobile botnet according to research unveiled
by Kingsoft Security. a Hong Kong-based security company. this week

The botnet has spread across phones running the Android operating system via Android. Troj.mdk. a Trojan
that researchers said exists in upwards of 7,000 applications available in the Google Play marketplace
including the popular Temple Run and Fishing Joy games

According to reports. the strain of malware was discovered in 2011 bui recent analysis has shown the boitnet
has ramped up infection rates and at this point might have infected one million smartphones

The boinet opens phones to remote hijacks and unauthorized purchases. according to a

report by the BBC today < while a separate report on China’s Xinhua MNews Agency m
[Translated] which first reported about the botnet earlier this week, claims the malware has H
caused some phones o randomly open “strange software” that is tricky to remove L L ﬂ

A similar Android botnet, Roolstrap, infected more than 100,000 devices and scammed users

into sending fake SMS messages last year. That malware, much like Android. Troj.mdk, was largely confined
o China and at the time was described as the largest mobile botnet documented to date. If Android Troj. mdk
has indeed spread to a million phones as Kingsoft suggests. it's possible the boinet could soon overtake
Rootstrap

China has already proven itself to be a seemingly endless source of mobile malware and with news foday
that the country’'s mobile users have risen 18 percent from last year to 420 million, scores of phones are

KASPERJKY3



In the last few months

Apple 1Message Open to Man n the Middle, Spoofing
Attacks

—

ey O

Dennis Fisher

Apple, Cryptography, Featured
Privacy

The Apple iMessace protocol has been shrouded in secrecy for years now, but a pai of

SIMPLE BUG EXPOSED VERIZON s reseathers e eers engneeed e ot a Foud et g conts
WIRELESS U,SE,RS' SMS HISTORY E securty researchers have reverse-engineered the protocol and found that Apple contrals fhe

A o e

encryption key infrastructure for the system and therefore has the abilty to read users text

messages-r decrypt hem and hand them over at the order o .
Dennis Fisher

Social Engineering, Vulnerabilities, Web Security Read more__.

E
KASPERJKY3



Not a Typo!!

Kaspersky Counts Over 10 Million Malicious
Android Applications

Paul Lilly

_ Comments £=n Frint ﬁ 191 Wl Tweat 21 .::Smr-a

Android is by far the biggest target of mobile

mabhwvare

Security firm Kaspersky says it has logged 10 million
dubious Android applications to date_ It comes down to a
numbers game for cyber criminals, and since Android is the
maost popular mobile operating system on the planet -- market
research firm Canalys estimates that Android accounted for 80
percent of smartphones shipped in 2013 - it attracts the most attention from malware writers.

"In most cases malicious programs target the users financial information. This was the case, for
example, with the mobile version of Carberp Trojan that originated in Russia," Kaspersky explains.

"It steals user credentials as they are sent to a bank server.”
KASPER{KY3
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The DrooZone This is Real
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Password:

Remember (MDS cookies)

KASPERJKY3



THE UNDERGROUND MARKET

RESELLING DATABASES OF STOLEN &
AGGREGATED FINANCIAL CREDENTIALS

RESELLING STOLEN CREDIT CARDS

Visa Cw 2 § per 1

Master Cw 2.5 § per 1

Discover Cw 3.5 § per 1

Amex Cw 35§ per 1

VISA

DISCOVER

NETWORK I
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The Value of a Hacked PC
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Account checking tools sold on the cybercriminal underground by one vendor.

http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/
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Be Ready for What’s Next

-

KASPERJKY3



1) Migration Myopia

Believing that company data never finds its way to home systems

KASPERJKY3
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2) Social Media Mania
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3) Attention Misdirection

95% of respondents
listed the 12 items
below

95% thought that
Prevention was key

IT Security spending
follows the same

Prevention Detection

Doors Locks
Windows Fence

Response

Alarm Motion detector| Dog Gun
Monitoring Crime watch Police Insurance
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4) Awareness Deficit

A 7
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7 Virus alert! x
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5) Reliance on Compliance
e Compliance... just one step north of negligence.

Josh Corman, the 451 Group

Compliant Lifeboat Capacity:
1,060
Actual Lifeboat Capacity:
1,178

Passengers:
3,547
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The impact on IT security

Response:

Malware

The #1 target:

applications!

Your data is on

v

A 4

Anti-malware plus
management tool / dashboard

Response:
Systems / patch

management g |:| D

Response:

48

the move! Data encryption
Mobilo cov
i obile device
Mobile 1 BYOD 4 management (MDM)

KASPERKY2



This is complexity
COMPLEXITY IS THE ENEMY OF IT SECURITY
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What if?

Malware

The #1 target:

v

o o
M
Your data is on | COST
the move! :
Mobile / BYOD
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KASPERSKY SECURITY FOR BUSINESS

Vulnerability Scan

e N Patch Management
 Antimalware Mobile security \
Phvsical 2 traditional & - MDM plus mobile
Y - Seesiad SO Sat Remote Tools

License Management
file / folder,
full-disk

control tools:
application, deyice
and web contro|

System Provisioning

Network
NAC Admission Control
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OUR LEADERSHIP IS PROVEN BY INDEPENDENT TESTS

8 In 2013, Kaspersky Lab products participated
a2 in 79 independent tests and reviews.

a

3 Our products won the 1st place 41 times and

g finished in the Top 3 of all tests 61 times (77%). Kaspersky Lab

%)
S0 The size of the bubble is number of 1st places. Participation

in 79 tests/reviews
Bitdefender 1st places — 41
TOP3=77%
60%
Symantec
Avira
Sophos
40% F-Secure
BullGuard ‘
Avast Trend Micro
= G-Data ) 4 ‘
Microsoft
® AhnLab . iy . . 5 McAfee
N of independent tests/reviews
8 0 20 40 60 80
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