
Impact of the NSF/ATE Cybersecurity Centers 

on the U.S. Cybersecurity Workforce
Introduction: The Challenge of Developing America’s Cybersecurity Workforce

The need to protect and defend the nation’s digital information and infrastructure from a “dynamic and rapidly developing array of threats” has resulted in continued calls to develop an “agile, highly skilled workforce” [1]. The present consensus is that the nation’s cybersecurity talent pool cannot meet either present or anticipated future demands in the federal government or the private sector [2, 3] for qualified cybersecurity professionals. This acute shortage has prompted calls for “innovative cybersecurity education...on a grand scale” [1].  Attention to cybersecurity education has increased dramatically over the past several years, as illustrated by the recently-implemented White House Office of Cybersecurity, the Department of Homeland Security’s development of new training standards, and the formation of the National Initiative for Cybersecurity Education (NICE). 

Another response to this need has been the National Science Foundation (NSF)’s funding of Advanced Technological Education (ATE) centers focused on cybersecurity education: the Center for Cyber Security and Information Assurance (CSSIA) at Moraine Valley (IL) Community College (2003), the Cyber Security Education Consortium (CSEC) at the University of Tulsa (2004), the CyberWatch center at Prince George’s (MD) Community College (2005) and the CyberWatch West center at Mount San Antonio (CA) College (2011).  This paper focuses on the contributions to cybersecurity education of the two long[image: image2.png]w Curriculum
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 established centers hosted at community colleges (CSSIA and CyberWatch) and their impact on developing a cybersecurity education system which can meet the needs of the nation’s cybersecurity workforce. 
Accomplishments of the NSF ATE Cybersecurity Centers

Curriculum Development 

Both CyberWatch and CSSIA developed model cybersecurity curricula which supported the growth of cybersecurity education, including complete courses for A.A.S. and A.S. degrees and multiple cybersecurity certificates. When the Centers were initiated, quality information assurance curriculum was in short supply, so the development of new curriculum was a necessity. Both Centers developed curriculum which included the common elements of added resources, assessments, outline & syllabus, lesson plans, PowerPoint presentations and labs. In addition, both Centers supported their core colleges and partners to develop degree and certificate options built on courses developed by the Centers and offered at the colleges. 

Building on its model curriculum base, CyberWatch expanded the reach of cybersecurity education curriculum in several other ways, including sharing of stackable credentials (developed by CyberWatch member Anne Arundel Community College).  These specialization certificates allow students to earn multiple certificates while pursuing their associates degree and to earn industry credentials by sitting for industry certification exams.  Leveraging its relationship with four year universities, CSSIA developed an online degree master articulation agreement with the University of Illinois – Springfield for transfer students to continue their studies in Information Assurance and Computer Science.

CSSIA developed 20 new courses from Security Awareness and Network Security I to Computer Forensics and Intrusion Detection with more than 126 standardized exercises and continues to update and re-release lab content, now in a virtualization learning space. More recently, the focus of the centers’ curriculum development activity has shifted in response to the changing landscape of Information Assurance and cybersecurity curriculum, which is now being developed from a wider range of sources.  CSSIA’s response is to post available curriculum via an online library which is being distributed in partnership with Network Development Group, (NDG: www.netdevgroup.com).  Efforts in this regard are moving forward under the direction of the CSSIA National Resource Center. 
CSSIA and CyberWatch also have been at the forefront of an emerging trend toward using virtualization laboratories for curriculum deployment, delivery, and adoption (also see Virtualization section below).

Expanding the Pool of Cybersecurity Students

Both CSSIA and CyberWatch played a major role in expanding the number of students who are involved in cybersecurity and information assurance coursework.  The number of community college students enrolled in IA/cybersecurity courses and programs related to the two regional centers increased greatly over the past nine years, from almost zero in 2003 to over 11,000 students in 2010 (see chart below).
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Notes: Enrollments are yearly unduplicated headcounts. CSSIA enrollment = reported # of students in network security courses at CSSIA partner institutions; CyberWatch enrollment = reported # of students in IA/Cybersecurity courses at CW member institutions impacted by program improvement efforts.
Professional Development

Since their inception, CSSIA and CyberWatch have provided professional development to more than 3,000 faculty participants, with an estimated impact on over 36,000 students.  Topics included basic training, intermediate and advanced skills training (e.g., Ethical Hacking, Network Packet Analysis, Forensics), and certification training (e.g., Certified Information Systems Security Professional {CISSP}).  Both centers also offered a Faculty Graduate Certificate Program; CyberWatch’s program provided financial support for faculty to take courses in information assurance at accredited graduate institutions in order to obtain a graduate certificate, master’s degree, or terminal degree in information assurance. CSSIA’s program offered the opportunity for faculty to obtain a graduate certificate in Systems Security and/or Information Assurance from the University of Illinois at Springfield at a reduced E-tuition rate. 

CSSIA trained over 2,000 of the 3,000 faculty participants through the use of an innovative blended learning delivery model that combines synchronous distance and in-person, on-site training. This approach increased access while reducing costs by eliminating the need for travel to CSSIA for training. CyberWatch offered professional development training at several geographically dispersed locations and also pioneered the use of Second Life for virtualized professional development training in cybersecurity.

Student Cyber Competitions

Both CSSIA and CyberWatch have been deeply involved with development of student competitions, most notably through advancing the Collegiate Cyber Defense Competition (CCDC) in their respective regions.  Collectively, the centers increased the number of CCDC student participants from zero in 2005 to over 1040 participants in 2011.  Although each Center has taken its own distinct approach to the CCDC and other student competitions, both centers have viewed the CCDC as a scalable, multifaceted event which provides an effective learning experience, along with networking and other opportunities beyond the competition itself. The two centers have been collaborating since 2011 to create new and innovative student competition models based on this underlying philosophy.

CyberWatch’s extensive involvement with student competitions includes initiating the Mid-Atlantic Collegiate Cyber Defense Competition (MA CCDC), developing the Digital Forensics Challenge (now conducted through DC3), and initiating the Security Awareness Poster and Video Contest (in collaboration with EDUCAUSE).  The MA CCDC has become an “anchor event” which supports a variety of other important activities, including a job fair, guest speakers, K-12-focused activities, sponsor and employer booths, and even research opportunities as the result of the real-time actual data which the event generates. The MA CCDC also pioneered the use of competitions as “event-anchored learning,” or education-oriented competition exercises which focus on challenges that promote learning as distinct from their use solely for competition purposes, so that the event’s influence extends to the process of preparing for the competitions and even into the curriculum itself. 

In spring 2008, CSSIA increased opportunities for student participation by adding a state-level qualifier model in which the MW CCDC became a series of competitions leading up to the Regional MW CCDC.  As a result, the MW CCDC has a larger number of student participants than any other CCDC region.  An essential factor in the MW CCDC’s success is its Competition Industrial Advisory Board (CIAB), a group of industry representatives which provides guidance and actual implementation support for competition policies and provides a means for industry to provide in-kind services; several board members assist in planning and execution of cyber competitions. 

Over the past three years, CSSIA pioneered the use of a virtualization competition stadium environment for the CCDC, which simplified the management of competition elements such as testing and hosting, enabled students to prepare for the competition by using the same topology that was used for the competition, greatly reduced the time and effort required for competition technical support and equipment set-up, and reduced costs by eliminating travel requirements.  

This virtualization competition stadium also provided the platform that supported the delivery of the recently formed National Cyber League (NCL) (www.nationalcyberleague.org) for the qualifying rounds during NCL’s first pilot season.  CSSIA and CyberWatch are two key partners in this new cyber competition, which conducted an alpha pilot season in spring 2012 to experiment, test and gain experience with several key components: offering a series of cumulatively scored competition events as distinct from ‘one-off’ or short-term competitions, conducting a post-season elimination tournament remotely, and conducting an in-person national championship in a public setting.  CSSIA and CyberWatch hosted two of the three regional conferences by developing “cyber stadiums” -- remotely accessible, hosted labs as competitive environments.  

Membership/Partnership/Consortium Development

Since its inception as a consortium of 10 institutions in the Washington, DC, metropolitan area in 2005, CyberWatch has grown (as of July 2012) to 94 member institutions (50 community colleges and 44 universities) in 29 states and the District of Columbia. CyberWatch also has over  40 partners in business, industry and government, including large corporations, mid-size and small businesses, government agencies, professional associations, and school districts. CyberWatch encouraged and assisted the development of new regional consortia in cybersecurity education, including the RISSC ATE Project at Mt. San Antonio College in Los Angeles, CyberWatch West ATE regional center in southern California, the Cyber Innovation Center in Louisiana, the Global Institute for Cyber Security + Research in Florida, and affinity groups of colleges in New York and in Texas.

CSSIA developed a different model, with collaborative partnerships initially with six institutions, and engaged in a continuing reorganization of Center partners.  A significant aspect of the management strategy applied by the Principal Investigator was to maintain flexibility with respect to the Center partners, and to create annual agreements with each partner as to their contributions to the overall goals of the Center.  As some partners were released, others joined.  This enabled CSSIA to extend outreach and impact to broader and more diverse populations throughout its region.

Leveraging Industry Partnerships

Both centers leveraged industry partnerships.  CyberWatch has focused its leverage on the MA CCDC. Starting from no support seven years ago, the MA CCDC received over $100,000 in program income in 2012 through sponsorships, in-kind contributions, and other support from industry partners. 

CSSIA’s CIAB included representatives from Fortune 100 companies, small and mid-sized local firms, federal and state security and law enforcement and research universities.  CSSIA also successfully partnered with the University of Illinois Springfield’s Information Technology Department to obtain two grants (in 2008 and 2011) from State Farm Insurance and Cisco Systems totaling around $250,000 to enhance virtualization computing laboratories. CSSIA is also is an NDG Premier Content Partner for cybersecurity, through which CSSIA is jointly deploying a remote environment for Committee on National Security Systems (CNSS), 4011, 4013/CompTIA Security+ ™, and other curriculum labs.  

Building Educational Pathways

CyberWatch expanded the scope of its project not only through the inclusion of non-project-funded IA/Cybersecurity programs, but also by including postgraduate (master’s, doctoral) programs offered by member institutions and by expanding its K-12 program in unprecedented ways. Through its collaboration with the Educational Technology Policy, Research, and Outreach (ETPRO) at the University of Maryland, CyberWatch has been the national leader in initiating and disseminating K-12 cybersecurity education programs to reach students at all K-12 levels (elementary, middle school, high school). These efforts have included a cybersecurity curriculum track for 11th and 12th graders, summer camps, after-school programs, security awareness days, student contests, and workshops for counselors. Such efforts reflect the emerging reality that educational pathways are now more like interstates than pipelines, so expanding the number and reach of entry points is essential for attracting more students to the cybersecurity field. [4]
Program Capacity Building

Both centers have made considerable progress through their efforts to foster the initiation of cybersecurity programs in colleges across the country.  When the centers were first established, the main focus of this activity was to assist institutions with developing their curriculum. More recently, their support has expanded to enable other institutions to build their own program capacity.  

For example, participation in CyberWatch enabled Hagerstown Community College to progress in less than five years from having no Information Assurance program to being one of the initial CAE2Y-designated institutions. Based on its belief that “faculty [are] the keystone to education” [5], Hagerstown CC cybersecurity faculty improved their expertise through CyberWatch’s professional training workshops and pursued graduate education in cybersecurity through CW’s Faculty Graduate Certificate Program. CyberWatch’s mapping assistance services enabled Hagerstown CC to obtain CNSS 4011 and 4013 designations and apply for CAE2Y status.  The process of attaining CAE2Y designation enabled Hagerstown CC to examine their existing program and strengthen it, as also reflected in HCC’s receipt of two NSF-funded cyber-related grants.  CyberWatch membership enabled Hagerstown CC to network with other community colleges that were strengthening their information assurance programs.

CSSIA has supported at least 25 community colleges across the country, with different levels of adoptions.  In each case, the community college contacted CSSIA in need of curriculum, mapping, faculty development and/or virtualization environment deployment support, ranging from a few courses to development of complete programs.  In each case, CSSIA support included hands-on / on-site support, sharing of its curriculum, introducing the college staff to the national cyber community, supporting engagement in student competitions, and mentorship toward attaining CAE2Y certification. 

For example, CSSIA helped Ivy Tech Community College in Indiana to attain CAE2Y status. Ivy Tech is Indiana’s largest public post-secondary institution (20 campuses, almost 200,000 students served per year) and is the nation's largest state-wide community college system with single accreditation. Ivy Tech sought CSSIA assistance with its cybersecurity curriculum, which lacked system-wide coordination and offered different courses at different campuses. CSSIA assembled a leadership team at Ivy Tech, mapped its curriculum to the 4011 standard, and informed the Ivy Tech team how to bring the curriculum to standard.  CSSIA also helped Ivy Tech build a certificate program and degree program, gave them its curriculum, trained their faculty, got them involved in cyber competitions, engaged them in the national community of cyber education, and shared their virtualization environment with their faculty.  As a result, Ivy Tech now has a complete new program in cybersecurity which has been adopted across seven of their campuses, and Ivy Tech has attained CAE2Y status.

CSSIA also helped El Paso Community College in Texas to attain CAE2Y status by sharing its curriculum, training professors, and mapping the curriculum to national standards. Fort Bliss, just outside of El Paso, is building a center to train disabled veterans and has selected the cybersecurity program at El Paso CC.  The college will be offering this program at the Fort Bliss Center as one of its capstone programs to train disabled veterans, leveraging both El Paso CC’s and CSSIA’s impact.

CAE2Y

CyberWatch led the national effort to create the “Centers of Academic Excellence in Information Security Education 2 Year” (CAE2Y) Program through NSF, NSA, and DHS, and has been instrumental in the success of this initiative. Of the first 13 community colleges that received the CAE2Y designation, nine are CyberWatch members, and all received assistance from CyberWatch in submitting their applications. 

CyberWatch also obtained a supplemental grant from NSF and DHS to provide funding to the first six colleges that obtained CAE2Y status so that they could strengthen their programs and mentor other colleges by providing assistance in curriculum development, faculty development, CNSS mapping, and CAE2Y application. 

As one of the six funded colleges Moraine Valley Community College is providing extensive mentoring for CAE2Y through its CSSIA Center.  CSSIA has enthusiastically joined CyberWatch in efforts to increase the number of community colleges that attain CAE2Y status or become eligible to apply for this status.  CSSIA has mentored 16 colleges to become eligible to apply, or almost half of the 34 mentorships conducted to date.

As a result of the collaborative efforts of the two centers, the number of CAE2Y-eligible community colleges increased from zero two years ago to 29 as of early 2012, and the number of CAE2Y-designated institutions had increased to 24 as of August 2012.

Virtualization

One of the important trends in the evolution of cybersecurity education is the emergence of laboratory environments as nexuses for a variety of important cybersecurity education-related activities, including curriculum development, professional development and student competitions.   CSSIA and CyberWatch are now engaged in a collaborative effort to utilize virtualization as a tool for expanding the cybersecurity education network in the U.S.

Several years ago, CSSIA began providing a centralized remote laboratory hub established at Moraine Valley Community College and constructed local computer networks at each partner institution which are interconnected with the centralized hub network, creating a “real-life” environment for students and faculty to test security infrastructure.  This has advanced in recent years to virtualization labs hosted at CSSIA with 24/7 access by students and faculty, with numerous organizations empowered to move to a standardized virtualization lab environment.  With considerable support from CSSIA, CyberWatch developed and pilot tested a concept of networked Virtual Labs which include reusable learning objects for student lab exercises in the core courses of the CyberWatch model AAS degree program.

CSSIA’s partnership with NDG (Network Development Group) and VMware has enabled CSSIA to research and develop enhanced virtualization implementations and has played a major role in the Center’s increasing leadership in cybersecurity and IT education in the U.S.  NDG and VMware solutions enabled CSSIA to host IT equipment on the Internet to support IT education, training and cyber competitions.  Remote access and collaboration tools allow simultaneous, secure, shared access to routers, switches, firewalls, PCs and servers - all running real operating systems and software.  NDG has well established partnerships with the Cisco Networking Academy and VMware IT Academy Programs.

Broader Impact of the NSF ATE Cybersecurity Centers

Developing a Strong Infrastructure for Cybersecurity Education

One of the NSF’s principal criteria for assessing the broader impacts of its funded projects is the extent to which project activities enhance the infrastructure for education and research, such as partnerships, networks, and facilities [6]. Since their mission is usually defined as producing a measurable workforce impact on a specific technical field in a defined geographic region, most regional ATE centers focus on training in a particular technical field based on a regional presence and resulting need for trained workers in that field. The field of cybersecurity is different in that need for trained cybersecurity technicians and professionals is national rather than regionalized and applies broadly to all market sectors.

As a result, the role of ATE cybersecurity centers in creating a strong infrastructure for cybersecurity education across the country is especially important. The success of CSSIA and CyberWatch in providing cybersecurity education infrastructure in a wide variety of areas such as curriculum development, professional development, student competitions, and many others has had an important impact in numerous ways.

· Over 10,000 students have participated in Center-developed courses and programs, and the number of cybersecurity programs in the U.S. has increased dramatically as a result. 
· Over 90 percent of the 3,000 faculty who participated in Center-sponsored professional development activities incorporated what they learned into their classrooms.  
· By using virtualization to enable larger scale, both centers have helped build a stronger infrastructure in cybersecurity curriculum. The distribution of model curricula, including virtualized lab exercises and other curricular materials, along with the provision of related services such as curriculum mapping and cybersecurity training, have provided key building blocks for institutions to create their own cybersecurity programs and build the nation’s cybersecurity education infrastructure in the process. 
· Virtualization has also contributed to the success of competitions such as the MA CCDCs and MW CCDCs, which has also contributed to the growth in student competitions nationwide, both directly (as the NCL illustrates) and indirectly. 
· Student competitions also create an infrastructure which enables industry, education and government stakeholders to interact directly in mutually beneficial ways, and to allow individuals to participate in multiple roles (e.g., student competitor, team leader/mentor, Red Team hacker, corporate recruiter, et al.) over time through participation in multiple competitions.
· The CAE2Y application process provides an effective structure for enabling institutions to build a strong internal infrastructure by examining their programs critically, making new relationships within the institution, and comprehensively revising their programs to meet CAE2Y requirements.
The Value of Building a Nationwide Cybersecurity Education Network

Collaborative activities enabled the centers to forge partnerships and provide professional development at the same time. The need for greater numbers of qualified cybersecurity technicians and professionals does not in itself guarantee that they will be created.  Such needs are met only when effective infrastructures and processes are successfully put in place. Having NSF-funded ATE regional centers has enabled CyberWatch and CSSIA to collaborate and exert national leadership in ways which otherwise would not have been possible.

Networks increase their value exponentially by increasing the number of interconnected nodes; connecting networks to other networks accelerates their growth [7]. CyberWatch and CSSIA are critical key nodes in the national cybersecurity education network, and their collaborative, capacity building activities have accelerated the growth of the nation’s cybersecurity education network, increasing its value in the process. Through the numerous collaborative partnerships they have forged, CyberWatch and CSSIA have become major national participants representing the community college perspective in the national conversation about cybersecurity education, including cybersecurity curriculum, articulations, training standards, performance assessments, and career pathways. CSSIA has supported numerous colleges in developing or strengthening their cybersecurity programs. As the lead partner for cybersecurity and virtualization in a $20 million Department of Labor grant, CSSIA has become the national leader in providing virtualization lab content curriculum resources and platform support to colleges across the U.S.  In that role, CSSIA is supporting the implementation of seven new virtualization data centers for other ATE centers and grants through 2012 and 2013.  By extending its recognition and expanding its activities beyond the immediate Washington-Baltimore region, CyberWatch built a growth model for cybersecurity consortia which others (e.g., CyberWatch West) are adapting or emulating. Along with CyberWatch’s support of new regional cybersecurity education consortia, this has helped set the stage for substantial capacity building of cybersecurity education in other regions of the country. In the process, CSSIA and CyberWatch have set a standard of practices that other centers and colleges build upon and improve.
The launching and growth of the CAE2Y initiative reflects the recognition that two-year institutions can make a significant contribution to cybersecurity education. As NSF Program Director Corby Hovis has observed, this represents a “sea change in attitude” on the part of government agencies which were cool to the idea of associate-level centers of academic excellence just a few short years ago. The CyberWatch CAE2Y Mentor program has opened up the field of cybersecurity education to community colleges on a broad national scale, legitimizing them in the eyes of government agencies. As a result, cybersecurity programs at CAE2Y institutions are reporting that their CAE2Y status has helped considerably with enabling its member institutions and applicants to strengthen their programs, gaining recognition within their institutions, and providing new opportunities for partnerships with business, industry, and other organizations.  CSSIA’s strong participation in this program through the mentoring of numerous other institutions is enabling the rapid expansion of the CAE2Y network. 
The broader impact of “anchor events” such as the MA and MW CCDCs also add value to the cybersecurity education network by supporting activities well beyond the competition event itself.  For instance, student competitions influence the formation of student cybersecurity clubs and their related activities, the development of laboratories to use for the preparation for student competition events, and the revision of curriculum to utilize hands-on and practical activities which integrate theoretical and applied learning methodologies. As the National Cyber League spring 2012 pilot season illustrates, student competitions also provide excellent opportunities to develop effective inter-consortial collaborations (CSSIA, CyberWatch, MPICT, CyberWatch West) and explore new ways of integrating performance-based learning and assessment into the learning process.  In addition, the NCL is developing a knowledge base on how to conduct student competitions.
Anticipated Future Impact

The National Initiative for Cybersecurity Education’s vision of ‘innovative cybersecurity education on a grand scale’ reflects the importance of both greater expansion and ever-improving quality. NSF-funded ATE cybersecurity centers are poised to have a significant future impact on cybersecurity education in the U.S. in both respects. Because of their substantial contributions to the cybersecurity technical workforce through their support of community college education, CSSIA is now a National Resource Center (NRC) and CyberWatch has become a National Center (NCW).  As an NRC, CSSIA is a source for materials, ideas for program development, and connections among other ATE Centers and projects in cybersecurity skills labs, CAE2Y mapping, virtualization, faculty development and cloud computing.  As an NCW, CyberWatch will provide a comprehensive look at the issues facing development of the cybersecurity workforce, pursue initiatives that have national impact, and also help regional centers and projects attain their local impacts. Both centers develop and maintain large networks of educators, industry leaders and policy developers at governmental agencies to support technical education in the U.S.
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sful programs in education has proven to be very difficult for a variety of pedagogical and cultural reasons. [8] This makes CSSIA’s and CyberWatch’s track record in scaling cybersecurity education all the more impressive, and the capacity for these centers to support cybersecurity education at substantially greater scale is particularly important.  This capacity will also be significantly expanded by the addition of CyberWatch West, a new ATE regional cybersecurity center serving the West Coast, and by other NSF-funded ATE projects focused on cybersecurity education. Collectively, these centers and projects have planned numerous initiatives which promise to increase the scale and quality of cybersecurity education in the U.S. in several important ways:

Increase the number of community colleges that offer cybersecurity degree programs and the number of students enrolled in them (scale). The number of community colleges that offer cybersecurity education-related programs is still relatively small, which means that there is latent demand for cybersecurity education in many areas of the country. One likely future impact is that the centers will succeed collectively in substantially increasing the number of community colleges that offer cybersecurity degree programs and certificates, as well as the number of students enrolled in them. The centers also have plans to develop replicable programs for increasing minority participation in the cybersecurity technician workforce.

Expand the number of community colleges with CNSS-mapped standards and CAE2Y designation (quality, scale).  The CAE2Y Mentor program initiative has already made considerable progress in expanding the number of community colleges with CNSS-mapped standards and CAE2Y designation. Five mentored institutions attained CAE2Y status in 2012, and several other mentored institutions were reportedly in the process of applying for CAE2Y status. Six mentored institutions also received CNSS certifications during 2012. This rapid expansion of the CAE2Y network has laid a strong groundwork for continued growth.  CSSIA has developed a process and related activities for mentoring CAE2Y institutions which increases the capacity to provide mapping and other forms of mentoring assistance.  As CAE2Y institutions continue to take advantage of the opportunities afforded by their CAE2Y designation, another likely future impact will be a substantial increase in the number of institutions that have stronger partnerships with business, industry, and other organizations. 

Enable virtualized learning environments in community colleges nationwide (quality, scale).
Virtualized learning environments (VLEs) have become a key element in the cybersecurity education infrastructure by evolving into nodes which support several important activities: curriculum development, student competitions, professional development, experiential learning, and course delivery. As a result, their future impact could be huge, depending on the degree to which these various elements are synergistically integrated.  Distributable virtual labs will increase access to enhanced curriculum and provide an infrastructure for schools to build and maintain cybersecurity programs. For example, in 2012 CSSIA started a new CSSIA Virtual Lab Deployment Toolkit to facilitate the process of implementing virtualization labs. CSSIA will also train partners to support workshops for faculty who will deploy and support these environments. 

VLEs will also support greater use of hands-on and other laboratory-based learning experiences, which in turn will allow for increased faculty innovation and enable the transition to a greater adoption of more experiential learning, performance-based curriculum and assessment. VLEs will also help support the expansion of online and hybrid courses as acceptable course delivery modes.  The use of VLEs to enable teams and individuals to prepare for and participate in student cyber competitions will continue to expand, and VLEs will also support the continued growth of student cybersecurity clubs for this purpose.

Expand the role of student cyber competitions in providing accessible, meaningful learning experiences and field-related opportunities (quality, scale). CyberWatch and CSSIA plan to expand their existing CCDC competitions in a variety of ways, expanding access to participation in these competitions and the career-building, education-enhancing opportunities they provide.  ATE cybersecurity centers also serve as a source of information on how to prepare for and conduct student competitions, and they have already begun offering professional development training on these topics. As a result, these centers will have an impact in how student competitions evolve in the future, for instance by supplying expertise in how to grow “competition events as anchors” to support related activities with synergistic benefits. 

The three centers also continue to collaborate with their fellow NCL partners to implement new and distinctive features that explore new ways to emphasize the value of competitions as educational experiences. For instance, allowing both student teams and individuals to practice and compete offers the potential of scaling to accommodate thousands of participants affordably, as compared to the CCDC which attracts hundreds. NCL’s plans to develop a scoring engine that can be applied to both team and individual results will open up huge potential for using performance-based assessment to integrate hands-on and practical activities into the curriculum. The continued growth of student cybersecurity clubs to prepare for cyber competitions will also support this quality improvement strategy.  

Build a stronger culture of collaboration within the cybersecurity education network and increase awareness of cybersecurity education for a larger audience (scale, quality). The continuing emphasis by CyberWatch and CSSIA on building a culture of collaboration will leverage previous successes, for instance by providing replicable models of success, exporting best practices to new community colleges, and sharing model curricula.  Planned efforts to catalyze the formation of additional regional, state, and local consortia in cybersecurity education will strengthen the network by increasing the number of nodes and participants. Collaborative efforts such as virtualization, NCL, and CAE2Y will also increase the strength of the cybersecurity education network.  NCW’s plan to build a national public relations campaign to educate a larger audience about the need for the cybersecurity profession is also likely to increase the visibility of the field, which will also help with scale.
Conclusion

Would this expansion in community college cybersecurity education have happened even if these ATE cybersecurity centers had not been created? The available evidence suggests not. The efforts of the CSSIA and CyberWatch centers have built substantial capacity and created numerous resources for future expansion of the nation’s cybersecurity education infrastructure and network at the associate level and beyond. Perhaps the greatest resource these centers offer is the opportunity to collaborate. Over the years, the two centers have engaged in greater levels of collaboration, and they plan to do so even more extensively in the future.  The use of virtualization will enable more commonplace and routine collaboration, and resources will be shared and leveraged more easily.  The centers will foster greater levels of collaboration from all stakeholders in cybersecurity education and workforce development, to solve current and emerging challenges in building the nation’s cybersecurity technician workforce.
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We not only have a shortage of the highly technically skilled people required to operate and support systems we have already deployed, we also face an even more desperate shortage of people who can design security systems, write safe computer code, and create the ever more sophisticated tools needed to prevent, detect, mitigate, and reconstitute systems after an attack.


[A Human Capital Crisis in CyberSecurity, 2010]
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