2 CAE & CAE2Y RESOURCES

The fact that 129 faculty registered for this webinar attests
to the interest in these issues and the persistent need for

he changes to the CAE process in the last additional explanation and support. NCC is offering three
year have caused concern and apprehension webinars in the next two months to address the different parts
among current CAEs and potential new of the CAE application process and answer questions raised.

applicants. These concerns center on the new

) 2 Presenters in the webinars include Casey O'Brien, the Pl and Director
knowledge units (KUs) that replaced the CNSS v

of the National CyberWatch Center, Fred Klappenberger, who

mapping standards and the review process which developed the first CyberWatch curriculum in cybersecurity and has

: . . completed the CNSS mapping process himself, Denisha Jackson the
now includes the site visit. The CNSS standards NSA National CAE2Y Program Manager National IA Education and
that have been used for the past 15 years as the Training Program and Vera Zdravkovich, who has been instrumental
requirement for the eligibility for an institution to apply in establishing the CAE2Y designation.

for the CAE designation have been widely criticized
as time consuming, obsolete, not necessary, etc.
The CNSS standards have been replaced with KUs
that are NOT a prerequisite to the CAE application,
but an integral part of the CAE application. While <

The National CyberWatch Center offers different resources
to support the CAE2Y community. In addition to the Webinar
Series, resources include:

this is a welcome change, the new CAE application The NCC website has several CAE2Y applications
S . posted. While these were completed under the old
process, the lack of familiarity with the new KU application process, the criteria are very similar, and

mapping has generated a lot of anxiety. mese applic?tionts may be very helpful especially to
e new applicants.

2 Recently, the National CyberWatch Center (NCC) started

a webinar series designed to address these concerns. \ Dr. Fred Klappenberger is the NCC KU and

On January 31st, the first webinar titted CAE: Onboarding N CAE2Y consultant and can be contacted in

and Renewing described the CAE, covered the benefits case of additional questions/concerns. Dr. Vera

of the CAE designation for institutions, explained the Zdravkovich can assist with the criteria that are
. . .’ . a part of the CAE2Y application process.

program requirements and provided an introduction to the

mapping process. Personal

Assistance (e-mail address: tkepner@cyberwatchcenter.org

N The first annual Community College Cyber Summit
(AR (3CS) will be held July 21 and 22, 2014, at the
\ National Resource Center for Systems Security and
Information Assurance (CSSIA), Moraine Valley
Community College, Palos Hills, lllinois, a half-
. CAE \A)E‘?CV\—M hour drive southwest of Chicago. 3CS will be an
w faQan\)M add-on to the High Impact Technology Exchange
Conference (HI-TEC), and will take place during
@ 11 AM Eg_r the HI-TEC pre-conference workshops. The
Summit focuses on the cybersecurity education.
A pre-conference KU workshop will offer hands-on

_ : d Answer session for those instruction and assistance with the KU mapping.

March 14th // will be a Question an

X CAE
) _designating under the neW
R which are re-designating ns at
'nStlmte‘cr)::n%Nl:\({ou can register and submit your questio
requir 0

http://goo.gl/xHJiX3

>>

The NCC s in the process of preparing a CAE2Y
application process guide to provide additional
ot - istance.
ituti CAE application pro N
institutions NEW t0 the
March 21st // for ins

i ifying Criteria,
i ill i tting Started, ldgn’u g
el ke mc(ltfj?r?eal\/(ieapp?ng Process in addition toa

>>

?i?t%?ognséritri\c;&er opportuntiy. You can register at The CAE2Y designation brings attention and
htfp._//goo_g\/MpGnY respect to the program and the institution
ession for the institu- and elevates opportunities for additional

~ s
: i a Question and Answer ) i be
5> April ath // wil becAE application process. .Partlapa.nts w
tions NEW to the esignated site-

'Vtedtosub t the qUeS[O sO ted d

here, there is no reason for a community
college not to invest the time and effort
to apply for this valuable institutional
designation.
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CAE Mapping for Re-Designation —

Moving from CNSS to KU

Clic
upt

replaces the previous CAE in IA. All institutions
are being strongly encouraged to transition to the

king on the name of any KU on this sheet brings
he topics and expected outcomes for that KU onto

which course mappings can be done (Figs.2 and 3).

Consider the structure of the simplest KU, Basic Data
es, it's true: a new CAE in IA/CD designation  Analysis. It consists of only four topics: Summary Sta-

new designation by December 2014. NSA has published
a schedule for current CAEs to apply for re-designation. It v
can be found at http://www.cisse.info/pdf/2014/2014%20

CAE%20Designation%20Schedule.pdf.

1

1 In the new system, Knowledge Units (KUs) replace the CNSS

standards of the original CAE requirements. KUs are relatively
tightly targeted technology areas composed of a set of topics
and expected outcomes. They are the fundamental building
blocks (think Legos) upon which the CAE in IA/CD rests. While

tistics, Graphing/Charts, Spreadsheet Functions, and
Problem Solving.

Toss in the expected outcome: “Student will be able to apply
standard statistical inference procedures ...” and the KU is
completely defined.It is the job of each institution to specify
how those topics will be met and how the outcome will be
measured. Even though other KUs have more topics and
more expected outcomes, their designs are all the same, i.e.
list of topics and series of expected outcomes. SeeHy.3 as
another example of the similarity structure.

o~ A B v N v | &
a set of nearly 70 KUs replaces (and goes beyond) the seven ') P
CNSS standards of the original CAE requirements, fewer than % 1 L ‘ M
two dozen KUs need be referenced by four year institutions ) 2 Ciick here to retur to KU Listing —" Gk Fere) READ
and less than a dozen by community colleges to meet minimum % 3 Basic Data A ‘A!‘ﬂ'vsis il e A | } .
. . . . e . Provide students with basic abilities to manipulate data into |
mapping requirements for CAE designation. Specifically, a fixed 4 meaningful information. .
. . '5 "?7.*” S
set of ele\_/en Core KUs make up the foundation of all mappings. ;f—"—"e'ﬁs —
Community colleges must map to all eleven of them. Four year [l Graphing/Charts I
. - ", Spreadsheet Functi
institutions must map to those eleven Core KUs, plus an additional - e
i i i i 10 O [
prescribed set of six, plus five more optional ones that may be S — T —
chosen from a set of 51. [Check lists of all the Mandatory KUs and . Apply standard tatistcal nference procedures o
all Optional KUs are available from the Colloquium for Information
Systems Security Education (CISSE)]
NSA/DHS has developed and made available a document ) ,

SA/DHS P 1 Columns A, B, and C contain the KU’s structure. In columns
titled, 2014 CAE KU Mapping Matrix, to facilitate an institu- D, E, ... of row 1, institutions insert course designations
tion’s data gathering in support of mapping. This is an espe- which are being mapped to KU topics.
cially useful tool. It consists of a main sheet [Fig. 1) displaying Institutions that have previously mapped to the CNSS
the hot-linked names of all Core and Mandatory KUs. The standards will find the KU mapping process familiar: i.e, a

. . KU topic is matched to the course(s) in which it is covered.
KUs are grouped into two year, four year, and optional cat- U pic s mat : (s) o : -
. . Initially, an “X” is placed in any cell which is the intersection
egories.need to align to the KUs. of a KU topic and a course component. See Figs 4 ani 5.
A B C D E

— 1 |All links below take you to the datasheet for that KU.

S 2 (Core 2Y Knowledge Units Optional Knowledge Units

L 3 Basic Data Analysis Advanced Cryp iphy Hardware Reverse Engineering Secure P ing Practices

% 4 \Basic Scripting Advanced Network Technology and Protocols |[Hardware/Firmware Security Security Program M:

5 |Cyber Defense Algorithms IA Archi e Security Risk Analysis
(_D 6 |Cyber Threats Analog Tel 1A Compli Soft A
L 7 \Fundamental Security Design Principles Cloud Computing IA Standards Software Reverse Engineering
8 Information Assurance Fundamentals Cyt ity Planning and M. Independent/Directed Study/Research |Software Security Analysis
9 Introduction to Cryptography Data Administrati Industrial Control Systems Supply Chain Security
10 Information Technology System Components  |Data Structures Intro to Theory of Computati Sy Pj i
1 Networking Concepts Database M: Sy Intrusion Detection Systems Certification and A ditati
12 |Policy. Legal, Ethics and Compliance Digital C Life-Cycle Security Systems Security Engineering
13 |Systems Administration Digital Forensics Low Level P i Virtualization Technologi
14 Device F i Mobile Technologi 'Vulnerability Analysis
15 Core 4Y Knowledge Units Host F Network Security Administrati Wireless Sensor Networks
16 \Databases Media Forensics Operating Systems Hardeni
17 Network Defense Network F Operating Systems Theory
18 Network Technology and Protocols Embedded Systems Overview of Cyber Operations
19 Operating Systems Concepts Forensic A i Penetration Testing
20 Probability and Statistics Formal Methods QA / Functional Testing
21 Progr Fraud P ion and M RF Principles

P 2 A2y Mo 0 et



caezy NEWS wpace 3 [

@ AlB c D E
o ' § s o
Ll HIE @
A B c D E o 2 (Click here to return to KU Listing o= (CIickHere)READTHEFIRST: This matrix is fo
(1] ) 3 [Basic Scripting T
= | B < [Provide students with the abilty to create simple scripts/programs to. |
1] S hi (O] 4 automate and perform simple operations. This knowiedge should
LL P 2 a i Ircods bk sscurty racis n ek et o ans (0
CC } 2 [Click here to return to KU Listing (Click Here) READ 5 | ‘Tnpics
) |3 [Basic Scripting | 5,‘ | |"BasicSecurty
[©) | Provide students with the ability to create simple scripts/programs ! ; | : Pi;::rg::ﬂ:‘:é:pmVama"m ::: z:i?zg
[ 4| noeia el bastc Sbeuy pracheas i dovoloping. o0 o Program Contol Srucures Sy VKA 5,10 -
scripts/programs (e.g., bounds checking, input validation). 1? \ézgi:l;'l‘)geciaration B B - %y;'s":igsm'msbu'ssnms’xﬁier’n%r?sranons
[ [ Topics | _ ] | Scripting Language (e.g. PERL, Python, BASH, VB Scripting, | Syl:Wk3,4
6 “Basic Security 12 |Powershelly
7 Bounds checking, input validation asic Boolean logic/operations
|8 Program C"mma”gds i :i EAND?D;/X('J:;;/NQT " Wk 3
I 9 Program Control Structures utcomes - -

10 | Varlgable Declaration Jgﬁiﬂigtu;emswm be able to:

T Debugging Demonstrate their proficiency in the use of scripting languages Graded assignments: Manipulate file

12 i Soripting Language (e.9. PERL, Python, BASH, VB 17 :gsv‘g;e simple scripts (e.g., to automate system administration Sirer:‘v :::sn‘s‘;ﬂvﬁr)ga\wg‘egzﬁﬁgﬂ itécsrii‘pets

s::npnng Powershell) ! S v - > |

L [Bask Bodesn ogcioperstors - 18 || e i oot o oSS | o eourmers P o manipdee

14 | [ AND/OR/XOR/NOT [ | Wite simple finear and Iooping Scipts Graded assgnmerts Write source code control

15 _|Outcomes. | 19 using

16 | |Students will be able to: = -

Demonstrate their proficiency in the use of
17 sc?ptm% elasnguages to write simple scripts (e.g., to
automate system administration tasks)
I 'Write simple and compound conditions within a
18 programming language or similar environment
(e.g., scripts, macros, SQL)

1 Wite simple linear and looping scripts ‘ Once all individual content experts' contributions have
been gathered and merged for the requisite KUs, culled to
remove redundancy, and mapped into the spreadsheet, the

STE] = - spreadsheet becomes the source document for entering
= .
— 1 § 8 ¢ data into the NSA/DHS database.
LU El © &
o 1 8§ 2 3
) 2 Clickhere to retum to KU Listing (Click Here) REA 1 For some topics, a printout of the previous (CNNS) mapped
(O] 3 Basic Data Analysis | | v dsh iaht b d id h K ith
E 4 Provide students with basic abilities to manipulate data into Sprea S eet mlg t e used as a al tO matc toplcs Wlt
o fj:’:'c"sgf”' Irformation; 2 course content. However, KUs tend to be more detail oriented
6 | | Summarystatistics [ X than CNSS standards. For example, the CNSS listed three
4 s cions : topics within Cryptography, but the replacement KU consists
1 ) Problem Solving X x| of ten. Similarly, CNSS had no separate category for Systems
). Qucomes Administration, but there is a Core KU addressing that area with
12 (Apely standard statistial inference procedures to draw X 16 topics. In brief, there’s no straightforward translation from
— — CNNS to KU mapping. Nonetheless, institutions reapplying
have the advantage of having prior practical experience with
the mapping process. Additionally, since the KU topic specificity
is considerably more detailed and precise, institutions will find
that the vagueness and guesswork frequently associated with
. [ [Al B c b [ E [ previous CNSS topics has been eliminated.
=] i 2 =
Lu 3 = @ .
o "3“2%:2??;3:219_@ Listing o= ‘(C;)ck H TO SUMMARIZE: spreadsheet available unlder
o B ey o pc| | 1. Download and review reference iyt S“ffBaSS e E-)c”|v o
o | 4 basic security ping {©.0. bounds ‘ materials available on CISSE at Icrosott UneLirive, or lou
i . :r;e::ir;g input vadation). | hitp:/www.cisse.info/news/cae- to facilitate collaboration of
1 s ) 'Bgff,cni:c;:\fzkmg, inputvalidation I x | certification 3 content experts,
2 . % 2. Identify the CAE level for which & Em‘?r re't‘?"a”t course |
::) \ézzzzgr::geclaranon i } your institution plans to apply and esignations across columns,
12 Scripting Language (e.g. PERL, Python, BASH, VB Scripting, X | the required KUs, 4 Have content experts map
| 13 *Basic Boolean logic/operations I X X | t d t

L ANDIOR/OR/NoT X 2. Using the 2014 CAE KU Mapping course elements and outcome

16 Studentswilbeableto: — Matrix downloaded from CISSE, verification to KU for every

17 ?fv'kv'!.‘gzi‘{ﬁ.‘;é":é?.ﬁ(é’?i‘;“ﬁi'zu‘t“fm”iiZ'yife’ﬁ"a"fni?n".iﬁiﬂii x remove or hide all KU sheets relevant course,

lasks . .
" Write simple and ftions within @ B except those needed for your 9. If a collaborative environment
Jerguage o sinllr envronmert (5., srpe, macros, S| | institution's application. In other has not been used, merge
19 Write simple linear and looping scripts | x| X . . . N
— T words, create a multi-sheet all contributions into a single
spreadsheet consisting only spreadsheet (eliminate
of the Core KUs (and optional redundancies), and
ones, if applicable). Make the 6. Enter the data from the
spreadsheet into the NSA/DHS
1 In subsequent iterations the cells containing “Xs” data base.
T are widened to accept references to specific course
Elenr(;ents laim an |d§.ntr|]f|ed textbﬁok, cpurge outline, The National CyberWatch Center site
arj OL.Jt' ab, etc. which covers t 9 toD'(.:' Utcomes (http://www.cyberwatchcenter.org/)  offers
validation should also be mapped in their respective assistance to mapping questions submitted
course cells with statements specifying what test to the following e-mail address: tkepner@
instrument(s) will be used [Fg. 6). cyberwatchcenter.org.
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