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INTRODUCTION

 When the National CyberWatch Center started in 2005, quality Information Assurance 
curriculum was in short supply, so the development of new curriculum was a necessity. In 2006, 
the National CyberWatch Center, working in conjunction with Anne Arundel Community 
College, developed model Information Assurance and Computer Forensics curricula, which 
supported the growth of cybersecurity education nationally, including complete courses for 
degrees and multiple certificates.
 
 Building on its model curriculum base, the National CyberWatch Center expanded 
the reach of cybersecurity education curriculum in several other ways, including the sharing 
of stackable credential models. These specialization certificates allow students to earn multiple 
certificates while pursuing their Associate’s degree and to earn industry credentials by sitting for 
industry certification exams. 

The following is at the heart of NCC’s content-strategy:

      •   Up-to-date
      •   Focused on principles (e.g., Least Privilege, Simplicity of Design, Information Hiding, 
      •   Resource Encapsulation, Process Isolation, Domain Separation, Modularity, Abstraction, 
      •   and Layering)
      •   Performance-based
      •   Modular
      •   Aligned with job roles
      •   Mapped to federal and national standards (e.g., NICE Framework and NSA KUs)
      •   Sharable Content Object Reference Model (SCORM) compliant
      •   All Digital
      •   Aligned with industry certifications

 In addition, NCC has also created course materials for some 25 technical courses that 
include some combination of the following: e-Books, lecture slides, hands-on lab exercises, 
assessment questions, instructor guides, and syllabi. These technical courses are used by hundreds 
of faculty throughout the U.S. in both undergraduate and graduate courses. See here (https://
www.nationalcyberwatch.org/programs-resources/curriculum) for more information.
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The Curriculum Standards Panel

 In 2016, the National CyberWatch Center Curriculum Standards Panel (NCC- CSP) was 
established. Our mission is to help to identify the learning objectives, concepts, procedures, 
situational judgments, and intellective abilities required to develop capabilities maturity in 
cybersecurity foundational principles, techniques, tactics, and protocols.
 
 The standards produced by the NCC-CSP are the first to align instructional design, 
skill practice facilities, cybersecurity professional job performance standards, national 
workforce frameworks, and industry needs. Currently over 100 faculty, industry professionals, 
and government representatives have volunteered to serve on subject matter expert panels 
for curriculum design. Additional panel members are recruited based on their expertise and 
instructional experience from 228 National CyberWatch Center member organizations (128 
two-year and 100 four-year) and through alliances with industry and professional associations.

Developing a Competency-Based Curriculum for Cybersecurity

“Competency-based education stands out as the innovation most 
likely to disrupt higher education”

- Weise and Christensen (2014) Hire Education

 Closing the growing cybersecurity skills gap may require disruptive innovation. The 
classic separation of learning and doing has persisted since the founding of the ancient Greek 
Academy. In the United States, university education is focused primarily on teaching how to think. 
Community college and professional education is focused on teaching how to do a particular job. 
However, professional capability maturity (for example, in law and medicine) depends upon 
integrating thinking and doing. Accordingly, the professions use the term practices to describe 
their organizations, acknowledging the central role of doing in learning how to apply knowledge 
to develop professional expertise. Education outside the U.S. began some time ago to integrate 
practice into education by aligning industry competency requirements into instructional designs 
(Craig, 2013; Higgs, 2013). Considering that just over one year ago Forbes Magazine (Morgan, 
2016) projected six million cybersecurity job openings by 2020, with a shortfall in supply of 1.5 
million capable workers, the timing is right for improving the alignment between cybersecurity 
curriculum and industry job performance requirements. 

 This report will describe an analysis of alignment between a standard cybersecurity 
curriculum and the competency requirements of professional practice. The report outlines an 
evidence-based curriculum mapping method that supports a holistic development model for 
enhancing the cybersecurity workforce (Assante & Tobey, 2011). The report will conclude with a 
review of the implications of taking a competency-based approach for cybersecurity education.  



5

 The graphic in Figure 1 summarizes the insights received from a panel of over 100 subject 
matter experts who participated in the curriculum mapping project. The depicted cybersecurity 
workforce development pathway shows that competency-based courses aligned with industry 
job performance requirements can contribute to closing the skills gap by implementing a spiral 
model of lifelong learning.  Traditional students enter at the top of the diagram into courses 
providing a strong foundation in the concepts, principles and procedures of cybersecurity. Upon 
achieving mastery of Foundation Series concepts and techniques, these learners progress into 
the Pathway Series courses for which assessments indicate the learner possesses the prerequisite 
aptitude and interest. Mastery of the Pathway Series may lead directly to employment in entry 
level positions with cybersecurity responsibilities or into advanced courses at accredited 2-year 
or 4-year educational institutions, supported by articulation agreements facilitated by adoption 
of the standard curriculum. Those entering the workforce return periodically with their peers or 
transitioning workers for continual assessment, maintenance, and updating of their cybersecurity 
capabilities. Finally, career seekers with 4-year degrees in other domains can address workforce 
shortages through reverse articulation agreements into two-year accelerated job readiness 
programs which apply the Foundation and Pathway Series instructional techniques and content 
libraries. Research shows that this integrated, practice-centric, lifelong learning process is what 
is necessary to accelerate cybersecurity capability maturity in the workforce (Grossman, Spencer, 
& Salas, 2013).

 Figure 1. Path from Foundation/Pathway courses to cyber careers
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Evidence-based Practices for Model Curriculum Development

 The National CyberWatch Center Cybersecurity Core Curriculum Standards apply 
evidence-based principles established through the empirical study of effective practices in 
competency-based learning (Jones & Voorhees, 2002) to continually evaluate, enhance, and 
develop model curriculum for cybersecurity education. Eleven practices were identified as 
necessary to design curriculum that is valid and reliable for maturing job- and career-ready 
capabilities of program graduates. Each of these eleven practices will be applied in producing the 
NCC curriculum standards. These evidence-based practices will be replicated within each course 
design process. The result is a multiphase, technology-supported, agile development process that 
permits simultaneous development of courseware. The modular design of the Core Curriculum 
Development Process enables rapid prototyping, deployment and flexible scalability.

Model Curriculum Development Process
 
     1. Recruitment and selection of renowned educators/instructional designers in the 
     1. course content domain to provide subject matter expertise necessary to ensure 
     1. validation of instructional designs. 

     2. A panel of 20-40 subject matter experts (instructors, industry practitioners, and 
     1. instructional designers) participates in identifying, defining, and reaching a consensus 
     1. about important competencies to which the curriculum is aligned.

     3. Competencies are clearly defined, understood, and accepted by relevant stakeholders 
     1. through a systematic process of public review and comment. 

     4. Multiple learning paths and related assessments of competencies provide useful and 
     1. meaningful information to guide attainment of mastery in course content.
  
     5.  The assessment team considers precision, reliability, validity, credibility, and cost 
     1. requirements in making decisions about the use of commercially developed assessments 
     1. and/or panel-developed assessments.

     6. The panel of experienced faculty and practitioners participate in the development of 
     1. instructional designs and related assessment items (as required). 

     7.  The course instructional and assessment designs are aligned with a continually  
     1. updated National CyberWatch Center Core Curriculum Standards Curriculum Map. 
     1. The curriculum map provides institutional guidance for course, certificate, degree, 
     1. and career development pathways associated with the National Cybersecurity 
     1. Workforce Framework Specialty Areas and National Security Agency Centers of 
     1. Academic Excellence in Cyber Defense Knowledge Units.
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     8. Assessment items are directly mapped to learning goals in competency profile 
     1. scorecards that will support individual or personalized development plans (IDP/PDP) 
     1. for each learner.

     9. Pilot implementation of each developed course module (i.e., instruction, assessment, 
     1. practice lab and challenge lab) enables critical decisions about strategies to improve 
     1. student learning and program effectiveness. 

     10. The pilot implementation results are disseminated through public review and comment 
     1. workshops to ensure all relevant stakeholders fully understand the findings. 

     11. The pilot implementation results are used to experiment with new ways to document 
     1. students’ mastery of competencies that supplement the traditional transcript. 

Scope of the Core Curriculum Standards Mapping Project

 The purpose of the first initiative under the National CyberWatch Center Curriculum 
Standards Project (NCC-CSP) was to map five technical courses from the National CyberWatch 
Center Curriculum Library (https://www.nationalcyberwatch.org/programs-resources/
curriculum/technical-courses/) which might be candidates to form the basis for a core, or 
foundational, cybersecurity curriculum to four competency and workforce frameworks: 

     1. Cybersecurity Job Performance and Capability Maturity Model (JP-CMM) adapted from 
     1. competency frameworks developed by the National Board of Information Security 
     1. Examiners

     2. National Initiative for Cybersecurity Education (NICE) National Cybersecurity Workforce 
     1. Framework

     3. National Centers of Academic Excellence in Cyber Defense (CAE-CD) Knowledge Units
 
     4. Department of Homeland Security Mission Critical Role Project 
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METHOD

 The core curriculum mapping project involved seven weekly sessions. Each session was 
supported by an online collaboration architecture including a web portal in the Google+1 social 
media system and a group decision support system, VivoInsight,  which provides elicitation, 
voting, statistical analysis, and reporting. A Call for Participation was distributed through 
the National CyberWatch Communicator, a monthly e-Newsletter, a LinkedIn post on the 
Information Security Community (358,201 members) and personal invitations from National 
CyberWatch Center officers. Each registrant was provided a randomly generated ID that was 
used in subsequent surveys to anonymize the responses. 

Participants

 Interest in participating in the Curriculum Standards Panel  was substantial: 124 
individuals expressed Interest in participating on the panel; 111 people completed a registration 
questionnaire. Registrants were located in 35 states, the District of Columbia, and the countries of 
Australia, India, Indonesia, Kenya, Morocco, and the United Kingdom. The registrants reported 
the following qualifications:

  Demographics:

  Ethnicity:
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  Education:

  Certifications Held by More Than 10% of Participants:

  Teaching Experience: 
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  Participants with Experience Teaching the Courses to be Mapped 

  Participants with Experience in Instructional Design Elements:

  Industry Experience (with at least 10% of participants):
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  National Cybersecurity Workforce Framework Functional Role Experience 
  (with at least 25% of participants)
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 Panelist participation differed by session based on their availability and self-assessment 
of qualifications to provide the input required. The number of participants in each activity was as 
follows:

Procedure

 An advancement in job analysis, Predictive Performance Modeling (Tobey, Reiter-Palmon, 
& Callens, 2012), was previously applied to identify the distracting, esoteric, fundamental and 
differentiating tasks that distinguish the stages of expertise development (O’Neil et al., 2013; 
O’Neil, Assante, & Tobey, 2012; Tobey, 2011a, 2011b, 2015): novice (Level 0), beginner (Level 1), 
proficient (Level II), competent (Level III), and expert (Level IV). The result was a Job Performance 
Model that facilitates cybersecurity capability maturity assessment and development.  Essential 
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job performance scenarios (vignettes), cross-functional role responsibilities, and the tasks that 
predict and differentiate expert performance comprise the Cybersecurity Job Performance and 
Capability Maturity Model (JP-CMM). The JP-CMM was developed by the National Board of 
Information Security Examiners in partnership with representatives from the National Security 
Agency, White House Communications Agency, U.S. Department of Energy, the U.S. Department 
of Homeland Security, and industry initiatives, such as the Electricity Sector Cybersecurity 
Capability Maturity Model (ES-C2M2). The mission critical cybersecurity responsibilities were 
validated through extensive public review and psychometric analyses of the human vulnerability 
and risk inherent in a workforce based on their level of cybersecurity capability maturity. During 
their first activity, panelists were asked  to consider how the 91 cybersecurity responsibilities in 
the JP-CMM are related to five National CyberWatch Center curriculum courses. 
 
 The primary purpose of the second panel session was to extend the mapping of the five 
National CyberWatch Center courses to the JP-CMM. In this group of five activities, panelists 
mapped course topics to the tasks required to fulfill each responsibility mapped in the first 
activity. Panelists chose topics to map based on their areas of expertise and teaching experience. 
During each mapping activity, the panelists were asked “For each statement listed, please select the 
SINGLE BEST Course Topic which you are HIGHLY CONFIDENT would provide SUFFICIENT 
prerequisite knowledge to effectively perform the listed action.” A task was selected as mapped to 
a course topic if the a majority of the panel showed between a slight and fair agreement (Fleiss 
Kappa > .1) in rating course topics as providing sufficient knowledge to effectively perform the 
task.

 The third set of panel activities involved mapping the Core Knowledge Units from the 
National Security Agency’s Center for Academic Excellence - Cyber Defense program. As with 
the mapping of course topics to the JP-CMM, an activity was created for subgroups of the panel 
to map specific courses based on the panel members area of expertise and experience. During 
this mapping activity, the panelists were asked: “For the Course Topic listed, please select ANY and 
ALL of the NSA Knowledge Units listed below for which this topic provides relevant knowledge.” 
Since the mappings in this activity were not mutually exclusive, Core Knowledge Units were 
determined to be mapped to a specific course topic based on two criteria. First, the course topic 
ratings must have received a minimum of a slight level of interrater agreement (Fleiss Kappa 
is positive). Second, a majority of raters must have indicated the Knowledge Unit should be 
addressed by the course topic.

 The fourth set  of panel activities involved mapping the Core Curriculum Courses to the 
National Initiative for Cybersecurity Education (NICE) Knowledge, Skills and Abilities (KSAs) 
listed in the National Cybersecurity Workforce Framework, interactive version 1.0 as published 
on the NICE website (http://csrc.nist.gov/nice/framework/). During this activity, panelists were 
asked, “For each NICE KSA, indicate the course in which the listed knowledge, skill or ability should 
be able to be demonstrated by the conclusion of the course.”
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 The final set of activities mapped the DHS Mission Role Abilities to the National 
CyberWatch Center course learning objectives and tutorial labs. This session accordingly had 
two activities. During the first activity, the panelists were asked: “For the learning objective listed, 
please select all of the abilities which would be helpful in achieving this objective.” During the 
second activity, the panelists were asked, “For the lab listed below, please select all of the abilities 
which would be helpful in achieving this objective.” 

Analysis

 Each panel session was evaluated by assessing interrater agreement among panelists using 
the intraclass correlation coefficient (ICC; Shrout & Fleiss, 1979, 1981). Mappings of curriculum 
objects were by majority rating only when such rating exhibited a minimum of fair agreement. 
There were two types of analyses to which this minimum agreement was applied. First, the 
purpose of the first twelve mapping activities was to identify as many items as possible that 
could be included to identify the broadest scope for the core curriculum. For these activities, the 
recommended cutoff of 0.21 suggested by Shrout and Fleiss (1981) was used to determine a fair 
level of agreement. Second, the final two activities were focused on pinpointing the appropriate 
step in the learning path each course should occupy. Accordingly, a more restrictive recommended 
cutoff of 0.31 (LeBreton and Senter, 2008) was used to signify fair agreement. Additionally, the 
overall agreement for each session was calculated and was analyzed to determine whether the 
agreement was significant (i.e., not due to chance). 
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RESULTS

I. Mapping Learning Objectives to JP-CMM Responsibilities

Mapping Across the Core Curriculum

 All 91 JP-CMM responsibilities were found to map to at least one of the five courses. 
However, most of these mappings were to the Information Security Fundamentals (NCC 210) and 
Ethical Hacking and Systems Defense (NCC 214) courses. The other three courses, collectively, 
only mapped to six responsibilities. The results suggest that the NCC 210 course is the central 
core of the standard curriculum. 

 NCC 210 learning objectives mapped to 86.8% of the JP-CMM responsibilities. The next 
closest mapping was for NCC 214 which mapped to 53.8% of the JP-CMM responsibilities. 
However, most (75.5%) of the NCC 214 mappings were in common with NCC 210. Twelve 
responsibilities (13.2%) were uniquely mapped to NCC 214 (see Table below).

 The other three courses (Networking Fundamentals (NCC 200), Linux Fundamentals 
(204) and Scripting Fundamentals (212)) did not have any unique mappings to a responsibility. 
The table below lists the six responsibilities that were shared with NCC 210. NCC 204 also 
shared one responsibility with NCC 214 (“Ensure hardening of operating system, services, and 
applications on custom or third-party solutions”).
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Primary Course Mapping

 NCC 210 was determined to be the primary course to contain learning objectives related 
to 64 (70.3%) of the responsibilities. NCC 214 was determined to be the primary course to contain 
learning objectives related to 25 (27.5%) of the responsibilities. The remaining two responsibilities 
were primarily related to NCC 200 (“Ensure log sources are time-synced to a local NTP server”) 
and NCC 212 (“Ensure monitoring can be automated or scripted”). The complete primary course 
mappings are provided in the Appendix.

Summary

 Figure 2 below summarizes the findings from the first panel session. This chart shows the 
coverage by course of each of the fourteen responsibility areas that comprise the Cybersecurity 
Job Performance and Capability Maturity Model (JP-CMM). This chart clearly shows that NCC 
210 course provides a core foundation for cybersecurity education. The NCC 214 course fills in 
some gaps in the areas of identifying and exploiting targets, but otherwise served to enhance 
the foundation created by the Information Security Fundamentals course. The remaining three 
courses provide limited coverage of the responsibilities of a cybersecurity professional as defined 
by the JP-CMM, suggesting that they may be more appropriately considered as prerequisite 
courses developing competencies in related Information Technology disciplines.
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 Figure 2. Course Coverage of JP-CMM Responsibility Areas

 
 As shown in the table on the next page, the level of agreement among the panelists in 
mapping each of the JP-CMM responsibility areas was highly significant (p < .0001). Interrater 
agreement may differ from a lack of agreement (ICC < .3) to very strong agreement (> .9) 
(LeBreton & Senter, 2008). Six of the JP-CMM responsibility areas showed very strong agreement 
and the remaining eight showed strong agreement among the panelist course mappings.
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 Each of the JP-CMM responsibilities are defined in terms of tasks required to be performed 
to fulfill the responsibility. Therefore, to more accurately portray the mapping between courses 
and the responsibilities of a cybersecurity professional, the panel was divided into task forces 
based on self-assessed expertise in specific course topics. The results of the task mappings created 
based on agreement analysis of these Topic Area Working Groups (TAWG) is described next. 

II. Mapping Course Topics to Job Performance and Capability 
Maturity Model Tasks

Network Fundamentals Course (NCC 200)

 A significant and moderate level of interrater agreement (ICC = .544; p < .0001) was 
found among the panelists who rated the NCC 200 course topic to JP-CMM task mappings. 
Thirty tasks were found to relate to the NCC 200 course topics. Five tasks were related to the 
first topic discussed in the course, Exploring the Network. The second course topic, Network 
Protocols and Communications, was mapped to one task. Eighteen tasks were related to the 
second topic discussed in the course, Configuring a Network Operating System. Finally, two 
tasks were related to the last topic discussed in the course, Application Layer, respectively. The 
remaining course topics may contain prerequisite concepts that are necessary but not sufficient 
to perform tasks typically required in cybersecurity operations. 
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 The Fleiss Kappa agreement indices for these task mappings and the level of agreement 
this signifies are shown in the tables below. Collectively, these tasks are aligned with the Beginner 
Level of the JP-CMM, averaging a JP-CMM Level 1.35. The tables below list the tasks mapped by 
the panel. 
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Linux Fundamentals Course (NCC 204) 

 A significant and strong interrater agreement (ICC = .799; p < .0001) was found among 
the TAWG panelists who rated the NCC 204 course topics to JP-CMM task mappings. One of 
the four course topics, Linux Installation and Package Management, was found to be sufficient to 
perform the task Configure system against the baseline configuration manual (a JP-CMM Level 1 
task). Similar to some of the course topics in NCC 200, the results suggest that panelists believed 
most of the course topics may be focused on topics that are necessary prerequisites, but not 
sufficient by themselves to be able to perform cybersecurity functions. This course is therefore 
associated with the Beginner Level of cybersecurity capability maturity.
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Information Security Fundamentals Course (NCC 210) 

 A significant, but weak overall interrater agreement (ICC = .439; p < .0001) was found 
among the TAWG panelists who rated the NCC 210 course topics to JP-CMM task mappings. 
However, the weakness of the agreement may be related to the fact that 50 tasks were found to map 
to this course across eight of the thirteen course topics. The course topics that did not map to any 
JP-CMM tasks were topics: 1) Information Security; 3) The Drivers of the Information Security 
Business; 4) Access Controls; 8) Cryptography; 9) Networks and Telecommunications; 11) 
Information Security Standards; and 12) Information Security Professional Certifications. Most 
of the task mappings were associated with two topics: Security Operations and Administration 
(23 tasks) and Auditing, Testing, and Monitoring (17 tasks). Collectively, these task mappings 
averaged a JP-CMM Level 1.8. Thus, NCC 210 should be considered an Advanced Beginner 
course. The topic to JP-CMM task mappings are listed in the tables below. 
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Scripting Fundamentals Course (NCC 212)

 A significant and very strong interrater agreement (ICC = .901; p < .0001) was found 
among the TAWG panelists who rated the NCC 212 course topics to JP-CMM task mappings.  
However, the agreement was that the NCC 212 course topics were not related to any JP-CMM 
task. One possible explanation for this result is that focus of the JP-CMM is on cybersecurity 
operations, rather than secure coding or other forms of secure programming/scripting. Thus, 
these results may imply a need to develop a job performance model related to these specialized 
aspects of cybersecurity.
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Ethical Hacking and Systems Defense Course (NCC 214)
 
 Overall, 44 tasks mapped to the Ethical Hacking and Systems Defense Course (NCC 214) 
and it was the only course to have each of its seven course topics map to at least one task. The 
interrater agreement for this course was very strong and significant (ICC = .903; p < .0001) Similar 
to the other course mappings, the distribution of task mappings was not equally distributed. 
The first two topics, Introduction to Ethical Hacking and Penetration testing professional 
certifications were mapped to three and two tasks, respectively. The fifth (Enumeration) and 
seventh (Post-Exploitation) topics mapped to two tasks each. The bulk of the JP-CMM tasks were 
found to be distributed across three course topics: Exploitation (20 tasks); Reconnaissance/Open 
Source Intelligence Gathering (9 tasks); and Scanning (6 tasks). Collectively, these task mappings 
averaged a JP-CMM Level 2.56. Thus, NCC 214 should be considered a Proficiency course most 
appropriately sequenced after the foundational concepts and principles have been mastered. This 
course may be of most value to those learners seeking to develop a career pathway in operational 
security testing (Tobey, Assante, King, & Ziegler, 2010). The specific task mappings for each 
course topic are provided in the tables below.
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Summary

 The task mappings reveal a recommended learning path between the five courses 
evaluated by the panel. Figure 3 below shows the results of analysis of mapping course topics to 
JP-CMM capability maturity levels: Level 0 (Novice); Level 1 (Beginner); Level 2 (Proficient); 
Level 3 (Competent); and Level 4 (Expert).  Each course with mapping to the JP-CMM tasks is 
distinguished by colored boxes: NCC 200 (gray); NCC 204 (tan); NCC 210 (green); and NCC 214 
(blue). The black arrow lines between boxes indicate when the learning progression is within the 
same maturity level. The red arrow lines in the diagram indicate when a learning path crosses a 
maturity level. 

 One important implication of this analysis is that upon completing a course in the learning 
path, the learner usually will retrace a maturity level to begin the next course. This occurs because 
the learner’s capability in the new topic is less advanced than their capability in the topic that 
preceded it. Finally, prerequisite topics are indicated at Level 0. These topics were not found to 
be directly related to tasks that define cybersecurity capability maturity. However, the concepts 
presented in these topics must be fully understood prior to a learner beginning the capability 
maturity learning path. Thus, the learning path indicates topics which may form a bridge with 
adjacent disciplines, such as Information Technology, as well as identifying conceptual domains 
that could comprise a pre-qualification assessment of learner readiness.

  Figure 3. Mapping of Course Topics to Capability Maturity Levels
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III. Mapping NSA CAE-CD Core Knowledge Units

Network Fundamentals Course (NCC 200)

 Six of the NSA CAE-CD Core Knowledge Units (KUs) were found to be mapped to the 
NCC 200 course: IT Systems Components; Networking Concepts; System Administration; Network 
Defense; Networking Technology and Protocols; and Operating Systems Concepts. The results suggest 
that three of the six mapped KUs were only briefly covered by this course. IT Systems Components 
and Operating Systems Concepts were each mapped to only one course topic, Network Layer and 
Configuring a Network, respectively. System Administration was mapped to two course concepts: 
Configuring a Network and IP Addressing. Primarily, the course was found to address three KUs. 
Networking Concepts and Networking Technology and Protocols were addressed by all the course 
topics. Finally, Network Defense was addressed by 7 of the 10 course topics. The topics that did 
not map to Network Defense were Configuring a Network, Ethernet, and Subnetting. Interrater 
agreement for these mappings was very strong and significant (ICC = .92, p < .0001). 

Linux Fundamentals Course (NCC 204)

 Two of the NSA CAE-CD Core Knowledge Units (KUs) were found to be mapped to the 
NCC 204 course: IT Systems Components and Operating Systems Concepts. The System Architecture 
and Linux Filesystems, Filesystem Hierarchy Standard course topics were rated by the panelists as 
related to the IT Systems Components KU. The Operating Systems Concepts KU was rated to be 
related to the other two course topics: Linux Installation and Package Management and GNU and 
Unix Commands. Interrater agreement for these mappings was moderate and significant (ICC = 
.614, p < .0001).

Information Security Fundamentals Course (NCC 210)

 Ten of the seventeen NSA CAE-CD Core Knowledge Units (KUs) were found to be 
mapped to the NCC 210 course: IA Fundamentals; Introduction to Cryptography; Policy, Legal, 
Ethics, and Compliance; Networking Concepts; System Administration; Cyber Defense; Cyber 
Threats; Fundamental Security Design Principles; Network Defense; and Networking Technology 
and Protocols. Of the 13 topics covered by NCC 210, ten were reported by the panelists as related 
to IA Fundamentals, excepting Changing How People and Business Communicate; Networks and 
Telecommunications; and U.S. Compliance Guidelines & Laws.  The remaining KUs received 
limited coverage across the topics. Three KUs were covered by only one course topic: Introduction 
to Cryptography; Networking Concepts; and Networking Technology and Protocols. Six KUs were 
covered by two topic areas: Policy, Legal, Ethics, and Compliance; System Administration; Cyber 
Defense; Cyber Threats; Fundamental Security Design Principles; and Network Defense. Interrater 
agreement for these mappings was weak, but significant (ICC = .393, p < .0001).
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Scripting Fundamentals Course (NCC 212)

 Three of the seventeen NSA CAE-CD Core Knowledge Units (KUs) were found to be 
mapped to the NCC 212 Course: Basic Scripting or Introductory Programming; Programming; 
and Databases. The first two of these KUs were covered by most of the course topics. The course 
topic Accessing Databases did not map to Programming.  The KU Basic Scripting was rated the 
panelists as covered in all topic areas except Accessing Databases, Network Programming, and 
Web Applications. Databases was only mapped by the panelists to the course topic Accessing 
Databases. Thus, all course topics mapped to at least one KU. Interrater agreement for these 
mappings was strong and significant (ICC = .723, p < .0001).

Ethical Hacking and Systems Defense Course (NCC 214)

 Five of the seventeen NSA CAE-CD Core Knowledge Units (KUs) were found to be 
mapped to the NCC 214 course: Policy, Legal, Ethics, and Compliance; Cyber Defense; Cyber 
Threats; Network Defense; and Networking Technology and Protocols. Two of the KUs, Cyber Threats 
and Network Defense, were mapped to three course topics. Both of these KUs were mapped to the 
topics Introduction to Ethical Hacking and Exploitation. Additionally, the topic Scanning mapped 
to the KU Cyber Threats while the topic Post-Exploitation mapped to the KU Network Defense. 
The Cyber Defense KU was mapped to two course topics, Introduction to Ethical Hacking and 
Exploitation and Exploitation. The Introduction to Ethical Hacking was the only topic mapped to 
the Policy, Legal, Ethics, and Compliance KU while the Scanning topic was the only topic mapped 
to Networking Technology and Protocols. Interrater agreement for these mappings was borderline 
moderate and significant (ICC = .499, p < .0001).

Summary

 The panel evaluation of the mapping between the Core Curriculum Course Topics and 
the National Security Agency’s Centers of Academic Excellence Cyber Defense KUs revealed at 
least some coverage for all but two KUs, Basic Data Analysis and Probability and Statistics, that 
likely would be covered in general education courses. However, the degree of coverage for each 
KU differed substantially across the courses. As shown in the Table below, the greatest breadth of 
KU coverage is available from the NCC 210 course while the other courses offer greater depth of 
coverage in specialized knowledge domains. 
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IV. Mapping NCWF Knowledge, Skills, and Abilities

 The panel evaluated the alignment of course learning objectives with the knowledge, skills 
and abilities (KSAs) identified by the National Initiative for Cybersecurity Education (NICE) 
National Cybersecurity Workforce Framework (NCWF). Overall, the panel ratings across all 
courses and all NICE KSAs showed significant, but weak agreement (ICC = .374, p < .0001). 
However within NICE competencies that had several knowledge, skills and abilities included 
within the Framework the interrater agreement was much higher. For example, for Computer 
Network Defense (29 KSAs) the agreement was strong (ICC = .858, p < .0001). The interrater 
agreement for Vulnerability Assessment (22 KSAs) was moderate (ICC = .69, p < .0001). Each of 
the course mappings to KSAs within the associated NICE Competencies is detailed in the tables 
below. 

Network Fundamentals Course (NCC 200)
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Linux Fundamentals Course (NCC 204)



38



39

Information Security Fundamentals Course (NCC 210)
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Scripting Fundamentals (NCC 212)
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Ethical Hacking and Systems Defense Course (NCC 214)



49



50



51



52



53

Summary

 An analysis of the KSAs that were mapped with moderate or higher agreement provide 
further insights into how the courses relate to the development of cybersecurity capability maturity. 
The table below summarizes the findings of the KSA mapping by indicating the percentage of the 
course mappings associated with developing declarative knowledge of cybersecurity concepts 
and principles. The panel results suggest that NCC 200 and NCC 204 are best positioned in the 
beginning of the learning path where the focus is conceptual understanding. NCC 210 is best 
positioned as an intermediate step with a nearly equal balance between declarative and more 
advanced forms of knowledge (i.e., procedural, conditional and situational). NCC 214 is the most 
advanced course with only 11% of its content found to be related to declarative understanding. 
NCC 212 did not have sufficient mappings to determine its appropriate position. These results 
verify the learning path findings reported in Section II above.

V. Mapping DHS Mission Critical Role Abilities 

 The final activity for the panel was to map the instructional learning objectives and the 
practice activities (tutorial labs) to a list of abilities (or types of intelligence) that align with the 
Taxonomy of Educational Objectives (Bloom, 1956; Krathwohl, Bloom, & Masia, 1964). The list 
of  abilities resulted from a study of mission critical cybersecurity job roles conducted for the U.S. 
Department of Homeland Security (Assante, Tobey, & Vanderhorst, 2013). 

Learning Objectives

 Each ability (i.e., action verb) rated by the panel relates to a one of the six levels of Bloom’s 
(1956) Taxonomy of Educational Objectives, as revised by subsequent research (Anderson, 
Krathwohl, & Bloom, 2001). All courses incl learning objectives that align with multiple Bloom 
levels. On average, the Bloom Level suggests the ideal position of a course in a learning path. 
Conceptual courses (Bloom Levels 1 and 2) should appear in the beginning phases of learning as 
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they focus primarily on declarative knowledge development. Applied courses (Bloom Level 3 and 
4) focus primarily on procedural application or analysis of declarative knowledge. Accordingly, 
applied courses typically occupy the central portion of a learning path. Finally, Mastery courses 
(Bloom Level 5 and 6) focus on conditional or situational knowledge that differentiate experts in 
a field (Benner, 1984). Mastery courses typically occupy the final step in a learning path. 

 Two analyses were conducted of abilities identified as mission critical. First, we analyzed 
the panel ratings to determine which abilities may be needed to perform well in the course. 
Second, we analyzed where each course should fit within a sequence of educational objectives. 
The Bloom Level was calculated alternatively based on a minimum of fair or moderate agreement 
of required ability. 

Network Fundamentals Course (NCC 200)

 Overall, a significant, but weak level of agreement was found for the mapping of the 
learning objectives for NCC 200 (ICC = .402, p < .0001). The abilities listed in the table below 
are sorted by the level of agreement which may suggest how important each ability may be to 
performing well in this course. The average Bloom Level for this list of abilities was between 2.5 
(moderate agreement) and 2.67 (fair agreement). These average Bloom Levels suggest this course 
is focused on developing understanding of fundamental concepts and principles.

Linux Fundamentals Course (NCC 204)

 Overall, a moderate and significant level of agreement was found for the mapping of the 
learning objectives for NCC 200 (ICC = .668, p < .0001). The abilities listed in the table below 
are sorted by the level of agreement which may suggest how important each ability may be to 
performing well in this course. The average Bloom Level for this list of abilities is 3.25 based 
on fair agreement and 3.0 based on a moderate level of agreement. Both of these Bloom Level 
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ratings suggest that this course is focused on applying prior learning in new and more concrete 
situations to develop procedural knowledge. 

Information Security Fundamentals Course (NCC 210)

 Overall, there was significant, but poor agreement found for the mapping of the learning 
objectives for NCC 210 (ICC = .249, p < .0001). The abilities listed in the table below are sorted by 
the level of agreement which may suggest how important each ability may be to performing well 
in this course. The average Bloom Level for this list of abilities is 2.73 based on fair agreement and 
3.0 based on a moderate level of agreement. These Bloom Level ratings suggest that this course 
is focused on establishing an advanced conceptual understanding in preparation for developing 
procedural, conditional and situational knowledge. 
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Scripting Fundamentals (NCC 212)

 Overall, there was moderate and significant agreement found for the mapping of the 
learning objectives for NCC 210 (ICC = .665, p < .0001). The abilities listed in the table below 
are sorted by the level of agreement which may suggest how important each ability may be to 
performing well in this course. The average Bloom Level for this list of abilities is 3.75 based on 
fair agreement and 4.0 based on a moderate level of agreement. These Bloom Level ratings suggest 
that this course is focused on developing mostly procedural and some conditional expertise. 

Ethical Hacking and Systems Defense Course (NCC 214)

 Overall, moderate and significant agreement was found for the mapping of the learning 
objectives for NCC 210 (ICC = .644, p < .0001). The abilities listed in the table below are sorted 
by the level of agreement which may suggest how important each ability may be to performing 
well in this course. The average Bloom Level for this list of abilities is 3.47 based on fair agreement 
and 3.0 based on a moderate level of agreement. These Bloom Level ratings suggest that this 
course is focused on developing procedural knowledge. 
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Practice Labs

 Only three of the five courses have labs related to them: NCC 200, NCC 210, and NCC 
214. A significant, but weak level of agreement was found for the mapping of the labs to mission 
critical abilities (ICC = .468, p < .0001). The highest agreement was found for the Network 
Fundamentals (NCC 200) and Ethical Hacking and Systems Defense (NCC 214) courses. The 
tables below indicate the abilities found to be most related (ranked by agreement) to the labs 
used in each course.

Network Fundamentals Course (NCC 200)

 The NCC 200 course uses two of the fifteen labs in the curriculum library: Exploiting 
Wireless Security and Implementing NAT and Allowing Remote Access V2. Six abilities were 
mapped based on the level of panelist agreement. These abilities are listed in the table below, 
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sorted by the level of agreement which may suggest how important each ability may be to 
performing well in this course. The average Bloom Level for this list of abilities is 3.17 based 
on fair agreement and 3.5 based on a moderate level of agreement. These Bloom Level ratings 
suggest that the labs for this course are focused on the application of procedural knowledge to 
develop skills through practice.

Information Security Fundamentals Course (NCC 210)

 The NCC 210 course uses all fifteen labs in the curriculum library. The two abilities 
mapped to this course are listed in the table below sorted by the level of agreement which may 
suggest how important each ability may be to performing well in this course. The average Bloom 
Level for this list of abilities is 3.00 based a fair level of agreement found for the panel ratings. 
This Bloom Level suggests that the labs for this course are focused primarily on the application of 
declarative knowledge to validate conceptual understanding as a foundation upon which to build 
cybersecurity expertise in future courses.

Ethical Hacking and Systems Defense Course (NCC 214)

 The NCC 214 course uses five of the fifteen labs in the curriculum library: Implementing 
Security Policies on Windows and Linux; Vulnerability Scanners and Penetration Testing; 
Exploiting Wireless Security; Implementing NAT and Allowing Remote Access V2; and 
Implementing Common Protocols and Services. Six abilities were mapped based on the level of 
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panelist agreement. These abilities are listed in the table below, sorted by the level of agreement 
which may suggest how important each ability may be to performing well in this course. The 
average Bloom Level for this list of abilities is 3.13 based on fair agreement and 3.33 based on a 
moderate level of agreement. These Bloom Level ratings suggest that the labs for this course are 
focused on the application of procedural knowledge to develop skills through practice.

Summary

 The table below provides a summary comparison that integrates the findings from 
Sections II, IV, V and VI of the report. Since the Bloom Taxonomy begins at level 1 while the JP-
CMM begins with level 0, the Bloom Level was adjusted downward to facilitate the comparison. 
Applying three methods of classifying courses by level within a learning path reduces common 
method bias (Podsakoff, MacKenzie, Lee, & Podsakoff, 2003). Comparing the results of the three 
methods enables validation of the estimated learning path provided in Section II and reproduced 
in the Discussion section below. Overall, a comparison of results from  the three methods 
support the learning path estimates for three courses: NCC 200, NCC 210, and NCC 214.  The 
three course sequence shows a decreasing focus on knowledge development corresponds with 
increasing capability maturity and ability. 

 Findings for the other two courses were significantly limited by the fewer mappings that 
met cutoff requirements. These results suggest that these courses may provide complementary 
competency development that does not map to current definitions of cybersecurity capability 
maturity in the existing workforce frameworks. In conclusion, NCC 204 and NCC 212 may 
be excellent additions to the Foundation Series of courses. The findings also suggest that NCC 
214 contains more advanced content and assumes more advanced abilities in the learner. These 
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findings suggest NCC 214 may be best positioned as a Pathway Course that is targeted towards 
individuals seeking to develop specialized expertise in operational security and penetration 
testing.

DISCUSSION

 The National CyberWatch Center (NCC) Curriculum Standards Panel (CSP) curriculum 
mapping project was undertaken to initiate the development of the nation’s first competency-
based, mastery learning curriculum for cybersecurity education. This innovation in cybersecurity 
education is needed to close a widening skills gap based on an estimated need in the next three 
years for 25% more workers who possess the capability maturity to protect and defend our 
nation’s computing infrastructure.  A panel of over 100 subject matter experts was assembled 
to map five courses projected as components of a core curriculum. Over the course of two 
months the panelists deliberated over the alignment of the content of these courses with four 
national competency frameworks: the Job Performance and Capability Maturity Model; the 
Core Knowledge Units for the Centers of Academic Excellence in Cyber Defense; the National 
Cybersecurity Workforce Framework KSAs; and the Department of Homeland Security’s Mission 
Critical Abilities. The analysis produced a recommended learning path (Figure 3 reproduced 
below) that is consistent with a holistic model for enhancing the capability maturity of the 
cybersecurity workforce (Assante and Tobey, 2011). An evidence-based development model was 
proposed to guide the analysis and refinement of existing course content into competency-based 
modules that are consistent with this learning path. This report examines the results of the first 
three steps in this eleven-step model: 

     1. Recruitment and selection of renowned educators/instructional designers in the course 
     1. content domain to provide subject matter expertise necessary to ensure validation of 
     1. instructional designs. 

     2. A panel of 20-40 subject matter experts (instructors, industry practitioners, and 
     1. instructional designers) participates in identifying, defining, and reaching a consensus 
     1. about important competencies to which the curriculum is aligned.
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     3. Competencies are clearly defined, understood, and accepted by relevant stakeholders 
     1. through a systematic process of public review and comment. 

    Figure 3. Mapping of Course Topics to Capability Maturity Levels

 The primary insight gained from the NCC-CSP analysis was the need for two distinct 
groups of cybersecurity courses: a Foundation Series that develops mastery in the fundamental 
concepts, principles and procedures and a Pathway Series that extends and applies this 
understanding to develop the skills and abilities that differentiate experts in the field (Tobey, 
Reiter-Palmon, & Callens, 2012). Figure 4 depicts an example of how the existing library of 
National CyberWatch Center instructional content might be arranged. This graphic shows how 
the Foundation Series is designed to cover the NSA CAE-CD Core Knowledge Units while the 
Pathway Series extends this foundation to address the broad array of specialty areas defined in 
the National Initiative for Cybersecurity Education (NICE) National Cybersecurity Workforce 
Framework.
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Figure 4.  Pathway from Foundation Series through Pathway courses to NCWF Specialty Area Competencies

 Based on the findings reported here the NCC 214 course was removed from the core 
curriculum which was renamed the Foundation Series. In its place, another fundamentals course, 
NCC 206: Windows Server Fundamentals, was added to address a gap in network operating 
system coverage. The mapping of the five courses to the NSA’s CAE-CD Core Knowledge Units 
described in Section II above suggested that NCC 214 was deepening, but not adding to coverage 
of the Core KUs. This finding was further supported by evidence from an analysis of the capability 
maturity levels and relative focus on knowledge vs. skill development found to be mapped to 
each course. These findings may inform future mapping beyond that already conducted (Burley, 
Tobey, Pusey & Leary, 2014) between the KUs and the NICE KSAs.

 Each of the mappings provide guidance for further development of the National 
CyberWatch Center Standard Curriculum in accordance with the 11-step process that will guide 
National CyberWatch Center instructional design practices. The need for additional or modified 
instructional modules and labs is suggested for any task, knowledge, skill, or ability mapping that 
found only slight agreement among the panel members. These areas are likely to be important 
for the course, but are not currently well developed to cover fully the content required to develop 
capability maturity in the listed item. There is much opportunity for improvement as all courses 
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have numerous areas which meet this criteria. Below is a review of the most salient improvements 
required.

 The mapping of learning objectives to the JP-CMM responsibility areas suggests additional 
instruction modules should be developed in the area of Develop and Manage Personnel. These 
“soft skills” have not been well covered in prior course designs.  The JP-CMM indicates that these 
skills predict approximately 45% of cybersecurity professional job performance (Tobey, Reiter-
Palmon, & Callens, 2012).

 The mapping to the JP-CMM tasks which resulted in the learning path model shown in 
Figure 3 above suggests that formative assessments be developed to ensure learners are ready 
for the instructional material that raises maturity levels. Research shows that without adequate 
preparation learners may become disengaged (Tobey, Pusey, & Burley, 2014). Each task that is 
mapped to a course should be related to tutorial and challenge labs that enable the learner to 
practice the procedures required to execute the task. Most of these labs have yet to be developed.

 The mapping to the knowledge areas (KUs and knowledge components of NICE) similarly 
suggests a need for additional instructional modules. Some of these may exist outside traditional 
information technology or cybersecurity courses, such as in Basic Data Analysis and Probability 
and Statistics. The mapping to the National Cybersecurity Workforce Framework (NCWF) 
could be used as a guide to develop formative assessments of prerequisite knowledge.  These 
assessments would indicate the degree to which learners are mastering:

     1. declarative understanding necessary for proficiency 
     2. procedural understanding necessary for competence 
     3. conditional and situational understanding necessary to become an expert

 The course KSA mappings with at least a moderate level of panelist agreement could also 
guide development of assessment instruments that could verify the maturity levels identified 
as obtainable for each course in Section II above. Concept inventory assessments have been 
used for many years assess proficiency and the misconceptions which limit conceptual mastery 
in the related domain of computer science (e.g., Almstrum, Henderson, Harvey, et al., 2006; 
Bayman & Mayer, 1983; Goldman, Gross, Heeren et al., 2008; Sudol & Jaspan, 2010). Recently, 
a concept inventory development process has begun for assessing core conceptual knowledge in 
cybersecurity (Parekh, DeLatte, Herman, et al., 2016). The results of this curriculum mapping 
should inform these efforts. 

 Finally, the mapping to the DHS Mission Critical Role abilities suggests that the alignment 
of prerequisites applies not only to knowledge but also to ability. These results showed that the 
instructional content for NCC 200 and NCC 210 was well aligned. For these two courses the 
capability maturity level and the Bloom Taxonomy level were within the same range.  A cautionary 
note was suggested by this analysis for NCC 204 and NCC 214. In the former case, the Bloom level 
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was far above the capability maturity level suggesting that a linux fundamentals course should 
include much more procedural, conditional and situational knowledge modules. Including these 
modules may also address the poor alignment of this course with the four workforce competency 
frameworks analyzed in this study.  The NCC 214 course may have the opposite issue. The panel 
mappings suggest that the capability maturity level targeted by the extensive skill focus of this 
course may require higher ability than was being developed by the content. Accordingly, NCC 
214 should include more scenario-based challenge labs or planned integration of the National 
Cyber League or other relevant cybersecurity competitions where detailed score reports can 
facilitate formative assessment of ability development.

 The remainder of this discussion section will analyze the comments received from the 
panel review of this report. Once all the comments from the panel have been collected and 
analyzed, this draft report will be distributed for public review and comment. A final revision of 
the report will incorporate both the panel and public commentary.
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