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“Always walk through life as if you have
something new to learn, and you will.”

Vernon Howard
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2.93M

The number of open and unfilled
cybersecurity jobs around the world
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What are the forces shaping the
Future of Work?

EffJHarvard
'+ | Business

&Y Review

Accelerating Technological
Changes

Growing Demand For Skills

Changing Employer
Expectations

Shifting Labor Demographics
Transitioning Work Models

Evolving Business Environment

Source: Your Workforce is More Adaptable than You Think — HBR May 2019
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IBM Academic Programs (With a Security Focus)

https://www.research.ibm.com/universit

IBM University Awards IBM Academic Initiative

IBM Skills Academy Program

Programs Program
PhD Fellowships Train the trainers Courseware
Faculty Awards On-demand Skills Software
Shared University Cloud-based Hands-on Cloud Access
Research Awards Labs
Open Collaborative Industry Use Cases

Research Awards
Proctored Exams
approved by IBM

Open Badges/Digital

@ Credentials @
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https://www.research.ibm.com/university

IBM Security Research

Technologies

@ Security

Security doesn't need more tools. It needs new rules. It's time to rethink the approach to cybersecurity.

IBM Security
Research

List of links to research
groups and projects in
Security and Privacy at
IBM.

Learnmore —>
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IBM Security
Learning Academy

Free technical training for
IBM Security products.

IBM X-Force Security
Research

Thought leadership from
security experts.

Learn more —>




IBM Secu

IBM Research
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rity Research

Research areas v Work with us v

Security and Privacy

Overview Publications Members

Welcome to IBM Security & Privacy PIC page!

The Professional Interest Communities (PICs) at IBM Research are a group of 21 research areas that seek to enhance interactions
between IBM researchers and research professionals in the wider world.

The goals of Security & Privacy PIC include:

- Develop and pursue a strategy to increase the influence and viewpoint within IBM of the S&P PIC through Big Bets, Strategic
Initiatives and GTO topics

- Review the scope of the PIC, incorporate emerging topics and research directions, update the list of PIC conferences as necessary

- Increase collaborations with external researchers by inviting world-class researchers for long and short term visits to IBM labs
and working with them

- Continue to build local research communities and improve collaboration with other PICs, encouraging interdisciplinary resear

Related links

Professional Interest Communities at IBM Res¢]

Algorithms and Theory

Contact

Jiyong Jang



http://researcher.watson.ibm.com/researcher/view_group.php%3Fid=151

IBM Security Learning Academy

[§ Security

Security doesn't need more tools. It needs new rules. It's time to rethink the approach to cybersecurity.

IBM Security
Research

List of links to research
groups and projects in
Security and Privacy at
IBM.

Learn more —>
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IBM Security
Learning Academy

Free technical training for
1BM Security products.

Learnmore —>

IBM X-Force Security
Research

Thought leadership from
security experts.

Learnmore —>




IBM Security Learning
Academy

www.securitylearningacademy.com

« Single portal, easy to navigate

* Interactive and individualized learning

* Role and task based roadmaps can be followed
as-is or users can select from the catalog

IBM Security

Learning at no cost!

The Security Learning Academy is a full service

learning platform, providing a variety of training
objects and instruction options.


http://www.securitylearningacademy.com/

Security Learning Academy

New to the Security Learning Academy? 3 Select a Training Roadmap to see
Take a tour via the Start Here course. SLA Features courses by role

Select QRadar from the Featured

Product list on the Home Page or

4 Enroll in learning activities, complete
Browse the Full Catalog

lessons or labs, assess your skills and
earn badges for select courses
(2H2019)

How-to videos Hands-on labs

2] Q

A

Demonstrations Badging

IBM Security



IBM X-Force Security Research

Technologies

(§ Security

Security doesn't need more tools. It needs new rules. It's time to rethink the approach to cybersecurity.

IBM Security
Research

List of links to research
groups and projects in
Security and Privacy at
IBM.

Learnmore —>
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IBM Security
Learning Academy

Free technical training fq
1BM Security products.

Learnmore —>

IBM X-Force Security
Research

Thought leadership from
security experts.

Learnmore —>
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[ Try 18M X-Force Exchange now

‘Today's SOC analyst needs to be able to make fast, informed decisions. Get access to the latest
research from experts, collaborate with peers and make threat intelligence actionable with the

Equip your team with
threat intelligence

1BM® X-Force® Exchange.

- Watchthewebcast ~ —> Leam more
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IBM X-Force Research is one of the most renowned
commercial security research teams in the world.

ibm.com

Collaboration

These security profe

atinte
X-Force IRIS Data Breach Report

providing th

Target Geography

IBM X-Force Threat Intelligence

Attack Types
Glick belo cidents from a specifc industy

Enery
Financial Markets

Madia

Medi & Entertanment

IBM Security / © 2019 IBM Corporation


https://www.ibm.com/security/xforce

Securitylntelligence

Security Inte“igence News Series Topics Threat Research Podcast Events Q

Home / Topics / Security Services

%3 Security Services

Back to Topic List

Gaining Insight Into the Ponemon Institute’s 2020 Cost of Insider Threats Report

cIso
January 4 min read

Scaling Security in Software Development: The Art of Possible

Application Security
January 24, 2020 | 5 min read

What Are You Protecting Against? Deploying Proper Use Cases Is Critical to Build Security
Maturity

Security Services

3 min read
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http://securityintelligence.com/

IBM Institute for Business VValue

Follow IBV on social media W i

Home | Technology and Security, CIO | How CISOs can secure a strategic partnership

How CISOs can secure a
strategic partnership

Download the full report

ting more out of your re

Building a secure future -as partners

Infographic PDF
yper-conrmciad
Cison:

4

Meet the author

https://www.ibm.com/thought-leadership/institute-

business-value
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The IBM Academic Initiative

IBM Academic Initiative

Technology v Resources

Harness the Power of IBM

Get easy no-charge access to the tools you need to develop the next great thing. Enjoy powerful technical and
strategic resources from IBM. Jump right in with cloud access to powerful services and the most prominent open-
source computer technologies, or take advantage of hands-on resources that will teach you about data and
analytics, Internet of Things, and security.

Get access today to the same tools used in the enterprise.

What is the IBM Academic Initiative?

https://ibm.com/academic

Established in 2005, the IBM Academic Initiative allows and encouraged faculty, students and researchers at accredited academic institutions to leverage IBM tools, courses, and other resources in the classroom. Our

mission is to enable students to graduate with direct hands-on experience on "industrial strength" tools that will help them in their chosen career.

Most popular topics covered

Cloud skills are required for virtually any career in today’s global
marketplace. Get hands-on access to the industry’s most open
standards-based cloud platforms and technologies. Cloud skills are
required for virtually any career in today’s global marketplace.

IBM Watson

IBM Watson is a technology platform that uses natural language
processing and machine learning to reveal insights from large amounts
of unstructured data. Watson can extract key information from
documents, reveal insights and patterns in data, and more, reveal
insights and patterns in data, and more

Already registered? Log in -

Data Science

IBM's complete portfolio of analytics solutions enables students to
engage with data to answer the toughest business questions, uncover
patterns, and pursue breakthrough ideas.



https://ibm.com/academic

Self-service for teaching, learning and non-
commercial research

Cloud Access

Enhanced access to
the IBM Cloud and
select cloud-based
resources and
applications, such as
the Watson APls and
Analytics Engine

IBM Security / © 2019 IBM Corporation

Software

Access to the same
software used by our
commercial customers
leading to practical
training for today’s jobs

Courseware

Faculty access to
enterprise quality
courses for inclusion in
part or whole into

existing and new
curriculum




Learning topics

Cloud

Cloud skills are required for virtually any career in today’s
global marketplace. Get hands-on access to the industry’s
most open standards-based cloud platforms and
technologies. Cloud skills are required for virtually any
career in today’s global marketplace.

Learn more =

Data Science

IBM's complete portfolio of analytics solutions enables
students to engage with data to answer the toughest
business questions, uncover patterns, and pursue
breakthrough ideas.

Learn more >

IBM Watson

IBM Watson is a technology platform that uses natural
language processing and machine learning to reveal
insights from large amounts of unstructured data. Wats:
can extract key information from documents, reveal
insights and patterns in data, and more, reveal insights
and patterns in data, and more

Security

In today's world, there are serious security threats that
must be addressed head-on. IBM Security delivers an
advanced system of protection with analytics to help you
monitor your data.

Learn more —>

Learn more —>

Blockchain

Blockchain has emerged as disruptive way to conduct
transactions within trusted networks. As companies in
many industries are looking to start and join networks,
demand for blockchain skills has far exceeded supply.

Learn more =

IBMZ

IBM Z enables you to create outstanding customer
experiences. Leverage mobile, analytics, cloud, and data
protection for great user benefits.

Learn more —>

Quantum

Discover the IBM Quantum Experience and our
connections that enable you to access tools, simulators,
and systems to explore, experiment, and

Learn more =

Power Systems

Power Systems are used in today's marketplace across all
industries, providing companies with a single, energy-
efficient, and easy way to deploy a platform for AIX, IBM i,
and Linux. Power server architecture analyzes big data for
patterns to give you new insights.

Learn more —>



IBM Security

Get access today to the same tools used in the enterprise. Already registered? Log in =

We are in the process of transitioning the IBM Academic Initiative to this new and improved website.

This new site will allow faculty and students to access valuable cloud access, software, and courseware more easily and efficiently. We look forward to remaining your chosen
partner in the journey to skills on emerging technologies.

What is IBM Security?

IBM Security develops intelligent enterprise security solutions and services to help businesses prepare today for the cyber security threats of
tomorrow.

Why is IBM Security important? Important are skills when working in Security?

t the world’s most challenging cybersecurity problems and passionately protect the faces behind the Curiosity, collaboration and communication are critical keys to success in Security. Learn from industry experts,
explore IBM Security products and use our learning materials to understand the importance of these 3 C's.




Software

Resources Software Courseware Careers
QRadar Community Edition i2 Analyst's Notebook Premium
With all the functionality of QRadar, Community Edition is your i2 Analyst's Notebook Premium collects, manages, and organizes
place to start or extend your skills and passion for QRadar. We’'ll information and intelligence. Using i2 Analyst's Notebook
guide you along the way, with a set of instructional videos to help Premium, it is easy for analysts and investigators to uncover
you get started and access to IBM Learning Academy to deepen networks, patterns, and trends within increasing volumes of
those skills. structured and unstructured data.
Register or login to access this resource Register or login to access this resource
QRadar SIEM Explore the IBM Software Catalog
IBM QRadar SIEM helps security teams accurately detect and Access a comprehensive library of professional software
prioritize threats across the enterprise, and it provides intelligent resources for use in the classroom or non-commercial
insights that enable teams to respond quickly to reduce the research projects.

impact of incidents.

IBM Security / © 2019 IBM Corporation 20



Courseware

Software

Courseware Careers

IBM Security Learning Academy

Get free technical training for IBM Security products. You can explore the
course catalog and build your own curriculum by enrolling in courses.

Register or login to access this resource

Security Fundamentals - People Security

These materials provide fundamental training for those new to the key
areas of cyber security. In this module we cover Access Control; Digital
Certificates and Public Key Infrastructure; Authentication; Digital

Identity and Identity Management; Federation and SOA; Single Sign On

Register or login to access this resource

Security Fundamentals - Why Security

These materials provide fundamental training for those new to the key
areas of cyber security. In this module we cover Concepts & Principles of
Security and ISO27001 & 27002 Security Standards

Register or login to access this resource

Security Fundamentals - Application Security

These materials provide fundamental training for those new to the key
areas of cyber security. In this module we cover Introduction to Web
Application Security; Business to Business vs Web to Business; Hybrid
Analysis

Register or login to access this resource



SUNY Plattsburgh IBM Security Leadership Challenge

This 12-week program piloted February to May of  Technical skills included:

2019 leveraged the IBM Security Learning Academy Understanding the function of a SIEM in an enterprise
Security Intelligence Track to provide hands-on network

learning to 13 students. The 13 students were spilit Understanding the architecture of a SIEM

into 2 Agile teams for the duration of the program.  * Hands-on experience with the interface of a SIEM
* Investigating an offense triggered by events in a

Students acquired both technical and soft skills SIEM
expected of a SOC analysist monitoring an *  Using dashboards in a SIEM
organization’s network for intrusions.  Creating reports in a SIEM

* Using filters in a SIEM
All students completing the program earned this
new digital credential. Each week, student teams presented to up to 9 IBM
mentors, affording them the opportunity to develop soft
skills, such as:
Presentation skills
Leadership skills
Collaboration
Professional networking

IBM Cybersecurity Skills Development
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IBM can help

IBM is dedicated to
addressing the skills
gap through...

IBM Security / © 2019 IBM Corporation

Academic Programs

NEW COLLAR
INITIATIVE

Commitment to
Diversity

Workforce
Development

P-TECH

Apprenticeships &
Pre-
Apprenticeships

Veteran programs

Tech Re-Entry

» Collaboration
amongst Industry,
Gov't & Academia

« Community outreach

23



It's Not Where You Start — It's How You Finish

Addressing the Cybersecurity Skills Gap with a New Collar Approach

New Collar is

...about skills, not degrees

...about opening up the aperture on talent pipelines
to take advantage of underutilized sources of talent
for new types of work

...about developing new partnerships to address the
skills gap together

...about attracting, developing and retaining
employees with diverse backgrounds and skillsets

Source:: IBM Institute for Business Value , May2017
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What is Apprenticeship?

Apprenticeship Programs provide an “earn while you learn” opportunity to
build skills while getting hands-on experience and mentorship. In
apprenticeship, we hire for aptitude and knowledge and train for skills.

Apprenticeship is often referred to as the “gold standard” of work-based

learning, given the robustness of learning and hands-on experiences, and
direct connections to employment.

Apprenticeship Programs are registered with the US Department of Labor
or participating State Agencies. This registration ensures consistency with
industry standard and becomes a credentialed program eligible for
training grants and wage offsets

https://www.ibm.com/us-en/employment/newcollar/apprenticeships.html
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https://www.ibm.com/us-en/employment/newcollar/apprenticeships.html

IBM

Apprenticeship

Offerings

IBM S

eeeee

ty / © 2019 IBM Corporation

+ Software Engineer/Application
Developer

+ Cyber Security

+ Network Administrator

+ Computer/IT Support

+ Mainframe System Administrator
+ Data Scientist

+ Data Analyst

+ Chemical Technician

+ Electronics Technician

+ Human Resources

+ Marketing

+ Hardware Design Technician
+ Technical Solution Specialist
+ Technical Solution Seller

+ Project Manager

+ UX Designer

+ Visual Designer

+ Visual Researcher

+ IT Specialist

+ Hardware Hacker

© 2019 IBM Corporation



So, What is a Pre-Apprenticeship?

Pre-apprenticeship programs are
training initiatives designed to prepare
participants to enter and succeed in a
Registered Apprenticeship or another
high-quality apprenticeship program,
and ultimately a career.




Why Are Pre-Apprenticeships
Important to the Future of Work?

« There are currently 700,000 open IT jobs in the
United States and our universities are only
producing 70,0000 computer science grads

- We need to do more to create opportunity and
access for everyone in the era of digital and Al.

- Educational systems cannot keep up with rapid
change, nor do they always understand what
industry needs.

- Pre-apprenticeship offers a solution by partnering
with universities, community colleges and high
schools to offer “supplemental” learning
pathways to ready students into in-demand jobs

IBM Security / © 2019 IBM Corporation




Coursera - IT Fundamentals for Cybersecurity Specialization

IT Fundamentals for Cybersecurity Specialization m

About How It Works Courses Instructors Enrollment Options FAQ

Introduction to Cybersecurity Tools & Cyber Attacks

SHOW ALL
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https://www.coursera.org/specializations/it-fundamentals-cybersecurity

IBM can help...

IBM is dedicated to
addressing the skills
gap through...

IBM Security / © 2019 IBM Corporation

Academic Programs

New Collar Initiative

COMMITMENT
TO DIVERSITY

Workforce
Development

P-TECH

Veteran programs
Apprenticeships
Tech Re-Entry

« COLLABORATION
AMONGST
INDUSTRY, GOV'T &
ACADEMIA

« COMMUNITY
OUTREACH



A Strong Belief in the Value of Diversity

\ Excelling (WISE)

Super Women's Group

IBM Security...

Sponsors an internal Women in Security Excelling (WISE) Business
Resource Group to help get more women engaged with security within the
company (~1000 participants across the globe)

Reaches girls at an early age to get them informed and interested in
cybersecurity careers by hosting IBMCyberDay4Girls events to provide pre-
teen and teenage girls with the opportunity to learn more about cyber security
careers

Sponsors a scholarship program for women to attend EC-Council’s Hacker
Halted security conference free of charge

Sponsors Women in Cybersecurity (WiCyS), ICMCP and more

IBM Security / © 2019 IBM Corporation
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cYBER DAy

Our mission: Launched in October 2016, IBMCyberDay4Girls
promotes awareness of security as a career among middle school
girls while teaching them cyber hygiene and introducing them to
cyber security topics and role models.

Program Results as of Dec 2019: 100 events reaching 5405 girls in
cities crossing 10 countries* and 6 continents

Our 2019 Goal: Reach 2000 Girls in partnership Corporate Social
Responsibility (2959 reached)

* Argentina, Australia, Canada, Costa Rica, India, Ireland, Nigeria, South Africa, UK, US

IBM Security / © 2019 IBM Corporation



Commitment to Collaboration - IBM Security Sponsored
Academic Conferences and Student Competitions in 2019

Community Conference NICEK2 ———— @
o N | C E 5015 NICE CYBERSECURITY EDUCATION
z sli iKeepSafe | @——————

& :
)y = ummit SHERATON GRAND PHOENIX | NOV. 18 - 20, 2019

2019



How can educators work to

create opportunity and
access for students?

Engage with other
schools in your area

Engage with your local
business community

Explore youth
apprenticeship and pre-
apprenticeship programs

Encourage students to
engage in conferences,
competitions and clubs

© 2019 IBM Corporation



Imagine the
possibilities



IBM Entry Level Opportunities

18M Careors

Join our Talent Network

ALIB, work s more than  job—i's a caling. To buld. To design. To code. To consult. To think
along wit clints and sel. To make markets. To invent. To collaborate.

What IBMers do

Toleadin

Entry Level Opportunities

Infinite Experiences

raking an impac (0 JOIN OUR TALENT NETWORK

Search Jobs | cary professioral (<3 years) & Job Courtry
Home » Jobs at I8
Jobs at IBM
B[] e ]
JobTitle 20b Category State Province/ city Job10 Language
County

Filter By: Filter By: Filter By: Filter By: Filter By: Filter By:
SEARCH

t

urity Intelligence and O

st - IBM CIC Italy
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https://careers.ibm.com/ListJobs/All/Search/Position-type/Early-professional

Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

(3 IBM Security

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives.
IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention,
detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily
involve additional operational procedures, and may require other systems, products or services to be most effective. IBM
does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the
malicious or illegal conduct of any party.



https://www.ibm.com/security
https://securityintelligence.com/
https://www.ibm.com/security/community
https://exchange.xforce.ibmcloud.com/
https://twitter.com/IBMSecurity%3Fref_src=twsrc%255Egoogle%257Ctwcamp%255Eserp%257Ctwgr%255Eauthor
https://www.youtube.com/ibmsecurity
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